FE W

&

phal.y

TH TrendMicro 45X 48 224 5 oy

AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA




[[RPNLE= i

H4 B BT | MREH | EH WEAT A Hid
%W R B R B R IE s A
N =% YO i o
1 | WORM_DOWNAD.AD i o *hkkk [ 1 MS}? 067 EGEEHW %CH fx P, =~
HL@,:EEP 500 /\%, ‘
%W Bk
MS08-067 ] Hfiki, I s 47
2 WORM_DOWNAD % H *hkkk | T A £ TR e e T
HUZES H A T 3
3 TROJ_DOWNAD.INF AL * ok +
SRR B 1R B R A TRUCE B 52 5%
4 X97M_OLEMAL.A TN * %k, 4t . %User Profile%\Application
ta\Microsoft\Exce\XLSTART\k4.xls
+ jpg F SWF LA B i A — AR
iframe Fric I, AR B S0k LA oA
> TROJ_IFRAME.CP Xk TROJ_IFRAME.CP %o iX L8 S0 AT
I, 485 [ 31X URL, JF FEOGEAT
e == 2 A ¢ =l ™ A=A
6 X97M_LAROUX.CO ® ok 1 FINEE, EREAG N VIR ARCE 2525
Mol [¥] R 48
WY UL 95 B, OE W E O AE RN — N R
7 * * + | iframe, J P AE VT R 0TI 2 0K SO
Y ) B R M i
A o NS i A ) A R /ANl M VO
8 * K + | iframe, 1 AE VT 0% 9 0T 4R 0K R SO

S E ) B R

9®_ECODE.E-CN i H * & 1t

I AT R BN IR B AR RN S EA
TXLCRT N B ACKS BT R 9K 3 25 B (9 ST A 44
MHAEACSH XMH % . ©#HA
AUTORUNL.INF SCfF, Y 95 ) 52 & G &
G IRBNERET, B APAT R R .

10

HTML_IFRAME.LCA | M5k * & 1t

W UL 9 B, OECHLE M OTAEHR N — N R
iframe, 1] ) 76U 1) 1% W9 00 43 1 205 = S0
S i) ) e oA 3

ANTI-SPYWARE ANTI-SPAM WEB REPUTATION ANTIVIRUS

ANTI-PHISHING WEB FILTERING




.M__L A AR AHEBT
PRI TR FELSR- TROJ_REVETON.IT
YRR ML ERERERI, R N3

A AT e, I LB SRR O . SR — ST 0 S 524 7 441, Mﬁ‘ﬁiﬁﬁ)%ﬂﬂo
. N I —
VB B P P ) S R 8 2 T ARTTES RAEH Q\

U A £ il R A5 &
% B B3 AT LU CL R IR N 3o A 1 7565 . 9.609.00

http://support.trendmicro.com.cn/Anti-Virus/China-Pattern/Pattern/ v
B IR RIS \

http://about-threats.trendmicro.com/us/malware/TROJ REVETON.IT

ANTI-SPYWARE ANTI-SPAM WEB REPUTATION ANTIVIRUS ANTI-PHISHING WEB FILTERING



http://support.trendmicro.com.cn/Anti-Virus/China-Pattern/Pattern/
http://about-threats.trendmicro.com/us/malware/TROJ_REVETON.IT

