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) Aerts

# EY Firewal
= q Deep Packet Inspection I
# B integrity Monitoring

» Recommendations

# g Log Inspection Last Scan for Recommendations: October 1, 2009 14:16
# &3 System o :
¢ Total Recommendations: 190 DPI Rule(s) recommended for assignment
i Overrides

Yes ¥

[ scan For Recommendations | [ Clear Recommendations

Automatically assign/unassign recommended DPI Rules to Computer during Recommendation Scans:
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i, Windows XP Desktop
W, windows Vista Desktop
M, windows Server 2008
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g Windows Server 2000

g Windows Mobile Laptop

g Windows 7 Desktop

W, Solaris Server

E Linux Server

g Deep Security Virtual Appliance

Mail Client Outlook Express (2)

Web

Web

web

Web

Web

Client Common (18)

Client Internet Explorer (21)

Client S5L (1)

Server Common (4)

Server 115 (2)

Windows Services RPC Client (2)
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Wall
Prevent unauthorized
access to the room

Equipment inventory
Items that should be in
the room

Door
Controls who can enter
the room

Visitor guestbook
Records visitors and
their purpose

Firewall

Integrity Monitoring

Deep Packet Inspectiol

Log inspection




Deep Packet Inspection
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Computer 1 (Attacker) Computer 2 (Victim)

Application
Malicious instruction:
Vulnerability
Do_Something_Bad
: H
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. Protocol
v stack

Protocol | ___ e cceccecccccccccanaacand .ee DPI
stack




DPI| > Rules

B E Deep Packet Inspection

ia DPI Events
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Application Control

@ | Web Application Protection
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DPI| > Rules

DPI engine Rule match: Drop packet

DPI rule
Shellcode:do_something_bad

Reassembly X Fragmentation —
process Packet:do_somethlng_bad process Application
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DPI| > Rules

* Exploit rules
* Vulnerability rules

e Smart rules

Exploit #1 for Vulnerability #1
Exploit #2 for Vulnerability #1

Exploit #3 for Vulnerability #1
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Vulnerability
#1




DPI| > Rules
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Exploit #2 N
for Vulnerability e ;t
#1 o

o

X

[

Exploit #1
for Vulnerability
#1

\

Exploit #1 rule Exploit #1 rule

Vulnerability rule for
Vulnerability #2

Vulnerability rule for
Vulnerability #1

Smart rules
for vulnerability
#1 & #2

Vulnerability
#2

Vulnerability
#1

Exploit #3 rule Exploit #3 rule

f

Exploit #3
for Vulnerability
#1

Exploit #2 rule
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Exploit #1
for Vulnerability
#1

|

Exploit #1 rule

Exploit #1 rule

Vulnerability rule for
Vulnerability #2

Vulnerability rule for
Vulnerability #1

Exploit #2 E E
for Vulnerability ==p- | = u il Smart rules " i b
Exploit #3 rule Exploit #3 rule
Eprﬁt#S
for Vulnerability
Rule No. | Type Action
1 Smart Bty 2% 21 00747
2 Vulnerability | PR AFRIA#L . 52 B05HR): #5128 N F R ZEIEFE
3 Vulnerability | PG AFRTA#2. 52 BGE): #ANBIE7008 N FRBZEFE
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(Passive attack)

o WA
‘ ( Active attack)

o EZFHWA
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Step 1: Finding a point of entry

Step 3: Performing
the attack
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Scan packet

Response

| — L

Scanner host Scan target

A £ LS/ 41
A MESE

OS fingerprinting
EMERIES
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Vulnerability

scan
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> HAR

Evaluate
attack
options

Y
€s Gain access

to target

Does the
attack option require
access to the
target?

Perform
attack

No
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Server Service Vulnerability (MS08-067). Affected.:

e RPC support

* File & print sharing support

 Named-pipe sharing
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I > 18] > & HTTP kS5

Malicious
HTTP
server

¢ Download worm
9 components/updates
0

Un-secured
infection vector

Target
computer
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Request >
‘ DoS
< L —
Host not found W | — — attacker
- Y —

Request timed out
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Step 1: Finding a point of entry

Step 2: Gaining access

Step 3: Performing STUP
the attack
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o FHmE Feature: Deep Packet Inspection > DPI Rules

Action: Prevent

ZDPIF 45 % Conficker/WORM_DOWNADA| ] f{jthe Server
Service vulnerability

|Application Type 3
12, 1UUU339 - MICrOSOTT WINGOWS SIVSVC IMEmOry AIGC3TON UENIAI OT SErvice  WINAOWS SErvices RPL Se

002975 - Server Service Vulnerability (wkssvc) Windows Services RPC Server
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) windowsServies Roc Server

Carvirae DD Carvar
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003080 - Server Service Vulnerability (srvsvc)
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« BNBEMEZH=E Feature: Deep Packet Inspection > DPI rules

Action: Prevent
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DPI Rules (ro rouping +)

Application Type

RS YIS T e et

Windows Login Credentials | Windows Services RPC Server
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LEZRERC] Feature: Deep Packet Inspection > DPI rules

Action: Prevent

74 DPI Rules (o Growing -)

T - Adobe Acrobat And Reader PDF File Ha Rem ode .. Web Client Common
m 1003292 - B!od:ConﬁderB++WormIncomgdePpeComecbon Windows Services RPC Server
15,1 1003293 - Block Conficker.B++ Worm Outgoing Named Pipe Connection | Windows Services RPC Client

Y

EHTTPARS Feature: Deep Packet Inspection > Application control

Action: Prevent

XE—1MREARNENREEESE, ©MIEKO80, 8080, miHft
%’%iﬂﬁEXE@HTTP;ﬁE

Appllcatlon Control (nocrouing ~)

Application Type

DUSPILIUUS DO VOl APRICUUTT s
Suspicious Server Application ...
Annliratinn Cantral Far Tnetan

'1001259 - Detected HTTP Server Traffic l
%Al 1002103 - Annlicatinn Cantral Far ATM (Claceic
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