IMSA5000-E(Dell )i FH % 2 350 25 i 1 vk

T IMSA {# 1] postfix SKEATHB111) Relay, IMSA H AL Ei{Li% SMTP H 4 AIE. £
SLLCH PRI, MR SR SMTP S AIE, fEXFPEAEE T, IMSA 752200 & iz
AR A RE SRR A% SMTP B3 IE o BA RS2 IMSA5000-E(Dell) i3 & 4y 37 B A 2 1 7

Y

et

1. EARE, BBREAREVIIY postfix.
2. IMSA TYEfEZE M TI, A HeffH IP Filtering B (Email reputation 1 ip

profiler).
BAPDE: (LN MRS R, 21 FINAE IMSA Web F i 3R 5 BB )

1. %] IMSA [¥) NRS A IP Fitlering B¢

“/"Trend Micro” InterScan~Messaging Security Virtual Appliance

Summary

Real-time Statistics System

Enable Connections

el

Summary

Cloud Pre-Filter

» Policy V| Accept POPZ connections Enable IP Filtering
» 1P Filtering g

Save

Email reputation IF Profiler

* Reports

" lege Components Last rafrash:2011-7-25 10:39:22 (gyRefrash

» Mail Areas & Queues e e
2. HUY postfix WWr 25 5.
a) {51k postfix.
#postfix stop
b) £ master.cf 1.
#cp /opt/trend/imss/postfix/etc/postfix/master.cf

/opt/trend/imss/postfix/etc/postfix/master.cf.backup
c) f&X master.cf L
#vi /opt/trend/imss/postfix/etc/postfix/master.cf
PRUELL B P AT AR TR «
#smtp inet n - n - - smtpd
#2500 inet n - n - 200 smtpd

inet y g smtpd

mission inet n smtpd

etrn restrictions=reject

-0 smtpd

d) JH3l postfix
#postfix start

e) WIEBHSUET I,
#netstat -ant | grep :25

Version 1.0 By Soiphon



FER M postfix 25 i 121, & 2t B 4

grep 25

LISTEN

[rootli
[rootlin

3. &k IMSA [HBCE S,

a)

b)

%1 imsa L E SO

#cp /opt/trend/imss/config/imss.ini /opt/trend/imss/config/imss.ini.backup
i’ imsa Fic & SO

vi /opt/trend/imss/config/imss.ini

LBPHESAN NS

enable_postfix_ui=yes &5’} enable_postfix_ui=no

enable postfix ui=n

#downstream_smtp_server_addr=127.0.0.1 &%
downstream_smtp_server_addr=smtp A 5 #+ 1 1P, - BUH R AT
#downstream_smtp_server_port=10026 &%
downstream_smtp_server_port=25 HUHFRERF

# Downstr
f The IF
{ from r

re = ening port.
F=14

#proxy_smtp_server_ip=127.0.0.1 {&54 proxy_smtp_server_ip=0.0.0.0,F-H{ 7
TREAT
10.1
# The IP addre: he proxy serwvice will hind to on & wachine with
f wultiple I .
If not = 2if ] i sets it ¢ . h ir=st IF addr

all™ or 0.0.0.0,

co INADDE ALL.

[socket_1]
#proxy_service=SMTP_SERVICE
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#proxy_port=10025

Bl

[socket_1]
proxy_service=SMTP_SERVICE
proxy_port=25

FFHGHTERERT o

socket 1]_

SMTP SERVICE

# open_to_all_connections = no &4} open_to_all_connections = yes, J{HiH
HERERT

on only accept 3MTP client connections
reguired in smtp allow client ip).

# smtp_greeting_msg=TrendMicro IMSS SMTP proxy &4
smtp_greeting msg= JFHUHERST
i Th; ups ; I ¥ [in addition to the greeting

¥ from t eam MTL) .
SHtp gresting b

{E[smtp] PN A 25
supported_esmtp_cmds=PIPELINING,SIZE,VRFY,ETRN,XVERP,8BITMIME,AUTH
,ONEX XUSR,HELP,AUTH=LOGIN

E FEESEESEE R SR R S S SRR S S S S R
[smtp]
FEEEEsEEEEEEEEEEEE R R R R R R EEE R SRR R R 5

supported esmtp_crds=FIPELINING,SIZE, VRFY, ETEN, XVERP, SEITMINE, AUTH, ONEX, XUSR, HELP, AUTH=LOGTH]]

d) DRAFICATS

e) EHA 3N S99IMSS Jii4s
#/opt/trend/imss/script/S99IMSS restart

f) WAEBEUOR TR  GESBHAET LT IRKET, IMSA W] LA; H 2 )5 Sl
PEIR G210 25 ¥R ED
WA AEAE L imss.ind IS5 IMSA JoivE Vs ) Ja s 2R 2545 » WA IMSA BILAE
AJ LAV n) J i B AR 45 2%, IF404T#/opt/trend /imss /script/S99IMSS restart.

Version 1.0 By Soiphon



AT netstat -ant | grep :25, N F 241 N E S :

LISTEN

SMTP MATL Serwvice, Wersion: 6

%iw telnet IMSA_IP 25, F“EEIJDEEEWFH& U= S

crosoft ESHTF MAIL Ze ice, Version: 6.0.3790.395%9 ready

ﬁH%IMSA%ﬂ:wanilJFlrtHBHH&%%&nﬁ25 S, AR T B B TR T

~1# telnet 172.16.4.2158 25

tion error

Connection closed by foreign host.

4. WK IMSA [IRRA ) 8.0 B 8.2 IURRAS, iHHATLL Rl (WiAE 7.0 fCAS, 5k
JURES, 3 (EDI
a) £ MsgTracing.conf 1}
#cp /opt/trend/imss/config/MsgTracing.conf
/opt/trend/imss/config/MsgTracing.conf.backup
b) 1&4 MsgTracing.conf.
vi /opt/trend/imss/config/MsgTracing.conf
# SessionGroupExpiredInterval=1200 & X SessionGroupExpiredInterval=120.

# in SessionGroup longer till the interval expiring.

SJezzlionGroupExpiredInterval= luul

) TRAFEE

d) FEHHEIRS -
#/opt/trend/imss/script/S99MSGTRACING restart

PR H I 2 IMSA @I, Wiz S BRMAT B, 4Rt IMSA
J&, 1E Message Tracking B 75 2256 4F 20 8l A4 e 2z H & T HEdus, i
{1-#F Message Tracking . 2-3 /8 fE st aE A BIAHOCH &
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