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o Mavare

Layered protection that complements
Web Threat Protection

Mobile devices

—

o Thieves

@ Malicious insiders
o Careless insiders
o External hackers
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» Data Loss Prevention=fj#iDLP
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> DLPRFIHI™ kb4 R G5 # AL

ZS
>
N W VIS ADJTDAP ‘

File Server MS iShare Server MTnltor

DLP Remote Crawler

D
DLP Management Server+DLP
Local Crawler

(Online Policy)
Online DLP Agent Online DLP Agent

(Online Policy) (Online Policy)

Offline DLP Agent
(Offline Policy)
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» DLPRFIF= Ak R g5 FHLH

TREULAC REE T AR G AL ) U B SORS AT Btk 4k, DLPIRBUF ARk
OO A, IR P 2l i — AN 3, DLPSiREUERIHI SR I6
Fingerprint Matching g5 B 5 ORFRIBGUEHRATILAS . WiRFHEEAMHFEA, DLPRIHHE
€ize2dUN. ) P 2 IR AR [F] s B ). DL P e ILEE S 7 A s R, AR
IR, —BILRSZ0AEIDLPH EMEH, DLPNHEH A
AUBSCAE . DLPAFfE BTSN T U I BB AT

[ — DLPIET I/ [ 52 SHURERMATULAE, Il 5 4iF 545, DLPAERS 5
G TTRD LERILI Y 2 SORIAT B PR, ISR . B BiE S
i/ . PG A L (E WA 5 Y Pattern

Keyword Matching . Nk o 3
PN DLP ] LURR I S Bt BEAT UL AT

DLP W] LIRS SCAF ISR B HEAT UL AC, R (¥ /2 DLP BAT B SESC SRR )

File Attribute Matching o . . . .
- K aE Sy, BV SO R 44 Dbl B Sl oy R 44 1K S
(FLSRICHRALILRD) Compliance template[/LJic

S
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» DLP5.5ZR5IKI&/N4 4

» Data Loss Prevention Management Server (AR%% %)
> DLPHRSS R —F B e %, RAETEHIEE. FRRIERN PR, A n w5
- BEER. WRER. BARRSGRIME R E R B A
» Data Loss Prevention Endpoint (& %)
»  DLPZ /i i VSIS T 7 9 B SR YE 2 7 HEnE B e it 2 iR AEeH fE . H
BT . BEERLE,
b SZRFZFChannel R, SCRFRAIFHALEEI008 0T
» Data Loss Prevention Network Monitor 2.0 (M%& li#%)
> TMDLPMNZ—KE TP B GEER I, i 1 P 2 Hohm i E R A SR B
R i
> I AR BURE BEUE S, BFE: SMTP, HTTP, FTP, IM (AIM/AOL,

MSN, Yahoo Messenger), and Webmail (Hotmail, Gmail, Yahoo)

- ﬁ%%"ﬁﬁ Em)%jﬁ IX—XJY'#F;:I{‘E‘SM Bmi}( ° Copyright 2010 Trend Micro Inc.

==
-
om
2 Z
oD



DLP5.55 k¢

» DLP5.551 1Rk

>

Web ] & E—2 4k

B INTMDLPMN2.0 &% W57 it (75 22 BB0E)

Remote Crawler TH: 3X#fWindows 64{#/E R4t

B HHEEH

W INBEE v i Patternys IS4 44-- Network Content Correlation
Pattern (NCCP): Data Stealing Malware (DSM)/botnet detection
BT AR R BE B L5

T AR R BUE A R B S HE N A
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!
Social
Networks

Crimeware
o= = Sites
~ Network DLR Blogs

Email Web — D Email
s Easy deployment! ! Forwarding

eN Employee
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» 4 ENDLP?
» Data Loss Prevention Server (DLP) Network Monitor 2.0 F—fX#
HERERATHEIN, BEEN, Pattern® 7 A MIBURSIE . ST-sh
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Trend Micra MDLP maenitor all the netwark traffic
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» NDLPH= s34

>

B REMSRERRE, fNBEEEa, R RIS, ERRTE
MERIP, TLECERENENEN, LUREE Pattern Hbxf ar = K
LIRS

5DLP Management Serverktsl, BUBCKIEFPattern & kK MEH,
DR HEEE

WERR, WK HHIncomingfloutgoingi B MEREEH D, THEK
AR FH P 1 288 ZRAR) 0T o 7 ) 2%

» EFRAELmPC L L2RE PR, K ABBURSCANE, AT AR R
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> NDLPZHa & ?
» NDLPW At Z3AEDELL R710.L,
» —ANEIE D S5DLP BHEEGER, FAWDEAENSGD,
b g N R SE BRI M BEE A (Incoming+Outgoing)
» NDLPBAFHZRZFF215mbpsii®E, 100,000 H-k&E#ES (DELL
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» NDLP [ & 2
»  HHIEEEE O---—-Core Switch
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» NDLP a5 2

»  HBHIEES O-----Distribute Switch
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» NDLPZnfy 58352 Internet

»  HABHEER O --—-FEEProxy 3%
» FML: WEMirrorO7EAIEL

Firewall
» NDLPEMZ|KIEH, EIPKIEIproxy
» BEH2: WEMirrord7EfIE2

;

Slvitgh ________
|
|

»  #ProxyHJIP3EABlocked List

TMDLPNM
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» NDLPH RS T K258 00 52

» NDLPHEHGFRGFR

Dell R710

2U
BRAFAERY DxWxH(26.8"x17.44"x3.4")

Weight: 26.1Kgs
5 S 2 1 5Mbps
HREEH 100,000

CPU*2 Intel Quad core E5550 Xeon,2.66Ghz,8M
cache
8GB (4x2G)

G 3.5 SATA (15K RPM): 300GB

. -
External NIC card I%qlg_tzl@ Gigabit ET NIC, Dual Port, Copper,

EETVR 2 x 870W

\ Classification 6/9/2011  Copyright 2010 Trend Micro Inc. 21 Q

==
-
om
a2
L]w)



NDLP2.0/\45

» NDLPH RS T KA Ze 4 0 15 2
» NDLPERFZIELE
»  TFE ML

» DLP5.5 Server—& #ig:

P http://support.trendmicro.com.cn/TM-Product/Product/DLP/5.2/Manager/

» Patch: http://support.trendmicro.com.cn/TM-

Product/Product/DLP/5.5/Patch/Patchl Manager/

» NDLP2.0:

P  http://support.trendmicro.com.cn/TM-Product/Product/ TMDLPMN/ISO/2.0 GM/

> SCREHAE

» DLP5.5 SOP:

»  http://support.trendmicro.com.cn/TM-

— Product/Document/SOP/DLP/Ex DLP_V55 SOP. S 1.1.pdf @
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http://support.trendmicro.com.cn/TM-Product/Product/DLP/5.2/Manager/
http://support.trendmicro.com.cn/TM-Product/Product/DLP/5.5/Patch/Patch1_Manager/
http://support.trendmicro.com.cn/TM-Product/Product/DLP/5.5/Patch/Patch1_Manager/
http://support.trendmicro.com.cn/TM-Product/Product/TMDLPMN/ISO/2.0_GM/

NDLP2.0/+

» NDLP 12350 18
b RIS, MEAGSESR, TLIETABR
» i Anohwrfail
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License Agreement

IMPORTANT: READ CAREFULLY. USE OF TREND MICRO SOFTWARE AND SERVICES BY
BUSINESS AND OTHER ENTITIES IS SUBJECT TO THE FOLLOWING LEGAL TERMS AND
CONDITIONS

Trend Micro License Agreement

Trial and Paild Use License - Enterprise and SMB Software and Services
Personal Use License - Trend Micro Email Encryption Client

Date: February 2009 k
English/Multi-country

1. Scope. This Agreement applies to all Trend Micro software (“Software”), services sold as standalone
products (“Standalone Services”) and service components of Software (“Service Components”) sold to
small and medium business (“SMB”) and large enterprises ("Enterprise”). Standalone Services and Service
Components are collectively referred to as “Services”. This Agreement shall also apply to Trend Micro
Email Encryption Client (“TMEEC”) for personal use. The term “Software™ as used herein shall include
TMEEC. Professional or expert service offerings are governed by other agreements.

. Binding Contract. This License Agreement ("Agreement”) is a binding contract between Trend Micro
Incorporated or a licensed affiliate ("Trend Micro™) and the legal entity that will be using Trend Micro
Software or Services on a paid or trial use basis or individuals who will be using TMEEC on a personal use

N

=

¥ Decline o Accept
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» NDLPHI 230 5
@I?E'}"E—i Data Loss Prevention Network Monitor

Select the appropriate keyboard for the system.

Slovakian

[»]

Slovenian

Spanish

Swedish

Swiss French

Swiss French {latinl)
Swiss German

Swiss German (latinl)
Tamil (Inscript)
Tamil (Typewriter)
Turkish

Ukrainian

United Kingdom

’U.S. International =l

@ Back |
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» NDLP() 2 45 58

#®, TREND.| Data Loss Prevention Network Monitor

—

Trend Micro DLP Network Monitor 2.0 has detected the following hardwares:

[v]

Category | Device | Driver

Host Configuration

Processor Model: Intel{R) Xeon{R) CPU ES530 @ 2.40GHz

I
Recommended Hardware Requirements
[

£ The following hardware does not meet the ecommended
@ specifications:
System Memory is smaller than BGB
i Installation can continue, however performance may be
¢ effected

Network Devices

Storage Controllers

Storage Devices

VMware Virtual disk (20GB)

4 Back ¥ Cancel | B Next |
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NDLP2.04}

» NDLPHZ3:

A

IR

()] TREND . Data Loss Prevention Network Monitor

Installation requires partitioning of your hard drive. All data on the selected
drive(s) will be lost!

Please select the drive(s) to use for installation.

sda 20473 MB VMware Virtual disk

@ You have chosen to remove all partitions (ALL DATA) on the

following drives:
ldevisda

Are you sure you want to do this?

@ Yes

4@ Back | ¥ cancel |
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» NDLP() 2 45 58

» HostnameFEH AFQDNHHE

5) TREND. | pata Loss Prevention Network Monitor

p—

Network Devices

Master Port |Device |Description IPv4/Netmask

ethD Intel Corporation 82545EM Gigabit Ethernet Confr... 172.16.4.242/24

o ethl Intel Corporation 82545EM Gigabit Ethernet Contr... Not Configured

[« IO
Interface Settings(IPv4/Netmask)

IPv4 Address: 172.16.4.242 / |255.255.255.0

General Settings

Hostname: ndip242.mac.com

Gateway: 172.16.4.1

Primary DNS5: 172.16.4.239
Secondary DNS:||

4 Back ¥ Ccancel | & Next |
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» NDLP() 2 45 58

#®), TREND. | Data Loss Prevention Network Monitor

Please click into the map to choose a region:

Asia/Shanghai 2.4

[] System clock uses UTC

east China - Beijing, Guangdong. Shanghai, etc.

@ Back ¥ Cancel
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NDLP2.044 -

» NDLP 230
> TR FESL

#®) TREND | Data Loss Prevention Network Monitor

O Please set passwords for the administrative accounts below. Combined Password Strength

Good

Root Account: Used to safeguard access to the operating system
shell. Has full operating system privileges.

Password: |m Moderate

Confirm: I-"'"" Confirmed

Enable Account: Used to gain access to the Command Line
Interface's (CLI} privilege mode. Has access to all CLl commands.

Password: |--------

Moderate
Confirm: |°°°°°°°° Confirmed
Admin Account: Administration Account. Used to run CLI commands.
Password: |--“““ Moderate
Confirm: |°°°°°°°° Confirmed
Poor
@ Back ¥ cancel | B Next |

' #®) TREND
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» NDLP() 2 45 58

) TREND.

Data Loss Prevention Network Monitor

Summary:

Language: en_US.UTF-8
Keyboard: U.5. English
Hostname: ndip242.mac.com
Metwork Devices:
Card: Intel Corporation 82545EM Gigabit Ethernet Controller (Copper)
Device: eth0
IP Address: 172.16.4.242
Subnet mask: 255.255.255.0
Gateway: 172.16.4.1
Primary DN5: 172.16.4.239
Card: Intel Corporation 82545EM Gigabit Ethernet Controlier (Copper)
Device: ethl
IP Address:
Subnet mask:

e =

v

Trend Micro DLP Network Monitor 2.0 will now be installed on your selected drive(s).

If you need to change the configuration settings click back.

<@ Back ¥ Cancel
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NDLP2.0/+

» NDLP() 2 45 58

@ TREND | Data Loss Prevention Network Monitor

Powerful Algorithms

Installing expat-1.95.8-8.2.1.I1386
A library for parsing XML.

& text |

43 Back
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NDLP2.0/\45

» NDLP 230
y  lEREEE, FEERRE

#®, TREND. ' Data Loss Prevention Network Monitor

Installation Successful!

Remove any media used during the installation process and click the
Reboot to complete installation.

i Back I %] Reboot

\ Classification 6/9/2011  Copyright 2010 Trend Micro Inc. 33 I!:' /] MICRO
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» NDLP) 318

»  EFENDLPHILinuxdr&TEMEDLP L

Trend Micro Data Loss Prevention Metwork Monitor 2.8

» Clish

» Enable

» Configure dglink X.X.

WARNING: Authorized ficcess Only

6 E 3o 3o JoE 0 3o 3o E PE 3o I JeE 0 3o 3o E PE 3o 3 JeE 03 JoE E -PE 3oE-3EoE 6 3eE J0E-BE 363 oE 63 3oE-J0E-BE 363 oE 6 -3 3eE-J0E-BE 3oE-EE 6 3oE-JE-RE BEEME

Welcome to DLPHNM CLI. it is Sun May 15 15:

*» enable

Entering privileged mode. ..

# configure

dglink dns gateway
max_file_size password

# configure dglink

A

ip IP address ffAfA.BBB.CCC.DDD where each

#i configure dglink 172.16.4.241

Ok to create tpga pattern ' ~tmprifpga.tcp
Ok to create fpga pattern ! stmp-fpga.udp
#

Classification 6/9/2011 Copyright 2010 Trend Micro Inc. 34
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hostname interface

part i= in the range B-255
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NDLP2.0/\45

» NDLPzz%E 5 156 ik A4
>  FHIIENDLP

f®)IREND  Data Loss Prevention

Product License Help
Summary
+ Data Protection Use this page to view a list of all DLP Endpoint and Network Monitar licenses.
tRopaits | License Information |
EEE Product Name IP Address(Host Product Version License Status Expiration Date
+ Update — =
: DLP Endpoint 127.0.0.1(localhost) DSC-5.5-1326 O Activated Dec 22, .
_+ Server Corfigeastion DLP Metwork Monitor 172.16.4.247(dlpm24 . 2.0.1135 a Activated Dec 22, .
DLP Network Monitor 172.16.4.242(ndlp24... 2.0.1135 @ Activated Dec 22,

+ Agent Configuration

Crawler Management

Data Management

Agent Management

Password

+ Management Console
LDAP
Product License 3
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» NDLPZ2E 5 15k s

p  IGUENDLPRER O M F, JFOnlinelkAs

f®) TREN

Summary

D.. Data Loss Prevention

Agent Management

€3 Help

+ Data Protection

+ Reports

Agents

Group

Agent Management allows the user to browse and edit agents or groups.

+ Logs

+ Update

GyFilter  ffj Delete

1-40fd W4 page 1[~] of 1+

Adn stratic I Agents IP Address Status Policy Status Fingerprints Agent Version Last Modified
+ Server Configuration ] ™ yac.oFopF.. 10.28.132.22  Disconnected €3 outdated 5 5.5.1302 5/12/11 5:02:3...
+ Agent Configuration [ ™ ranGxp 10.28.132.10  Disconnected € gutdated 4 5.5.1263 2/21/11 3:21:0_.
C ler M % 5
Dr?:wr:r a”age"::e” I & dpm247.m.. 172.16.4.247  Online ® updated S 2.0.1135 5/15/11 3:38:0...
ata Managemen ——=
172.16.4.242 onli 5 2.0.1135 5/15/11 3:38:0...
e a————— p | & ndipz42.m. . nline © updated /15/
Password ﬁF[lter fi Delete 1-40of 4 M4 page 1 IZI af 1F M
+ Management Console -
LDAP 200 per pE_:geB
Product License ® Endpoint Agent & Network Agent
Classification 6/9/2011  Copyright 2010 Trend Micro Inc. 36
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» NDLPZ2E 5 15k s
» RERERGCLET:
1. BB OB ANDLPHIE O

Sun Dec 26 16:55:

[STATISTICS]
gyn_conntrack:

conntrack_count:

nr_pkscan_tx:
nr_btacan_tx:
nr_fpga err:
nr_btscan err:
free_lownem:

nr_packet_bytes:

nr_pk bytea:
nr_bt _bytes:
nr_tr_bytes:
nr_pages:
nr_sb drop:
nr_tr drop:
nr_result vy:
nr_result vn:

» 2. BRWTFHZF: cd/opt/TrendMicro/ndlp/platform/QA nr_result more:

4

#4T.Mtoe.sh

Classification 6/9/2011

nr_both_wvn:

nr_timeout_hole:

nr_split:
nr_nonsplit:

nr_flow_packets:

nr flow fifo:
nr_flow_pkscan:
nr_flow_btscan:
nr_in_ conn:
nr_not_a_syn:
nr_corrupt:
nr_redirect:
overloading:

SYN_SENT:
SYN_RECV:
ESTARLISHED:
FIN WAIT:
CLOSE_WAIT:
LAST ACK:
TIME WAIT:

CLOSE:
u

Copyright 2010 Trend Micro Inc. 37

[TCP_STATE]

53 C3T 2010

Lo - T S S

648M
464

9131

31

PO Y P Pl e e, e e e e

184)

154)

1125)

202)

o)

o)

200M/1011M)
oM] -\
oM] |
oM] |

0M] —+- { 550M)
0M] ——- (4096M)

14280

0 0 (l:0 £3:0 £:0 4d:0)

L . Y e e Y . s Y i Y S

e T e e e e e
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NDLP2.04+4H

> NDLPZ%E J 1463 Al A
b RIS — S DLPH I H 2R
NV 5§ = v A S O
»  Fingerprints$F43REL
» Patterniki€

b RBETBUE
> EEXMHEERE

| \ Classification 6/9/2011  Copyright 2010 Trend Micro Inc. 38 "J
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NDLP2.0/\45

» NDLPZ2E 5 15k s

» Fingerprintsf&SUHkEL
vk T IRE

REND | Data Loss Prevention

) |
2

Fingerprints

& Help
Fingerprints = adding Fingerprints
Source
Mame:™*
Description:
P
Repository Type: File systemn / Windows Share ;'
Host:* 1?2.16.4.230'
Example: serverl.example.org or 123.123.123,123
EEE @ ke sub-
Example: /documents/sensitive files
User ID: |admini5trat0r I
Password: [reeeee Test Connection |
Source connection test successfully, |

Classification 6/9/2011  Copyright 2010 Trend Micro Inc. 39 @
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NDLP2.0/\45

> NDLP 2% )i () 5k A4
» Fingerprints¥s43RkEL

»  E—: #HidRemote Crawler T E#F4TIRENFR
» EFE: WAREATHERFERPHEEX

Crawler Management

summary
= Crawler Management allows you to scan for confidential data stored
= DR [ e or not connected to the company's netwaork, Use this page to manag
+ Reports
e ‘QFitter i Delete |ﬂDUWn\Uad Remote Crawler
+ Update

Administration

+ Server Configuration

+ Agent Configuration

| Host ~ 1P Address Status
[ mac 172,164,230 Connected
‘GFitter ffjDelete P30ownload Remote Crawler

|Craw|er Managementl

4

Matza Mananamont

;E'_'Trend Micro DLP Remote Crawler Ag

=10l x|

Eile Help
The DLP Remote Crawler can scan any of the listed repositaries,
Add Delete
[ Tvpe Path Hosk/Site Recursive | Principal

[F:i% g4

Add/Edit Repository x|

Repositary byvpe ILl:n:aI LI Recursive I'fes vI
HastiSite |
Path IF:'I,EEJI% Browse | g
ser Mame I
Password I

Test resulk

{Cnnnectinn kest successful,

\ Classification 6/9/2011  Copyright 2010  Trend Micro Inc. 40
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» NDLPZ2E 5 15k s

» PatternixE

> PatterniXERET IEMREXTEH. HDLPA LM —LEEE & 4HEID, RIT RS
~ FEfAE. BiIESHEEEERGERINE. BRNCErE L& H, EXETESHR
S AT AT B, — BN LT RE .

)"

END | Data Loss Prevention

Logged on as: Gadmin

Summary

- Digital Assets

Patterns

Trend MicroT™ pLp workflowe? € Help

Use this page to create patterns,

Fingerprints

Keywords
File Attributes

[Faadd Capy i Delete

1-38 of 38 M4 page'l | of1bH

Compliance Templates

Company Policies

Data Discovery

Device Control

+ Reports

+ Logs

+ Update

+ Administration

Patterns

o Mame « Description Pattern Last Modified

[T &BA Routing Mumber ABA Routing Mumber [~dli[o122678Tdf 8 i[~d] 11/12/10 2:41:19 A,
[T American Mame American people's name [ lila-21[a-2]f 1,12 0s 2 s sl sifa-.. 11/12/10 2:41:19 A
[T Austria S5M Austria 55N [~hdI(hd] 4 H0-31diof1-9][1[0-2]1hdf2 .. 11/12/10 2:41:19 4.
[ CalDL# {fCal ID# callb [~ Ywe-10[A-G TV 7 HI0 -] 11/12/10 2:41:19 A...
[T Canadian Social In... Canadian Social Insurance M. [“\w-1[1-790d{ 8 H[1-79nd{ 2 d{3}4d.. 11/12/10 2:41:19 A&
|l_ China National ID China National ID [~4d-100a 17 F0d [ 0[N -] 11/12/10 2:41:19 A,
[T Credit Card Mumber Credit Card Number [d-10df 15, 16 F a4 -5d D 43 D4 11712710 2:41:19 A
[T Danish Personal ID Danish Personal 1D [d-]i0[1-9]|[12d|3[011p0[1-9]|1[0-2]. 1112410 2:41:19 A&
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NDLP2.0/\45

» NDLPZ2E 5 15k s

Keyword

&) Help

} Eeyword = Adding Keyword

Keywords

Mame:* i

Description: |

Condition:

& Import sub-keywaords
o Addfupdate sub-keywords

|Match any sub-keywords

IEEIR | kit

Sub-keyword

Narme: |

7 casze sensitive

Description:

Add I Update I

Sub-keywords list

fij Delete

- Narme « Description

[ test

fij Delete

Case Sensitive

Case Insensitive

1-10f 1 44 page |1 'I of 1rM
Last Modified Time

1-1o0f 1 W4 page |1 'I of 1rM

|QDD per page vI

| CST

Save I Cancel |
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NDLP2.0/\45

» NDLPzz%E 5 156 ik A4
y B

» HiiData Protection--- Digital Assets---File Attributes, #7i s diAdd

»  HERE: Truefile Attributes R RAI B SECHRBREM, SR BLAMZET File attributes

. HETSEEE N300 2 4 F 2, MDL PRSI EfhE A [ s, Eile Attributes = Adding File Attributes

A2 BE LR B4, DLPAKIET] LA R PR A ARSI o Select: | Selected types =
™ Executable «

™ Document =

@I‘FE’.}IE i Data Loss Prevention Logged an as: @
| ' " Image Document ~
File Attributes Trend Micro™ pLP Workflow
Summary

I Graphic Document »

with File Attributes, you can block certain files from users that meet the criteria you have established,

- Digital Assets

Addlcupy il Delete 1-20f2 M4 page [1 r Multimedia «

File Attributes

Fingerprints

i " Encapsulation Format =
u Hame ~ Description Last Modified
Keywords
File Attributes ¥ | T Mac File attribute Mac File Attribute 11/24f10 9:23:16 AM C5T I_ DatabaSE DDCUmEﬂt -
Compliance Templates I S8ER LR RO " spreadsheset Document »
Cornpany Policies [EaAdd [#Copy i Delete 1-20f2 W4 page [1

Data Discovery

" Presentation Document «

" Desktop Publishing -

" General Purpose Document «

" Obfuscated File (Encrypted File) «

<l ™ Others =
Classification 6/9/2011  Copyright 2010 Trend Micro Inc. 43

Device Control 200



https://172.16.4.241:8443/dsc/pages/dataProtection/compliance/preListComplianceTemplate.do

NDLP2.04)4

» NDLPzz%E 5 156 ik A4
b BT A MR

» AiidiData Protection--- Compliance Templates, #5145 dAdd

N

“'JI"‘E'}‘E | Data Loss Prevention Logged on as: Gadmin - B L
| Compliance Templates Trend Micro™ DL workfowe? B3 Help
Summary
" e : Compliance Templates are used in creating boundaries and setting limitations for creating policy, You can also impart
& stringent compliance requirements to comply with corporate governance and data privacy requirements,
- Digital Assets
Fingsrprints E}Addl [#]Copy {fDelets Irmport 3 Export 1-50f5 M4 page |]_ ~| af1pm
Patterns w MNarme = Fingerprints Patterns  Keywords File Attributes Modified
SRR r Gles i 28 13 ] 11/12/10 2:41:13 AM C5T
File attributes
I~ HIPA& u] 48 an o 11/12/10 2:41:19 AM CST
Company Policies T PCI-DSS a o & a 11/12/10 2:41:19 AM C5T
DA Dicioery [~ SB-1386 0 12 6 0 11/12/10 2:41:13 AM CST
Device Control [ uspn 1} 34 18 0 11/12/10 2:41:19 &M CST
+ Reports [Faadd ECupy il Delete F={Import [+71Export 1-50f 5 M4 page |1 »|of1rm
+ Logs
200 per page = |
+ Update
+ Administration
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https://172.16.4.241:8443/dsc/pages/dataProtection/compliance/preListComplianceTemplate.do

NDLP2.0/\45

» NDLPZ %% 5 156 Uk A4d H
b EEIREE

» AiiiData Protection---Company Polices, {74 fiiAdd

@I??"#E— | Data Loss Prevention

Company Policies List
Summary

Trend Micro™ DL Workflow™ [ pap
+ Digital Assets

Use the Company Policies page to create across-the-board company rules and citeria that the company files should mest.

Compliance Templates amter [Eaadd ) [Rjcopylliiyelete 0-00f0 M4page 1 v ofibM
: = Name Type Action Order « Maodified Status Deployment Status

Data Discovery

Device Control aFﬂter [Faadd @CDW [ij Delete 0-00f0 HA page 1 vl arH
+ Reports —_
+ Logs 200 per page
+ Update
+ Administration

Company Policies List

Trend Micro!™ DLP Workflowr7 &) Help
Use the Company Policies page to create across-the-board company rules and criteria that the company files should meet.

ﬁFther [E2Add [#]Copy {fj Delete

1-4 of 4 M4 page of 1r M
[ Nam|Endpoint Agent Policy Order = Modified Status
] Mac N Network Agent Policy

Deployment Status
ide al . 1 ™ *5/15/11 3:37:59 P

Deployed
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NDLP2.0/\45

» NDLPZ2E 5 15k s

b ETSERR
T AR AL =S

Policy List - Edit

&4 Help

Policy List = Mac_NetWark_Policy

The updated policy was deploved. If you make additional chanaes to this policy, vou must redeploy it.
Target Channel | Condition | Action

Paolicy Name: |MaC_NEtWOrk_P0|iCV

Policy Order:

Target
Selected:
From
All IP Addresses "
Select by: | IP Range or IP Address [«]
z
Input:| | EETITT
Example, IP address/subnet mask, or IP address. -
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NDLP2.0/\45

» NDLPZ2E 5 15k s

Policy List - Edit Help

D Policy List > Mac_MetWork_Policy
} @ \l ‘%[ﬂ% The updated policy was deploved. If you make additional chanaes to this policy, vou must redeploy it.
Target | ch |

Condition .| Action .

N 2B R A R f5 0 Check to prevent users from accessing sensitive information with the following:
P PR IR
Channels
Email ~

4 NDLPfiﬁﬁH—F%iﬁ- SMTP Email Approved domain names

» Email

b

| | Separate multiple domain names with a comma. (Example: admin@yahoo.com,admin@gmail.com)

TP~
} FTP Approved FQDN or IP addresses

» HTTP

Separate multiple FQDN or IP address ranges with a comma. (Example: ftp.trendmicro.com,192.168.2.1/10)

> IM 9 st -

Approved FQDN or IP addresses

» SMB

. Separate multiple FQDN or IP address ranges with a comma. (Example: trendmicro.com,192.168.2.1/10)
} WEb Ma'l Instant Messengers ~
IM AIM
N \ IM MSN
} J{Fm‘ u*ﬁﬁ%gﬁ]\ g %X E z $ IM Yahoo! Messenger
SMB
web Mail ~
Web Mail (GMail)
Web Mail (HotMail)
Web Mail (Yahoo!Mail)
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NDLP2.0/\45

» NDLPzz%E 5 156 ik A4
b ETSERR
b T B R

Policy List - Edit

€ Help

Palicy List = Mac_NetWork_Policy

The updated policy was deploved. If vou make additional chanages to this policy, vou must redeploy it.
Target . Channel | Condition ™. Action

b

This is your "IF" statement. Select the compliance templates for this policy.

Condition

[ Import Predefined Template(s) |

Mac-3&:
Mac-2£i 25
Mac-3 i+ B EaRT
PCI-DSS
SB-1386

s PII

[Hold down the Control Key (CTRL) to select multiple items.]

[¥|Enable Data Stealing Malware
detection
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NDLP2.0/\45

» NDLPzz%E 5 156 ik A4
b ETSERR
» IEFEAERRE

»  Local Area Network —-3Z 53 H Rk M
» Local Machine----i1 5 5 i Z&H
»  EE: NDLPRANKE, AESEEIEM.

Policy List - Edit

& Help

Policy List = Mac_NetWork_Policy

The updated policy was deploved. If vou make additional chanaes to this policy, vou must redeplov it.
Target .| Channel .| Condition .| Action

Specify the actions for this policy.

Network Boundary

Network Agents

© Local Area Network (recommended) @
Local Machine (strict filtering) @

System Action

Actions to take:

H Log

Server side alerting

Forensic data capturing
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NDLP2.0/\45

» NDLPzz%E 5 156 ik A4
b ETSERR
» IEFEAERRE

»  Local Area Network —-3Z 53 H Rk M
» Local Machine----i1 5 5 i Z&H
»  EE: NDLPRANKE, AESEEIEM.

Policy List - Edit

& Help

Policy List = Mac_NetWork_Policy

The updated policy was deploved. If vou make additional chanaes to this policy, vou must redeplov it.
Target .| Channel .| Condition .| Action

Specify the actions for this policy.

Network Boundary

Network Agents

© Local Area Network (recommended) @
Local Machine (strict filtering) @

System Action

Actions to take:

H Log

Server side alerting

Forensic data capturing
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NDLP2.0/\45

» NDLPzz%E 5 156 ik A4
b ETSERR
» IEFEAERRE

»  Local Area Network —-3Z 53 H Rk M
» Local Machine----i1 5 5 i Z&H
»  EE: NDLPRANKE, AESEEIEM.

Policy List - Edit

& Help

Policy List = Mac_NetWork_Policy

The updated policy was deploved. If vou make additional chanaes to this policy, vou must redeplov it.
Target .| Channel .| Condition .| Action

Specify the actions for this policy.

Network Boundary

Network Agents

© Local Area Network (recommended) @
Local Machine (strict filtering) @

System Action

Actions to take:

H Log

Server side alerting

Forensic data capturing
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NDLP2.0/\45

» NDLPzz%E 5 156 ik A4
b AR

y GEdHEEFRK, £—A mac.txt, &N trendtrend

Log Query Trend Micro™™ piLp Workflowr? & Help
Query [ Hide Query ]
DataRange: g [Today  [+]

© From | El| (1200 | 1o Er| [1200 |
Log Type: ) Policy Deployment () System Events
Security Violations @) Security Audit
™ Server Status
Show Log
ﬂFiker [+3Export Refresh 1-200 of 1601 M4 page of Ob M
Security Violations
ID~> User Department Host  Domain Channel Offline Destination Fgre_nsic Date
B 31. NfA dlpm2... N/A SMB No 10.28.132.121 5/15/11 5:09:0...
Source IP 172.16.4.101
Desination IP 10.28.132.121
Document Path: trend.bxt
Content Type: text
Content: trendtrend
Matched Doc Path: N/A
Policy Name: Mac_Network_Policy
Compliance Template/DSM: Mac-Networkd&s SieiiR
- Action: Log;Server side alerting;
Classification 6/9/2011  Copyright 2010 Trend Micro Inc. 52 | ’J MICRO"



NDLP2.0/+4

> NDLPH L [a] A R
» [ DLP ServerfZifil& LHEAZINDLP, 50 W/iRkA “Disconnect”
> R ANDLP B 1 B R A A
»  HERBE—A (eth0) HEFHEN
> MK BERTIER, A RFEclishd%iA: show network
» fEHpingfr<, KA SDLP Server B FERE

> show network
Host name: dlpmZ4?.mac.com
Management IP Setting
Type: =static
IP Address: 172.16.4.247
Netmask: 255.255.255.8
Default gateway: 172.16.4.1
DNS Server 1: 18.28.132.181
DN3 Serwver 2:
Interfaces information:
ethB: Speed 1HHAMb-=, Duplex Full. Auto-negotiation
ethl: Speed 1HHHAMb-=, Duplex Full. Auto-negotiation
ethZ: Speed 1HHAMb-=, Duplex Full. Auto-negotiation
eth3d: Speed 1HHAMb-=, Duplex Full. Auto-negotiation
DLP Controller:
IP Address: 172.16.4.241

> -\ Classification 6/9/2011  Copyright 2010 Trend Micro Inc. 53
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NDLP2.0/\45

> NDLPH LI EAT
» 8. DLP ServerfiilE I E/RNDLP %G outdate s # Fingerprinthid A4t %
) Bndpezm. 172164242 Disconnected @ outdated S 201135 5/15/114:57:0. |
> KIETNDLPBE#  H e 5 L
b ORESRIS R B FINDLP b GBI B [ BREGE)
> EERSCEE4R: /root/prod/sensorSDK/data/tmpe.pol
> IRGOUEEAR:

» /root/prod/sensorSDK/data/repo/sig_table.smeta

» /root/prod/sensorSDK/data/repo/sig_table.stbl
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NDLP2.0/\45

» NDLPH W, n] @R i 1
» [ =.: DLP Server{&ifil4a LRGN HE
» KENDLPHANEE O EEERLH

» KREEBRORRHLEEEE
» MEEWETHEIER, HE: boundaryii ke, £EHProxy RS 2%
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NDLP2.0/\45

> NDLP & UL ) 7R i v
»  AE=. DLP Serverjit &t

>  FREATAEH#ATRI: /opt/TrendMicro/ndlp/platform/QA_TOOLS

lroot®d | pm247 QA_TOOLS]# pwd
Jopt/TrendMicro/ndlp/platform/QA_TOOLS
[root@d|pm247 QA_TOOLSI# ||

total 32

—rwxr—xr—% 1 root root 50 Nov 2 2010 df.:=h
—rwxr—xr—% 1 root root 217 Nov 2 2010 f==. sh
—rwxr—xr—%x 1 root root 85 Nov 2 2010 mem. sh

2 2010 toe. sh

—TWXF—XI—X 1 root Hx¢1211 Nov
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