INSA RFNREIEE

AKL¥EIERmE AT IWSA1500, IWSA3000, 1WSA5000,
IWSA6000 # IWSA10000. E B L L BRETEAFRTBLES,
HEFENEPRXMRE: “«*ERPR7. BERICH, 1§
RIEFEEENNETE.

MRFEZ R ZRNERX AR IWSA &&, BNEZ
EFREE, AAE—SEELH HNERET

MRIFNE—EFREE, (ReSUEE— USB EO%
BM—B8EBTH. MRNE_EFREE, (RRFE—IRE
O AT KA

— RESH

1. FHBTATFRE FERT IWSA5000)

ATILAFERMEREAZIRM, FNTEERERGTREZE. U126 AT, WEEA
772 2GB, ﬂIZA—é% 6 iRA7E, B CPU—MIBHEIIR. EXLRNFHER, HPARIH
mMFTFREEERN, FELAFESHNEAERX 6 MEEL. MTER:

i l} mllmnhihuuu

1

Mmmmnmm [ .;!;IYFWW\"' l

’

[ LTI

MRA F—%i CPU, 1HIBATFIHTESE CPU MIRYIEIE. FHIRBIFEFS, il A1, B A2,
BORZEHE.
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P, 1RENe
i}ﬂﬂﬁﬁ
E: MRAGEREZERN, LR “2.1 JZ4F Memory Settings” HITTIRE, RLBZAY
BI0S B RTHEIR.

2. FFHBIOSIEE

2 F2 # N\ BIOSEE:

1. % Memory Settings
% & Memory Operating Mode & Optimizer Mode

System Date ..

System Memory Size ........... 12.0 GB
Memory Setting| System Memory Type ECC DDR3
Processor Sett| System Memory Speed 1067 MHz

Video Memory
SATA Settings | System Memory Testing Enabled

Memory Operating Mode Optimizer Mode
Boot Settings | Node Interleaving

2. 1%#%E Processor Settings
%E “CIE” #0 “C States” 4 Disabled
®E “Virtualization Technology” # Enabled

Core Speed 2.40 GHz &
Bus Speed 5.86 61/s
Logical Processor

Virtualization Technology Enabled

fd jacent Cache Line Prefetch Enabled
Hardware Prefetcher Enabled

Execute Disable Enabled

Number of Cores per Processor

Turbo Mode Enabled
MCI IR GBS et s s ssaviae s samin ... Disabled

Serial
Embedded Server Mamagement

3. 1%#%E Power Management

i%E Power Management JJ Maximum Performance

2 WREETERL, AR



CPU Power and Performance Management
Fan Power and Performance Management
Memory Power and Performance Management

4., 1%#F Boot Sequence
Embedded NIC 1 MBA disable (BUE Ai%E)

5. 1%4#% Serial Communication, ELEIT:
Serial Communication

External Serial Connector : COM1 Choose

serial Communication
Serial Port Address
External Serial Conmector

Failsafe Baud Rate
Remote Terminal Type
Redirection After Boot

Failsafe Baud Rate :115200
Remote Terminal Type: VT100/VT220
Redirection After Boot : Enabled
6. Integrated Devices (*=RHIE)
IWSA 1500

FEEBRY

IWSA 5000
Embedded Gb NIC1:Disabled

Maximum Performance

Maximum Performance
. Maximum Performance
. Maximum Performance

on with console redirection via coml

“Serial Devicel” if “Serial Devicel=COM1”

Redirection via COM1
0M1,Serial Device2=COMZ

On with Console
serial Devicel-

. Serial Devicel
115200
UT160,UT220
Enabled

Embedded Gb NIC 2: Enabled (REEBAIX—4, BIERERMNEBINMA)

IWSA 3000, IWSA 6000 #A IWSA 10000

Disable “Embedded NIC1 and NIC2”

(i A4~ M E)
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Integrated RAID Controller ........ Enabled
User Accessible USB Ports All Ports On
Internal USB Port

Internal SD Card Port

Embedded NIC1 and NIC2 Disabled (0S)
| Embedded Gb NIC1 Disabled
MAC Address Not Present
Capability Detected Key Not Detected
Embedded Gb NICZ Disabled
MAC Address Not Present

Enable “Embedded NIC3 and NIC4” (FHiZEIFEMO)

Capability Detected Key Not Detected
R Disabled

MAC Address Not Present

Capability Detected ............. Key Not Detected
Embedded NIC3 and NIC4

Embedded 6b NIC3 Enabled
MAC Address 0024E84F4B40
Capability Detected

Embedded Gb NIC4 Enabled
MAC Address 0024E84F4B42

3. bypass MEMBEANODBY ethl FAeth2, TREMBM-ELBTEA (Gbl, GB2) #EE
A, &35 6b3 4 ethO.

3. M\CD-Rom3| &

BABEMAARRERRS, BEWNTHRE:
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LUZUR Inztallution e

4. EERE

1) MEERSEREPIEE “1. INSTALL IWSVA”

2) KXIEZHEBNFF IWSVA REiHiZ

3) fELicense Agreement T E5H “Accept”

4) Select your keyboard

5) Select which hard disk partition to install, ERELVIAMBES T “Next” ;
6) BEERIEIIMTIE LSRR IWSVA REEFENEIMELHER

7) GChoose “Transparent Bridge Mode” from the mode deployment page then
click Next button

5 WREETERL, ARIES T



QT END,
MICRO
Jﬂﬂﬁﬁ E

Transparent Bridge Mode

IWSVA acts as a bridge between network devices such as routers and switches. IWSWVA scans passing HTTP
(® and FTP traffic without any need to modify the browser or network settings. This is the easiest deployment
mode with traffic scanned in both directions.

Forward Proxy Mode
IWSVA acts as a stand-alone proxy with no upstream proxy for clients. Client browser proxy settings must be
() configured to redirect traffic to IWSVA. IWSVA scans HTTP and FTP traffic and there is no separate need for
another dedicated proxy server. Content is scanned in both the inbound and outbound directions.

ICAP Mode

IWSVA acts as an ICAP proxy and accepts ICAP connections from an ICAP v1.0 compliant cache server. Cache
(O servers can help reduce the overall bandwidth requirements and reduce latency by serving cached content
locally. IWSWVA scans and secures all content retumed to the cache server and to the clients.

Reverse Proxy Mode
IWSVA is deployed in front of a Web server. IWSVA scans HTTP and FTP content from clients that are uploaded
(O to aWeb server as well as content that is download from the Web server to the clients and helps secure the
Web server.

[ Please select one of the deployment modes for your installation. Select the [Next] button to continue.

D Readme |

8) Management Interface S E
EEGRNTEESE “Next” 5, AHLSETHNESHEERFESE

BEEE IWSVA B9 IP HefiE BYFRENAE R
FLigEFHT P Hoitk:
IP 192.168.252. 1 Netmask 255.255.255.0
BREENE GGERTE)
RIFEFEEESBEENR, a0 IWSA3000, 1WSA6000 %,
E. MREEFIRENESY, BFESLEE—TSH:
a. MX: 192.168.252. 254
b. Primary DNS : 168.95.1.1
c. Secondary DNS:
Internal Interface : ethl ((BWAAUERE ethl, FAERMERIIEWNMNE)
External Interface : eth2 (IFWr4lIE#E eth2, FAERERERAIZHAM-E)

oo w>
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END,

Q MICRO
ﬂ!&ﬂﬁ

\I.
L
e

M XigE

1) EMNESHEETE ST “Next” SIS E R~ XEETRE
2) A IWSA RGIARIEFMBIFIX : Asia/Chongging

6. KBNS

1HECE AN T BRIAZE AT
Root Account Z#5: evital
Enable Account ZZ83: evital
Admin Account ZX85: adminlWSS85
@J TREND.  |nterScan~ Web Security Virtual Appliance

MI1CRO

safeguard against unauthorized access. Please setup Password Strength

O IWSVA uses three levels of administrative access to
the passwords for the administrative accounts below.

Good
Root Account: Used to safeguard access to the operating T
system shell. Has full operating system privileges.
Password: ‘ Not Entered
Confirm: ‘
Enable Account: Used to gain access to the
Command Line Interface's (CLI) privilege mode.
Has access to all CLI commands.
Password: J Not Entered
Confirm: J
Admin Account: Default administrator account used to
manage the IW5VA system. Used to gain access to both
the Web and CLI management interfaces.
Password: | Not Entered
Confirm: J
Poor

Dgelease Notes 4@ Back & Next

7 J:F |-‘-|,{:I:

Rl “Next” FFIERIEIFHIE

*hi
ol
i

8. &

1. REFRE, ARASBNET I REERAITH
a. FELERB—I “Reboot” 1ZHH
b. IEFTFLIRENLE A&

2. mifi “Reboot” 1%, RFZKEBEMER,



0 TREND,
Jm:mﬁ -~ 89
9. RERGHT KRN ILIER
23 Shel |
BEMKS: root , Zi:evital
2. BB UZEIE setup. tgz 314 copy Z| INSABY /var HET
setup. tgz I T HEHZE
http://support. trendmicro. com. cn/TM-Product/Product/IWSA/3.1/15
00 3000 5000 6000 10000/setup. tgz
# fdisk -1 (BERHIUVE , BNiIZ=Z/dev/sdbl 3 /dev/sdb2 T /dev/sdcl)
# mount /dev/sdbl /mnt (mount LE{RESUE, /mnt BIBTIE)
# cp /mnt/setup.tgz /var GE: /var HUEﬁﬂE::*%)
# cd /var
# tar xzvf setup. tgz
3. MAC Hbiit 43 7E F 37 0S #p T
# cd /var/setup/
# ./setup_1.sh
# reboot (setup_1.sh SBHER, MREE, BFIERHEMEHRHFITEEIEE
%)
RFEEEMBINE, SN NAC I EFHRHE. EMEREL, HE/etc/iftab 2R
w4, MREE, RPZTETMH
4. BHARGIT RRARMUIEF
# cd /var/setup/
# ./setup 2.sh
RGEREHET, SHREREE, EFIIETH
ZHRGH T RUSEMAIZFLREEA, AT Ghost REET .
GE: IWSA K PERSEAKE, ERERM “H RRSH BARLIHE. )

8 WEEBERL, ARIEY T


http://support.trendmicro.com.cn/TM-Product/Product/IWSA/3.1/1500_3000_5000_6000_10000/setup.tgz
http://support.trendmicro.com.cn/TM-Product/Product/IWSA/3.1/1500_3000_5000_6000_10000/setup.tgz

MFERECE

1. ZFRRE

1 HIEEF—EFMYLEE, 1FEET CoM OtEiTiERE, BESES IWSA2500 fE[E:

COM3 Properties |E| [z| test Properties

Part Settings | EonnectTo| Settings |

Function, arow, and chl keys act as
& Teminal keys O Windows keys

Bitz per second: | 115200 w |
Backspace key sends
Ctil+H Del Ctrl+H, Space, Ctri+H
[ ata biks: | ] - | o @ o P
Ernulation:
Parity: |N0ne v| |VT1DD V| [ Terminal Setup... ]
: Telnet termingl ID: [¥T100
Stop bits: |‘I v|

Backscroll butfer lines: |500

4

Flows contral: hd [ Play sound when connecting or diseornecting
[ Input Translation... ] [ ASCI Setup... ]
Restore Defaults
Ok l [ Cancel ] [ Apply ] [ 0K ] [ Cancel ]

2) BAVBREBREPMFARIREN, XNREFEREREXAMWFAHAXNBE GER.
{XEE. ICAP. WCCP). MIRAFKMEMAXNILE, BFHITUTIR:
< #vi /etc/lanbypass. conf

< %5 =1THY BYPASS_MODE=AUTO {&i4 4 BYPASS_MODE=off, F:wq!{R7FiRH
<~ #. /etc/init.d/lanbypass start

ARV EIWebSRE (H T Hbhit Ahttp://192.168. 252. 1:1812) HITHRRE, #EIEE
RAERT, TEmOATBMFAidma.

MR MIEZPER R IERRET, NiF1% BYPASS_MODE=off &1 5 BYPASS_MODE=AUTO,
#4T. /etc/init. d/lanbypass start f§, FEM Web HHE_L4.

3) MERNEEINR, ETRISEENEMUZFER, EXLTRUAT:

F root tKREEFRHIT “clish” %, HANEERE, WTHE

9 WEEBERL, ARIEY T


http://x.x.x.x:1812/

WART

Fri Jul 18 1¢ 240 2008

BHENA “enable” MLRE (LM T enable KABIFH) , FMABHITRFIRE, W
TH

Jul 18

file threough HTTE/ETE p

:,H\:':F'COH'F [ gureﬁi%i‘i?#ﬁﬂ?%i&: bridge date dns ethernet  hostname

ip | dap ntp password proxy redirect timezone

2. B T{Eim At (ZRIH 88 5L ManE>

TELEH, {£H configure ip static x.x.x.x #83 WMx (HEHTHE) 7
&ttt .
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#HoD

T 3
it %%

3. {EDNS (ZZIHF[E L MHEa1E)

TE LB, {F£H configure DNS x. x. x. x A[{&& DNS (g H=#%)

R B AT WRS/URLFi lter, 1EE DNS 24 A USRI &

iwsa31. url. trendmicro. com

WMRTERN, BRETES B/ etc/hosts HIRMNBZBIZ 1P BIBERAT,

1. EEPIERRIHNZE _EIE1T nslookup iwsa31.url. trendmicro. com

ark C:\WINDOWS'\system32cmd.exe

Pinging al51.ce.w.ytcdn.net [58.55.124.16871 with 32 bytes of data:

Reply from 58_55.124_1@7: time=35ms TTL=53
Reply from 58.55.124_1@87: time=34ms TTL=53
Reply from 58.55.124_187: time=35ms TTL=53
Reply from 58.55.124.187: hytes=32 time=34ms TTL=53

Ping statistics for 58.55.124.187:

Packets: Sent = 4, Receive =8 (B2 loss>,
Approximate round trip times in milli-seconds:

Minimum = 34ms, Maximum = 35ms,. Average = 34ms

C:“Documents and Settings“Jimmy Liu*nslookup iwsadl_url.trendmicro.com
twdccnBl . trendmicro.com.cn
18.28.128.8

al51.ce.w.ytcdn.net
58.55.124.128, 58.55.124.187
iwsaldl uprl.trendmnicro.com
trendmicro—g.georedirector.akadns.net

C:“Documents and Settings\Jimmy Liud

EEMTEE ip ik, Flan EEAY 58. 55. 124. 120 F1 58. 55. 124. 107

2. 7£ IWSA By Linux shell H3ZE{T: vi /etc/hosts, RANMNTHIT:
58.55.124. 120 iwsa3d1l.url. trendmicro. com
58.55.124. 107 iwsa3d1l.url. trendmicro. com

| F 22122925204 p0ry,.
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e
#olO

4. BHRping (BKINFFR)

A vi R4 /etc/iscan/network. ini
4% enable_ping=no P4 FX enable_ping=yes
FRIEHIT#/etc/init. d/network restart

5. M ITAEimA (A&

IWSA BX1A 32335 80 F0 8080, f& X AI 1B IH7E ¢l ish H#1T configure http_redirect
port E3LIN,

6. IWSAHIE (FA[¥E)

> B RE:

tepdump —i brO tcp and port 80 —-s 1512 —w /var/iwss/UserDumps/aaa. pcap

< FFE SSH &ifm, 7£ bridge BIFANM O 4 54N E
tepdump —i ethl tcp and port 80 —-s 1512 —w /var/iwss/UserDumps/eth1. pcap
tepdump —i eth2 tcp and port 80 —-s 1512 —w /var/iwss/UserDumps/eth2. pcap

> MBERFILRE:
tepdump —i brO tcp and port 80 host x.x.x.x -s 1512 -w /var/iwss/UserDumps/aaa. pcap
7¥: host IRHEH x. x. x. x AZPHLAY IP, FEHRAEXIP

BRAULE®#SE, AP, s —ERFERE, AR Ctri+c &L 1EK

Bt 2, ABE M Web FE LAY support TIE L% aaa. pcap X T EH E| A i#H T
S
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TREND, L
L

EFEZEPEAGRETE (EFEF—ZEFh
HREM AKsetup. tgzEZ BTN IZT
=)

A2

1. &%Shel |

AT LA{E A SSH i 8B %1% IWSA By IP HbHE.

EEMS: root , ZhG:evital

2. HEBr0 BIHENNiH O (bypassf£)

B Linux Shell 5, ARRBUNTSEHIT:
#cd /var/setup/abc
#. /gen_iftab. sh (f: #LFEANTS)
Fi#tcat /etc/iftab Ap S EF iftab BINZE, FIZATLIFEEI MAC HultFNM £k, BE@mED
EH ethl # eth2

#reboot ——E R

3. #7E L {Eiw OBypassIifE

> chkconfig —add lanbypass
> chkconfig lanbypass on

> /etc/init.d/lanbypass start

UL 3N LIERERBULRBERNIT, PITHASERAFINEMBER, FFE%E bypass I
e, FEERAULELHSHERAUERENBS bypass, MITREAREEERKE.
EERANAER N EEZSRH L INIEE
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M EFPRMEFEOLE (sz7xm)

(XA RIEBCE R M b ik R g8 E M A P E R B & &1 in 0 522 NEEMRHEA F

i
1. Ymig/etc/iscan/network. ini

vi /etc/iscan/network. ini

ifname_mgt=eth0 (R#EXAIFEMNIRFGS, BRAAA®S, BXMAMNO
AR % 2% B BRI AR i )

mgt_ip=192. 168. 252. 1 (e n A PRI EE IP)

mgt_netmask=255. 255. 255. 0 (&2 A P2 R EIEMERD)
#mgt_gw=192.168. 252. 254 (B AHRAFPRHEMEENMWX) HaEEHE!
FERIIREE 1. RIREATEHERA S, BEXITFmOMKEERNMX, Fr
PUNRIRZ BB ER T4Eim ORI A LM, BRFRIEAGERS, NRIRZ AT
BN TERONIPEMESH, FARgELW, XMAIEEEERA, BREE
o B P 2%

AR 2: MRRBAXAIMNKEERERETE, RLAHARIHEC ishiy
SHNBSIT, FH “configure ip static x. x. x. x #A3 WE” KEEIEH
IR 5K

j] Mfglffﬁ [ EEE%IL:\E% EE

vi /etc/sysconfig/network—scripts/eth0. route
N T E R RAE:

ADDRESS0=10.1.119.0  GEIZHIEAMED

NETMASK0=255. 255. 255. 0

GATEWAY0=192. 168. 252. 254 CIWSA E1Bim O M %)
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L
e

ADDRESS1=10. 2. 202. 0 GRS — 1 MED)

NETMASK1=255. 255. 255. 0
GATEWAY1=192. 168. 252. 254  (IWSA &E3Bim M X )

MEFREME A wa! S RFIRE.

/etc/init. d/network restart (BATRILENERD

WMRBAEESYWEED IP, BEELEANTEBISKENT .

15
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22

#olO
\l.
[ ]
®

)

m==
o
#

| WSA izt B B 3238
& NiXErBYER:
< WMRFZABEMRA, BN RSGEE I TEFELE,

< @id Web FRE, AHZFEY0S FOAP %MT :
EHERERS (7

BB ERK
HEihEE: [WSEVA-3.1.5042 BIER SRR

rERERER: | Browse... I

=47 |

% Patch (7]

w3 Patch

| Browse... |

3 ) 2 I
IEFEZRR Patch: ta |

E%% Patch

PatchS Patch 58 ST A

hfb1222 | ENE IWSVA 3.1 Hot Fix Build 1222 5/20/11 12:14:08 TH
Patch3 B1219 IWSWA 3.1 Patch 2 Build 1219 5/20/11 12:12:27 TF

& MR RFZIRAA:
1. TERPRNEE, FRAMSERBEAHTTP/FTP Scanning. URL BlockingLh

g8, HE4Web Reputation. Applets/ActiveX Security. URLFiltering
e EARBH, GETER—KMNERGE, BIRIEARPEXRRERETRH;

\w\

2. HIERN LT, BISEAERPREIRMERM/ N ERNK, KRATEEREH
B Do) 4 e SR AR 5

3. TEIEN EZBT, ZiUIE IWSAPR B 318 ThaE XM (FEPol icy K], {EXRHE
X FSummary T BYHTTP Traffic/FTP Traffic, XPFN<BEETML) ,
BANMSE, FRIANSBENESE, EBZRNEHAEE (LB

16 WEEBERL, ARIEY T



() LREND
Jm:mﬁ - 00

HTTP/FTP Scanning. URL BlockingIft, HEINetEARBH) -

¢ MTAMAEERN:

1. MXANEARCE S HHTTP virus scanning, E A /2 MWeb Reputation:

A
Scan Policies Enzble virus scanning D Enable Web Reputatmn@ @
Summary
*HTTP
Madd 17 Delte 6l Pl
HTTP Scan : -
ool D Account Policy Name Prionity
olicies
Sattings (All accounts) Virus Scan Global Palicy .
Applets and ActiveX B2 @M qﬁﬁ\uba\ Policy
Setings ’Cancel] l Daploy Polidies

2. ECEHTTPHEMFRAI Y, {BECEHTTP SKIP LIFMIMEZE!

audio/x—wav audio/wav audio/microsoft—wave audio/x—mpeg audio/mpeg x—music/x—midi
audio/mid video/mpeg video/quicktime video/x—msvideo video/avi video/x—ms—asf
video/x—ms—wmv image/x—icon image/jpeg image/gif image/x—xbitmap image/png
image/vnd. microsoft. icon application/x—shockwave—flash

application/vnd. rn-realmedia

Scan Policy: Edit Policy

Eolicy List = (Name of the selected policy)

Account Web Reputation Rule | Virus Scan Rule Spyware/Grayware Scan Rule Action

Block These File Types

[] 1ava classes [ Executables (] Microsoft Office documents

D Audio/video files D Images D Other file types

Elock compressed files containing any of the selected file types ? @ Yes D No

Scan These File Types (if not blocked)

Select a method:

(& All scannable files

D IntelliScan: uses "true file type" identification @

O Specified file extensions...

MIME content-type to skip:

audio/x-wav audio/wav audio/microsoft-wave audio/x-mpeg aduio/mpeg x-music/x-midi
audio/mid video/mpeg video/quicktime video/x-msvideo video/avi video/x-ms-asf
videa/x-ms-wmv image/x-icon image/jpeg image/gif image/x-xbitmap image/png
image/vnd.microsoft.icon application/x-shockwave-flash application/vnd.rn-realmedia |
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&24
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FLEHTTPA AR T MBI 34 BCEHTTPXT #8132 32KBAY 3L 44K FB
Deferred scanning, ¥ &% 4100%, EEM TEMR;

L s |
- 89

@

Large File Handling
Do not scan files larger than |3 ME | % (1-95959) @
Enable special handling
wWhen a file is larger than |32 KB % | (1-9955%) IE‘
O Scan before delivering (displays a progress page while scanning)

@ Deferred scanning: deliver part of the page without scanning, scan the rest. (keeps the client connection alive)

Percent of received data will be unscanned and sent to client periodically: | 100 ¥ | 5%

4. BCEHTTPHI#HSpyware/Grayware;

Scan Policy: Edit Global Policy (7]
Policy List
Mirus Scan Rule | SpywarefGrayware Scan Rule Action
Scan for Additional Threats: [ select all
Spyware Adware
Cialars Joke programs
Hacking tools Fermote acces: tools
Pazsword cracking applications Others @

Cancel

Scan Policy: Edit Global Policy (2]

Paolicy List

Wirus Scan Rule Spyware/Grayware Scan Rule | Action
File Type Action
Infected files: Clean b
Uncleanable files: @ Delete bl
Paszword-protected files: Pass W
Macros: Pazs= b

Cancel

F: BEREHGE, 1§%EScan PoliciesEE AT “Deploy Policies” , KL
FEEHFEEDI ENA.

5. BEFTPRFAMTHEXE. REAMPFERE G, BUSMBAAM, #

EEH100% (SHTTPECEHE) , BEEFI#Spyware. BB FXHABKIARIES]
1£;
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FTP SCEII"II"IiI"Ig Enable FTP scanning

Virus Scan Rule | Spyware/Grayware Scan Rule | Action

Scan Direction

Scan files during:

D Upload
Diownload

Block these file types:

D Java applets D Executables D Microsoft Office documents
D Audie/video files D Images D Other file t',r|:|EE|

Elock compressed files containing any of the selected file types? @ Yes C}' No

Scan these file types (if not blocked):

Select 2 method:
(3 &l zc2nnable files
O IntelliScan: uses "true file type" identification IE—'

@ Specified file extensions...

Compressed File Handling

D Block all comprassed files

@ Block compressead files if:

Decompressed file count exceads: 50000 |(1-99533%5)
Size of 2 decompressed file exceeds: (1-99999)

Mumber of layers of compression exceeds: (0-20)

D Compression ratio exceeds 99%. (Files with less than 99% compression ratic are

Compressed File Handling

O Block all compressed files

@ Elock compressed files if:

Decompressed file count exceeds: 50000 |(1-999999)
Size of a decompressed file exceeds: (1-99393)

Mumber of layers of compression exceeds: (0-20)

Compression ratio of any file in the archive )
exceeds (x %): 100 (1-100)

Large File Handling

Do not scan files larger than I:I @
Enable Defarrad Scan for files larger than: @

Deferred scanning: deliver part of the page without scanning, scan the rest (keeps the client connection alive).

Parcent of received data will be unscanned and sent to dient pericdically: L)

Quarantined File Handling

Encrypt quarantined files
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FTP Scanning

Enable FTP scanning

Dialers
Hacking Tools

Password Cracking Applications

Virus Scan Rule | Spyware/Grayware Scan Rule | Action
Scan for additional threats: [ INSEi=cesil
Spyware Advare

Joke Programs

Remote Access Tools

Others @

6. URL BlockingiZi i ARIMitnER &R D, [FAtEMHPattern File

JFURLFE4TBlocking, ECHBEWMT:

Trusted URLs Do mot scan trusted URLs @

Match: |

[Trust][ Do Mot Trust ]

@ Weab zite [exarnple: "wxwx. com' matches "wuwx com' and all of itz sub-zites)

{:} String [exact-rnatch, example: 'zzz, comffile matches anly 'zzz, comffile")

Irmmport Trusted list and exceptions: |

|(Erowse. |

Do Mot Scan these URLs @

* 163, com®

* baidu,corm®*

* google.com®

*, gow, cn¥

* microzoft, com®
* zina,com.cn®

* zohu,com®

* taobao.com®

* torn, com®

* trendrnicro, com®
* windowsupdate, carm®
* wahoo,com®

3

| %

[ Femove ][ Ferove All ]

20
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URL Blocking Enable URL blacking

“ia Local List | ¥ia Pattern File (Phish)

Block the following Phish categories: @

Phizhing: fraudulent collection of canfidential information
Spyware: hidden but legal program that secretly collects confidential inforrnation
Virus accomplice: outbound HTTP accesses due to known behavior of malicious code

Diseasze vector: a Web site that exists for malicious purpose

Submit the Phish URL to TrendLahs=";

Phish URL: |

Phish categories: | Phishing V|

Sender's ermail |
addraszs:

Mote:

¢ RANMREEEIN:
7. WSR3 FWeb Reputation, 15E SEHfIAEEE FIDNSAR 5% &5 M i 13 & 2 1%
1k, SAE7#EScan PoliciesAifiik#EEnable Web Reputation, ZEREEH

BENT:
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Scan Policy: Edit Global Policy

Policy List

| Web Reputation Rule | Virus Scan Rule | Spyware/Grayware Scan Rule | Action

Settings

Web Reputation is disabled at the global level. Enable this feature in order to use the Web Reputation rule in this policy

(HTTP > HTTP Scan > Policies | Enable Web reputation checkbox)

Use Web Reputation rule in this palicy

Sensitivity Level

O High Elock more mzlicious websites but risk more false positives.
= Medium The standard setting.
(&) Low Elock fewer malicicus websites but risk fewer false positives.

Additional features:

Include anti-pharming detection @
Include anti-phishing detection @

Approved List

See HTTP Scan = Settings

HTTP Scan Settings

Web Reputation Approved List Settings

Match: | |

@ Web site (example: "sooc.com’ matches ooccom' and all of its subsites)
{:}' URL keyword (example: 'yvyy' string matches all URLs containing 'yyy')

{:}' String [exact-match, example: 'zzz.com/file matches only 'zzz.com/file')

Impart approved list: | | Browse... |

Approved List

When web reputation is enabled, all URLs that matches the following will not be blockead.

[ Remove ][ Remove All ]

Cancel
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HTTP Scan Settings @

Web Reputation Approved List Settings

Web Reputation

Feedback Option
Feadback on infected URLs helps to improve the Web Reputation database. Feedback includes product name and version, URL, and virus
name. (It does not include IF infarmation.] Trend Micro keeps all URL information confidential.

Send feedback on infected URLs to Trend Micro

Monitor Only Option

Given the complexities of Web server environments and the business-critical nature of this appliance, Trend Micro provides a way to evaluate
Web Reputation without affecting your day-to-day business. Select the option below to monitor the effectiveness of Web Reputation filtering
without impacting existing Web-access policies. Results are located in the URL Blocking Log (Logs * URL Blocking Log) and the Security Risk
Report tab on the Summary page.

D Pass and log only

Cancel

8. URL FilteringiZWI TEWEE (F— X L&AFER):

URL Filtering Policies Enable URL filtering (7]
Add @ Delete Eﬁlobal Policy
[ Account Folicy Name Priority

{All accounts) URL Filtering Global Policy 1
Add @ Delete ‘%Global Ealicy
[ Save ] [ Cancel ] [ Deploy Policies ]

Global Policy

Block During
URL Category : : :
Work Time Leisure Time
Ecumputerszandwidth Select All | Clear &l | Select All | Clear All

Joke Program

Pay to Surf

Peer-to-Peer

Parsonal Metwork Storage/File Dovnload Servers
Photo Searches

Software Downloads

OOooOooOoOono
OOooOooOoOono

Streaming Media/MP32

EumputersfHarmFul Select All | Clear All = Select All | Clear All
Eumputersfﬂummunicatiun Select All | Clear &l | Select All | Clear All
ﬂduﬂ: Select All | Clear All = Select All | Clear All
Business Select All | Clear &l | Select All | Clear All
Sm:ial Select All | Clear All = Select All | Clear All
General Select All | Clear &l | Select All | Clear All

9. MMRBFApplets/ActiveX, HEERENEIA, THFELEENINERR
RE—XEETRBER)
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Applets and ActiveX Policies Enzble Applet/ActiveX security

Add @ Delete

N% Global Polic

[0 Account Folicy Name Priority
{All accounts) Applet/ActiveX Security Global Policy 1

Add ﬁ Delste

‘% Global Policy

[ Save ] [Can:el] [ Deploy Policies

10. Access Quota&EM EFEE — X A B H;

Access Quota Policies D Enable access quota control

Specify Access Quota Per

Add @ Delets

[] Aeccount fcocess quaota

Priority

Add @ Del=ts

[ Cancel ] [ Deploy Palicies ]

1. MRFLEFZHIntel liTunnel, FEREADES;

IntelliTunnel: Edit Global Policy

Summary
~HTTP Eolicy List
HTTP Scan Signature Detection
Palicies
I:‘ Block all Instant Messaging Protocols
Settings
Applete and Activex. I:‘ ADL Instant Messenger and 1CQ (OSCAR protoccl)
Policies D Yahoo Instant Messenger (YMSG protocol)
Settings I:‘ Microsoft Messenger (MSMP protocol)
Digita| Certificates I:‘ Black: All Authentication Connections
URL Filtering O Google Talk
Policies D Jabber IM (jabber.org)
Settings
- g I:‘ AOL Instant Messenger
IntelliTunnel
- id 1cQ
Accezs Quota Folicies
Note
URL Access Control
Trusted URLs Created: 07/24/07 19:34:02 PM
URL Blacking Last Modified: 07/24/07 19:24:02 BM
- : Note: - H
Configuration ore IntelliTunnel Default Palicy

Proxy Scan Settings

User Identification

Access Control Settings

Query Method Settings

URL Cache Cancel

12. TEERIRFEFERIEH, IWSAHE/N T reverse proxy, FF{RiFWeb

Server;
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Proxy Settings

HTTP Listening port: 8080

O Network bridge

Fully transparent proxy mode @

Transparent proxy mode IIT:-l
Fail-open on system error

'@} Forward proxy

D Enable upstream proxy (dependent mode]

Proxy server: |

Port: |:|

Enable guest account

Port number: I:I

Enable transparency

Address used for Anonymous FTP Over HTTF emazil address:

|EI‘IDI‘I',"I'I'IDLIE@i'.".I'EE.‘trEI‘IdI‘I‘IiErD.EDI‘I‘I

O Rewvarse proxy

Protected server: |

Port: I:I

Enable S5L Port

Port Number: I:I

Q 1cap

13. fELog Settings®, 1§25 FGather performance data (&34#h1)%)

Log Settings (2]

Reporting Logs Systern Logs

Options

Gather performance data
Logging interval (in minutes):

D Log HTTR/FTP access events

Logging interval (in minutes): I:I

Murmber of days to store logs in database: days

Databaze log update interval (in seconds):

14, RERBES/NNEHF—X, HEHBEEXEFH —X.
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Updates Schedule

¥irus, Spyware and Phish Pattern Update Schedule:

O Minutesz, every
'@} Hourly
{:} Craily

O Weekly, every

hh

D Manual updates anly

Start time:

i

Scan Engine Update Schedule:

'@} Draily

{:} Weeakly, evary

hh

O Manual updates anly

Start time:

i

URL Filtering DatabasefEngine Update Schedule:

'@} Draily

O Weekly, every

O Manual updates anly

Start tirme:
15. INSAZHZ EERTRANRERE, ENTRESPRNEE

Login Accounts

0

.
IS o

Users > Add Account

Account Information

Username:
Password:

Confirm Password:

Drescription:

Access Rights

(3 Administrater

() Auditor

@ Reports only

Administrators have complete and unrestricted access to the system.

Auditors cannot make any configuration changes. Auditor can only view
coenfiguration and reports.

Reports only can generate and view other reports.

[ Save ][Can:el]
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16. IWSASZ i 7EWeb SR EECE [ TMCM; ¥/, SREWT:

Control Manager Settings

Configure the communication between the IWSA_2 MCP Agent and Trend Micro Control Manager server.,

Connection Status

Registered Contrel Manager server; Not connected

Connection Settings

Entity display name*: |IWSA_2 | (3

Control Manager Server Settings

Server FQDN or IP address*: |

Port™: D Connect using HTTRPS

Web server authentication:

Username;: | |@

Password: | |

17. INSAS I EZ ARET, BE—8AETRE, HEINRE, NREMN
ERE LR EELIE:

Server Configuration 69

D Enzable for use in @ multiple IWSA server configuration

Master's listening port number: | 1444

Server role: O Master sarver @
@ Slave server

Master's IP address: |192-168-1-2|:| |

Cancel

18. Web ReputationEifj ZiFFMEIG A, DNSEIFREFHRLE, EBIFH
NMTHRE, REZIFFEERUr CacheIhfE:

Query Method Settings

Query Method
@ Use DNS and encrypted HTTP

This opticn increases guery performance. However, guery results are sent in plain text. IWSA uses encrypted HTTP if DNS guery fails.

O Use encrypted HTTR

This option encrypts all queries, therefore making them more secure.

Cancel

URL Cache

e

Clearing Cache

The cache keeps frequently accessed URLs in memory for quick retrieval. Clear the cache only if 2 new URL query is necessary or if the cache
size is impacting performance.

Note: Clearing the cache stops and restarts the http scanning daemon. This may interrupt IWSA service.

Last purged date: 03/05/2007 14:48:15 FM Clear Cache
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19. INSAHRFZIRIRE, EEAT:

Threshold Alert Settings

Notifications > Thresheld Alerts

Thresholds
Enable Type Threshold Value Limit 1 Motification Every
D Wirus Sz of total traffic
|:| Spyware oo of total traffic
[l Dztzbase %% of capacity
D Hard Drive % of capacity
[0  Eandwidth KB/sec

Motification Message

Subject:

Message:

Recipient: mt@

|IWSA thresheld notification

o has exceeded %ot

Cancel

28

WEEBERL, ARIEY T



	一 安装步骤
	1. 开机前内存检查（不适用于IWSA5000）
	2. 开机BIOS设置
	3. 从CD-Rom引导
	4. 准备安装
	5. 时区设置
	6. 设置口令
	7. 开始安装
	8. 安装完成
	9. 安装系统补丁及性能优化程序

	二 网络信息配置
	1. 基本配置
	2. 修改工作端口地址（拿到机器后必做动作）
	3. 修改DNS（拿到机器后必做动作）
	4. 启用ping（默认开启）
	5. 修改工作端口（可选）
	6. IWSA抓包（可选）

	三 正常透明模式配置步骤 (在第一章中的安装脚本setup.tgz已经自动完成该步骤)
	1. 登录Shell
	2. 绑定Br0的两个端口（bypass网卡）
	3. 激活工作端口Bypass功能

	四 配置单独管理口步骤（通常不用）
	1. 编辑/etc/iscan/network.ini
	2. 为管理端口配置静态路由


