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1. IAIR IWSA EE 5.1

Al RWeb M4 E BishtGhn, B LAR) A 3R
A RIHTTP FAFTP fHFEFIP, FEHEFMEGIE,
RRAELNLZEMATERINEETHRE. REU
ERmEE XIS BT EHNE, EHRESHE
SRR E T AN EANEREE. A
M, AEEHIAHHTTP FOFTP (RS ISR MEE B
BRERIE, FENE iR ERSEE, BES
AL EFEAEHTTPFAFTP M XERE B EHaTE LB TR
5, ERERREFHFIPIRR.

AR PA InterScan Web Security Appliance EE 5.1 ({5j#R IWSA EE 5.1)
RMTET MK, XFHTTP & FTP HiEFHFITREHENTERE, FAARER
N AFZAEE S EeE. A BhEHARGTE. EEZE Web A A BIEBRE A
oK, IWSA ELMART MKFEFRMATEKRBIERERS 0, & ARIAZ 1. 5Gbps

FIALIBIRE, NMERIERESHEIEIET, XKESTHARPHAE Web BIRE .

Hl MR R IEH R SRHHERS. IWSARTFXIFS MRS 5E(TER, XiF
AR AR AT, BSEBARI AL R £ RES
(EPS) HHLE S, R THEBEREXTVbRENFESBAEMRAPEREIESR, MM
G KHIR B EREE. IWSAR R HPhishTrapB R 0K, Applets & ActiveX$d
AR KBRS AR AR RRLITER K. INSAXERFEERENELEMES,
AT LUE FAWeb {5 EH AR K XT F A i 18 BYURL I TTIRATIESY, MM R ARLE & & 8184k
HFnmE R E A RBAI M BT .




62;,

B =

%

N
1CR
M

D,
o
2

AT EHA MR & E K

I nter Scan Web Security Appliance EE 5.1

2. IWSA EE 5.1 RIEHHMIERSE

IWSA EE 5. 1522 fE LA De | 1 BRS525 £ RETIFNBIWSA EE 5. 12 ZEAETIRA
—Del IFRSSEE ERIFEHIIGFNSEL. IWSAKIBEIS KU T :

1-1-13. IWSA EE 5. 1R9EI E X8
IWSARYEI = X 57 B SR B S
IWSA 1500 DELL R410
IWSA 3000 DELL R610
IWSA 5000 DELL 2950
IWSA 6000 DELL R710
IWSA 10000 DELL R710

INSARFRIFEFSERANT :
1-1-23%. IWSARFIF=RmAE S Hk

IWSA IWSA IWSA IWSA -
251 1500 3000 6000 10000 &iE
EOLER Tk Tk Tk RS
M Dell OEM B i&& A
Dol | IWSA =@ EE, K
T4 oEy | De!! OEM| Dell OEM | Dell OEM HFNREEER 4 A 45 B E
Hl, FiRBERLRE
G
R~T 1u 1u 2u 2u
cPU 1x5500 |  2x5500 | 2x5500 | 2x5500 %
EY EY EY 1l
HN7F 36 6G 126G 246
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3. IWSA EE 5.1 BY3rTh&E

IWSA EE 5. 12 EF IWSA/IWSSEE R FI = Gned it msk. E Itk IWSA EE 5. 17E4%k& T
ZHIMRABIhEEZ £, FEREMNRE. ARMESATEM TRASGHEENHA A
W L IREFATE K

3.1 INSA EE 5. 1891%HE

INSAEE 5. 1158 EFEFAE, AJLAEIFHALIE M 4E7. BMEMEREHM T HE,
IWSA EE 1 /] LUHB IR 15 BYWebiyy (8] N = 2200 . iB R A [E] A H R EE RIS L S/, IWSA
EE 5. 1tbZATRIRRART KA 5 AR /DHIATE.

3.2 MEMF
EREREZR, ERBERNITFH AR, 1WA EE MIE RS A BRI
BN P T AR IR E

3.3 #FEEEFZFALAN Bypass
HIPEEEFE/LAN BypassITBEFR AT LUEACLI A S FKEBEM A A ZFZ|Shel 115
R THEEETscriptBHIAIEF.

3.4 BHEE BB HE
BEHRNESMERER T ZAHXAER, MEFSSHL, AMBHEERNE
ERBARESEREEMNANE.

3.5 URLiZEEHER
URLIHE IR 12 T — &L HER . A PFE T — MR A RS, HES
IRELEMA .

3. 6 LDAPEE pi SR B& By B33t

LDAPIZE BB I\ IiE B3 &8 i T 13 E 1 FAW i ndows B P iR 2516 . B Al LU Bh B AT
#2355 B P B9 ESE B X IEAE

IWSA EE 5. 14337$%52008AD1H .

3.7 HTTPSHY1I3Y
B RHE T HHTTPS Y334 . FTBYIRENANN T X SSLEE - hniE £ aY S 3F M 52
BITHTTPSHYIT &,

3.8 X-Forwarded For Header
IWSA EE IQZER] LARRAT “X-Forwarded-For” k3RIR1BIEIAZ PimaY IPHitE, F
AT §t 3 £ IERY “X-Forwarded-For” 3k
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4. IWSA EE 5.1 B9ERE AN

AETHEIETBUAIERE IWSA EE 5.1,

4.1 IWSA EE BYMI485EH4

EERE IWSAEE ZHI, BHAEWNEHLWNMEEHMENTEM TR, RINEE
FEANAT EM & 5T IWSA EE B EME .

BEINAERISS S EKRZEHINT.

—/NDMZ [X 33 FA 7 N B A 3 5

—AMBEAIE, AEDMZIX1E .

NER: 4 ZEDNZ[X A ?

DMZ X 33——DMZ X i3 ;2 {sf T M ERRH A S FA SN ERRA A 3 Z 18] . 7EDMZ X 13 I RO E 41
AT LUZRIWSR B XM AR S 23 R R . BLEIMERRA A& L S 1R B AMERIT BN R EUIE &
IEZIDMZ A BY AR 55 25

It BB IR R IE A E) A WM R 22 M) SR & IWSA EE F07fE IWSA EE RUERE#EI .

WATIR: (A B A ?

N E) FIE N —— X LM & B AL T N ERRA AIERY R TH - B & P ER 4 Bh A& AT LU
BEELEA T BN ARHEE, ERLIUER: XEHTE RO IKIEFOMNZXIE .
82—, —/ DMZ X IZ 70 4 Bh A 35
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o J
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El4-1-1. A K 1E+DMZ
WE4-1-1, ZEH 2 GDNMZ XA E E AR ASEFASNERBE AT Z (8], [ERT1%
IWSA EE R ZEFEDMZX1E A . 23R NS FEEFET G >k B SN ERAR 5 25 B £3E 5E & 12 DMZ
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Corporate Server

Intermet Web Client

External
Firewall

El4-1-2. HR5ALE

MG KRR E S SRR B NS R AL, Bt FRERE, B AELTPREE
BIAEPHERBIRIE LB, Hlankh kg R SR IFHTTPROENHEZ 1T IWSA EE
IWSA EE RYEREER:

IERRFES

HTTPIXIE4E

| CAPFE S,

WCCPAE R,

K EFTIEHER,

BATLIRIERE B RERE IWSAEE , TEIEZHIENBIWSAEE MEEBHER.

4.2 FERIFIER

AR 4 2B R 7

BRFER —FERERHERNZE, ARTESEFHEE IWSAEE ARIBARS
SRR BEN® B I EIES Internet. IWSA EE JSLBIEmERIEANE D, tRAEF
i@ IWSA EE if7[8) Internet,
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Internet
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Chien

El4-2-1. IWSA EE iERA#HER

IWSA EE BIFHER TIEA:

v BPimAIEIE K %EWebfRF 25

\MMEEWﬂ%FmME&#E%%*%%M%ﬁE

. IWSA EE 5& P imiEILiERE

IWSA EE S5RRFZF[EILERE, FMWeb ARFZZFIRIFEUE

. MBRHEEREHE, ABAIWSA EE S3IBEIE A 1X B Web % F i

. MBHIEAE%S, BAIWSA EE = H IE M 7144 Web % P if

ﬁﬁﬁ%mmT

o PRIERIA, FMEE R, TR LEREREREZ[BILUERNE, EELHER
B P L& IR IR 5

® EPumLEEEMAINsI, REZEREFImAIHTTP/FTPEIE LT IWSA, IWSA
BRI X LI TR BRI E X

® AUE—FmERRXMHTTP/FTP, (Bl V&ML, Javaappleti#iT
FAiR, mAEERB/VAPIRE;

® 5DCSEXzN, thBNEIE 5 A XUHEA B IR E 5 3 4l X 4% B TR 5 5

4.3 Proxyi&E=,

Proxyl ARz AR IELER, BIIWSA EE £ENRIPREZ R, HYEPHEE LW
RYBHE, FEBETIWSA EE 1EARIBARELEMW. FttMNER EREXHRIBIERAE,
AT LB IWSA EE XI5 ABEBRIBENXFIIEE R EIE .

EW&ﬁ%%FT EAKBEMIEN S FECE IWSAEE HRIEREE, FEtE
RN T, FEILIWSA EE FAERIRIFESIE, EERIRYIBEIE RIS @ IWSA
EE .

EERERNAFREEES AR IEN T RIEERIEIRS 2250 IWSA EE

Eitt, MEBEEF _EKXI5 IWSA EE , B]:

1. HITER

Internet.,

@U‘I-h-b.)l\)—l
7/

, IWSA EE "JLAE#ERZ

= IWSA EE TiEEIEEZF| Internet,
Wi T;iﬂﬂEﬁHTTP+tﬂE
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3. EHEfEEE*EI‘

XFAE T
FFOBWCCPINRERIIZ B EL S -

M)

TEIHIWSA EE JEiERARIEIEZENE:

Proxy: </WSVA_IP><|WSVA_Port=

o

S &P

HTTF Scanning Service

HTTP Char

FTP Scanning Sevice

HTTP Client
@ @
FTP Cliant FTP Ch}\F TP Cliant

connect <IWSVA_IP>
user: <suser>@@<dest-host>

E4-3-1. IWSA EE {KIBfEsL
EEA: BIWSATREBERRIKIBIREFZZH, B HATIERIBIRETEH IWSA
BYIPR im0, IWSAIER & FigHTTPIE K E BB X IEKEE @ Z R E BProxy AR
535, BUXHMNEE, MEEFiRARZAHTTPIEK X InternetiR [ BHTTPEIE A
HRAIREZ T IWSARY 3T, MMARIE T &)k A ERRYHTTPIF B R £,
MBUT:
® RIFIRE, EHEMIProxyRF[ATLISKEFER, FELEFIMNULIRSE,
HEANFE % R
o T LURIEEIE RMEKEXHTTPRIAR RO
® TAIAE—FHFEHERMMHTTP/FTP, [EigEM. UMY, Javaappleti#{T
BA3P, mAKIEERVAPKE
® 5DCSEXZN, thBNETE R A ILE B IR X el P48 By T &

4.4 HiRIEER

T EAR EARFIFEIERSN, IWSA EE R AJLUIERE A & [ IB4E 070 1 CAP
B . AETEEEMAXHEMIELR, EMFEBETUEERINLEERENE
18 5 F A

4.4.1 REMREES
BABNBEEEIWSAEE A TRIPFAMBIE Pin, B2 AN1E AT AR T RER

= IWSA EE RIRIPFRMBIARSZ S, FEXFENXT, HEXERIWSA EE (EAR K.

E 3 F MBI P RIE, EiRRRMNEIARS RS, FTEXLZTIWSA EE , ARFZET
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#
Az EBEREEREE @2 AMAIAR S
HMEIAEN T :

Clignt

4

HTTP Server

Client

Firswall

19

Client

El4-4-1. REKEER
HEERIHIFERENT:
. B PRimAFENebiF K.
IWSA EE UZZiEK.
IWSA EE FAEWTIAR, FHIEEIRE A LIRAIWeb AR S .
+ WebBR 55 254515 K B T & 45 IWSA EE
IWSA EE EE T NE k.
v BHEM R TTE A XL TR KRR P i .

cncn.bool\)—k
P AR,

4.4.2 |ICAPEREBIRR
| CAPHMY Z A RIGHTTPRYIE K/ M EE @B E =R E, FMABAIABRR
NG5SR . AAICAPIEKHIAMFRZ A ICAPE P, ALIRIEKAILAMFRZ A I CAPAR 5%
B o
L IWSAEE FECE AKX ICAPIRR,, BRI LIAIERB &M ICAPE FimaYiEK. BarfHil
S'Z?#ICAN OH}EZIK NetCache, Blue Coat, Cisco Content Engines (CE), and Squid.
HEERWENT:

I |
@ 1 B
ICAP Client
% Y,

E|4-4-2. ICAPIETR;
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HTTPE FimiE KN B —NURL, SRR A IZIEK LS ICAPEFRIBR &

ICAPIR B IRIBHEERREIERKEE ZIXZE IWSA EE AR5

IWSA EE #&ZEURLEYB R

WRURLZBE XA, |CAPARSSEE1E) Internet M & IXURLIE K
Internet$TiF >k BY M 71 1R [5] 45 | CAP

WMRMIAIRE, ICAPIR[EZ5IWSA EE | iEEFTHH

IWSA EE FATREZ R, IBRIRE R |ICAP

. MRHBIBLEHREFE, ICAPIREFIREIREAE Pin, GRMANE, ICAPIEE
MR El$51R1E B A= P im

7/ 7/ 7/

7/

7/

7/

00 d O G b~ WODN —=
7/
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5. &35 IWSA EE 5.1

5.1 REAMBESR
1. 2HUER—PUSBIEOREF—8 B REM—MLE.
2. FE: REFINCERMKDELLIEEERE/NI—RAOSilicom Lanbypasst .

VLT IWSA 1500893 O A :

SLF Ain BYZIHE AR EBroadcomM £, L FAHIBAILIHEAFZEZMANEISI | icomp
+.

LT IWSA 3000894 OE:

5.2 F#1BIOSIEE
1&F2 FHABIOSIRE:
FE: HABIOSHBEFAERZEMAZL. B A% AH9ZTSpdum.
1. i%&3#FEMemory Settings
W E Memory Operating Mode A Optimizer Mode

-14-
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System Date .. —

System Memory Size ........... 12.0 GE
Memory Setting| System Memory Type ECC DDR3
Processor Sett| System Memory Speed 1067 MHz

) '
12.0 GB

Video Memory
SATA Settings | System Memory Testing Enabled

Memory Operating Mode Optimizer Mode
Boot Settings | Node Interleaving

2. 1%&3$FProcessor Settings
WE “CIE” #0 “C States” Jj Disabled
WE “Virtualization Technology” AEnabled

| System Time
| System
: Core Speed 2.40 GHz »
Memory| Bus Speed 5.86 6T/s
Proces| Logical Processor Enabled
Virtualization Technology
SATA S| Ad jacent Cache Line Prefetch Enabled
Hardware Prefetcher Enabled
Boot S| Execute Disable Enabled
Number of Cores per Processor
Integr Enabled
PCL IR €I s iiciiiiinsnvnnin bl casbag .. Disabled
C States Disabled v
Serial
Embedded Server Management <ENTER>

3. %#FPower Management
W E Power Management JJ Maximum Performance

Maximum Performance

Maximum Performance
Maximum Performance
SA| Memory Power and Performance Management ... Maximum Performance

4. 1%3%Boot Sequence
Embedded NIC 1 MBA disable (BUH 4Ji%)

5. 1%3¥%¥Serial Communication, FCEIT:

-15-
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Serial Communication on with console redirection via coml
External Serial Connector : COM1  Choose “Serial Devicel” if “Serial
Devicel1=COM1”

Serial Communication Un with Console Redirection via COM1
Serial Port Address ........... Serial Devicel=COM1,Serial Device2=COMZ
External Serial Connector Serial Devicel

Failsafe Baud Rate 115200

Remote Terminal Type UT100,UT220
Redirection After Boot Enabled

Failsafe Baud Rate :115200
Remote Terminal Type: VT100/VT220
Redirection After Boot : Enabled

6. Integrated Devices (*EFHIE)

IWSA 1500 AEZE(EL

IWSA 3000, IWSA 6000, IWSA 10000 FTZE(&LanT:
Disable “Embedded NIC1 and NIC2” (ZAiABYEAMO)

Integrated RAID Controller ........ Enabled
User Accessible USB Ports ......... All Ports On
o
Internal SD Card Port .............
Embedded NIC1 and NICZ ............ Disabled (0S)
Embedded 6b NICL .................. Disabled
B S . s« cvonscinnie s s Not Present
Capability Detected ............. Key Not Detected
Ewbedded Gb NICZ2 .................. Disabled
B RS . . . ovche s s Not Present

Enable “Embedded NIC3 and NIC4” (FHBHIFEARMO)

Copbtiiva betected . ............ Key Not Detected
Eehesss e ICe . .. ... ... Disabled
B Not Present
Capability Detected ............. Key Not Detected
Embedded NIC3 and NIC4 ............ Enabled
SREREEE BE HILS ... ... Enabled
L 0024E84F4B40
ERpEbility Petepted .............
Embedded Gb NICY .................. Enabled
o 00Z4EB4F4B42

-16-
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i bypassMERIF AN O 9 3 Heth1 Fleth2, TIREMRBIMEZIAFA (Gb1, GB2)
WERH, Ai4G6b3 Hetho.

5.3 MCD-Rom3| &
BABRARLREFERRS, BN THRME:

DNEUR Inztacllaction plenn

INSTALL IHSUA — On new server or supported virtual server platform

F® TREND

5.4 LRI
MEEBSEEPIEFE “1. INSTALL IWSA EE ”
FHIRES B 5| S IWSA EE 23Tz

Loading wMlinuz

Loading initrd. img

fELicense Agreement5fim E 5 “Accept”

-17-



Trend Micro License Agreement

1 i [#]

IMPORTANT: READ CAREFULLY. USE OF TREND MICRO SOFTWARE AND
SERVICES BY BUSINESS AND OTHER ENTITIES IS SUBJECT TO THE
FOLLOWING LEGAL TERMS AND CONDITIONS

Trend Micro License Agreement

Trial and Paid Use License - Enterprise and SM3 Software and Services
Date: May 2010
English/Multi-country

1. Scope. This Agreement applies to all Trend Micro software ("Software"), services sold as
standalone products ("Standalone Services") and service components of Software ("Service
Components") sold to small and medium business ("SMB") and large enterprises ("Enterprise").
Standalone Services and Service Components are collectively referred to as "Services". This
Agreement shall also apply to Trend Micro Encryption for Email ("TMEE") for personal use. The
term "Software" as used herein shall include TMEE. Professional or expert service offerings are

-
—

| @pecine | | @accept |

erScan* Web Security Virtual Appliance

- Select the appropriate keyboard for the system.

Slovenian =

Spanish

Swedish

Swiss French

Swiss French {latinl)
Swiss German

Swiss German (latinl)
Tamil (Inscript)

Tamil (Typewriter)
Turkish
N
U.S. Internationat
Ukrainian

United Kingdom =1

IEEEAE, BEUAMEST “Next”:

-18-
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Installation requires partitioning of your hard drive. If there s more than
one drive available, please choose which drive you would like to use.
Warning! All data on the selected drive will be lost.

- wernes ]

[ E sda  2C You have chosen to remove TI partitions (ALL DATA) on the
0 following drives:

fdev/sda

Are you sure you want to do this?

§| @ xes |

‘ 4 Back ‘ [ B Next J
FHHMBTIE LS ERIWSA EE LERFLRNBNEHEE

IWSVA has detected the following hardware components. If you are satisfied with the detected hardware
components, select [Next] to accept the selection and continue with the installation.

Category Device Driver —

Host Configuration
Processor Model: Intel{R) Xeon{R) CPU X5450 @ 3.00GHz
Processor Speed: 2991MHz
Number of Processors: 1
System Memory: 2011MB

Network Devices

82545EM Gigabit Ethernet Controller {(Copper) eldoo

82545EM Gigabit Ethernet Controller (Copper) el000 B
Storage Controllers

82371AB/EB/MB PIIX4 IDE PllX_IDE

53c1030 PCI-X Fusion-MPT Dual Ultra320 S5CSI N mptspi L |

| @Back | | @ Next |

HNproxyi BERH GEE IWSA EE 5. 1FE R EHIAHE R gE LLproxytEERE,
WMRE L transparentBRNIFSERETE. )

-19-
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A, FigufaiBiEFetho;

B. BCEIP

C. MEFNE GERTE)

RIFPTFEOESIERIENZ, WIWSA3000, IWSA6000% .

D. ELEMESE:

M3 192.168. 252. 254

Primary DNS : 168.95.1.1

Secondary DNS:

TR U ERERIGFRADELL OEMMIELE IR E, MREBCF I RE%, AJLUKE
H 2 WEIMER AN EIMNESE, XHEREM T LA % FACOMO SKiER IWSA# 1T
L& .

5.5 FfX&E

EMZSHEETNE ST “Next” S E RN XEBERE
A IWSA BRFIRFRIEMAIATX : Asia/Shanghai

-20-
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#®)TREND. |nterScan- Web Security Virtual Appliance

EAstaISHanghai = east China - Beijing, Guangdong, Shanghai, etc.

[] system clock uses UTC

| 43 Back ‘ ‘ i?ﬂext‘

5.6 WEMAS
BECE I T BN RS
Root AccountZ#E: evital
Enable AccountZfL: evital

Password Strength
accounts below to against unauthorized access. The

password must be as least six characters longs. Good

O Please setup passwords for the administrative

Root Account: Used to safeguard access to the operating
system shell. Has full operating system privileges.

Password:

Confirm: |sesesese | Confirmed

Enable Account: Used to gain access to the
Command Line Interface (CLI) privilege mode.
Has access to all CLI commands.

Password:

Confirm: [""'"- | Confirmed

| 49 Back ‘ | & Next |

-21-
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Summary:

Language: en_US.UTF-8

Keyboard: U.S. English

Hostname: trend-test

Network Devices:
Card: Intel Corporation B2545EM Gigabit Ethernet Controller {Copper)
Device: ethO
IP Address: 172.16.4.194
Subnet mask: 255.255.255.0
Gateway: 172.16.4.1
Primary DN5: 10.28.128.8

Time zone: Asia/Shanghai

if you are satisfied with the configuration settings, select [Next] to continue the
installation. IWSWA will format and partition the necessary hard disk space and install the
operating system and application.

If you need to change any configuration settings, select the [Back] button.

If you wish to cancel the installation, select the [Cancel] button.

5.8 REFTEREKERITE
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Congratulations, the installation is complete.

Remove any media used during the installation process and click "Reboot”
to restart your system.

A complete log of the installation can be found in the file ‘/root/install.log”’
after rebooting your system.

The default Web console account and password are "admin" and
"adminlW5585" respectively.

Please log into the Web console and:
Modify the default password to prevent access by unauthorized
intruders
Complete the deployment process from the Deployment Wizard to
access all of IWSVA's available features
Update the software for the latest in security protection

MNOTE: Turn off the pop-up blocker in your browser before logging into the
web console for the first time. Pop-up blockers block the Change Password

dialog box and the Deployment Wizard.

For future information, please refer to the Administrator's Guide or online
help.

‘ #J Reboot ‘

5.9 #E ARG T RIEEL LI

1.

EH%Shel |

BEEMS: root , ZEfG:evital
2. U IS setup _iwsvadbl. tar. gz3Hrcopy®| IWSARY /var HET

[@ﬁ]

setup_iwsvab1.tar.gz

# fdisk -l (BEFMRBIUVE |, ENIZ2E/dev/sdbl B /dev/sdb2 Ik
/dev/sdc1)

# mount /dev/sdbl /mnt  (mount _E{REJUE, /mntREjB=HK)

# cp /mnt/setup_iwsvabl. tar.gz /var GE: /varBITHEZH)

# cd /var

# tar xzvf setup_iwsvabl. tar. gz

3. MACHiit 437 F+ FE#0S%M T

# cd /var/setup_iwsvab1/

# ./setup_1. sh

# reboot  (setup_1.sh SEMER, MRKE, FFIERHEMEEHIT
[ E#R1E)

EoaEMEHNE, STHBMACHIE EHRHE. EFMERRLR, E/etc/iftab
RERHEE, MREFE, RMZTERTM.
4. BIHRFNT RAFMRILERF

# cd /var/setup_iwsvab1/

# ./setup_2. sh
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RZRRBRT, FHARMETHE, EHRIIETK.
EW RGN T RIEREMUIEF T HER TN

iR HLETE—ER, IWSABIM-EMACHEN B 248 E (5LLETIWSA EE 3. 11%
E lanbypasFHIA M O 5 B Heth1Fleth2, Meth0AREHL B 5B F AiDAIGbIH
O, EAEEO), HibAYoverload bypassS# M B 2% E, China BURYEREIZE
HEZSN, BRI IWSAIERproxyR7ES, BEERERBHITEMR.)
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ERTIWSA EE 5. 1" Z¥F B HIARYIWSA EE 3. TRYHL.
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I nter Scan Web Security Appliance EE 5.1

7. INSA EE 5.1 BYEXERE

7.1 MEMELRE

RESTIWSAEE ZIREEERHE, SHBEBTEZRE, HMALFTHEH AR
EIWSA EE REMNEERSKHITRE. HAUMREZEIHRNEBINE, BE
ZEMNRBELLETIRERS, BEEEBTEHITMEERE. ATLUEZCOMOH
1TiEZ, BEES 5 IWSA250048[E :

COM3 Properties @E| . test Properties

Part Settings Connect To | Settings

Function, arow, and chil keys act az
(& Terminal keys O windows keys

Bitz per second: | 115200 -
Backspace key sends
Ctrl+H Del Cirl+H, Space, Ctri+H
Catabits: |8 v © © © "
Emuilation:
Pais: [Nore v i 9] (TommSe
: Telnet terminal 10 Y1100
Stop bits: |1 w
Backszcroll buffer lines: |R00 *
Flow contral: | |EEEE v [ Play zound when connecting or disconnecting

[InputTransIation...] [ ASCH Setup.. ]

Restore Defaults

[ u].8 H Cancel H Apply ] [ Ok H Cancel ]

E7-1-1. COMiZ &
T IWSA EE 5. 1R LUB I BN E RS RIEIE, ERA—EFEZEMRIWSA2500—
¥, B ComOFRIEE.
Froottk SEFHIT “clish” &%, HANRETIE, BHEN “enable” /7 (X
X Tenablefk PRIG) , BATHITRFRE, W TE:
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WARNING: Authorized hce

» enahle
Entering privileged mode...

TuLn utt le"ll:gPd COMIATL

d file through FTP I_|1_|_|t|_||_|_|l
t.hn-' Current ion's I_I_IIqu:Lnli line history

immediately or after
either IF or FQDN on

E7-1-2. & FEshel IR HAYclishiER
conflgure network SR LLZERZ MEHEXHNRE, W TEFFR

portygroup pro

7-1-3, BEMEZRE

& & IWSA EE A9 T {Eim Ottt

EET7-1-37F, {EMHconfigure network interface static ethO <IP of IWSA EE
> <netmask> (HEIAZTHE) 1&ciitit.

R EIWSA EE B %

ELEE®, {#FHconfigure network route default <IP of gateway>{&rLELIA
P 3%

& & IWSA EE AYDNS:

{FHconfigure network dns x. x. x. xA[{&E4DNS (H 8] HZ=#&)

BAREZBclishSWMET-1-3FR. HTFIWSA EE HIEIANRE R E K IEE
X, Et—PMF2TFdownBTIRZS, NEIT7T-1-4F7R, FHA1Hshow network
interfaces3 REBFIRZS
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Interface: ethB

description: Intel Corporation 82545EM Gigabit Ethernet Controller (Copp
er) (rev B1)

status: up

type: PROXY

driver: elBH8

businfo: ABAA:BA:11.8

hardware addr: B8:BC:29:B5:DD:35

Interface: ethl

description: Intel Corporation 82545EM Gigabit Ethernet Controller (Copp
er) (rev B1)

status: douwn

type: HONE

driver: s1888

businfo: BBHB:BA:1Z .8

hardware addr: BB:BC:29:B5:DD:3F

E7-1-4. WMORKES

7.2 {FRABEE @ SREEE IWSA EE 5. 189 ERRFIER

BARBELDHTVENNELRE, BETHEFHITIWSA EE ANIRE. HTIWSA
BINREFREIEOM P E HAeth0 LEIREME—INEOL, ALEEE
FKIWSA EESRIHTIERIFIEE .. HEICAKRIM OB ERFIWSAZER —MEL, AR H
BB IWSAH)ethOFRIE. EEICAHYIERHIANhttp://<IWSA EE IP>:1812, R
#Z: admin ZA5: adminIWSS85, #N[E:

e/ WE’Q‘E HBEHE Web % £M% | InterScan Web Security Appliance
%
TERASER 1D LI EF SIFHIS .
HF 1D |

ERLE BEx

© MEARE zo0l-2010 EHREE (PHEH) ARAE. RERTEEL
E7-2-1. EXFEE
BERzZEBHTE—XEH, BtSIRREENZEL, nET7-2-2,
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R ||-|||-|| |
R = F |illliiii| |

*EFEEEZAT 4 B 32 RHFEETFFEHR.
(&= | [(%E |

E7-2-2. &M%
THHSERIEEBEREN, IWSA EE ATLURMAEESREAPRE. WE
7-2-3,

P 175N MBS

FEMS (2

TER IWsA FEE S

FHFAFEERETHAE WA FrRdEE, LISBRELIERET.

NFREFRA RERETM I AEELEE T » IWSA ISR T ER BN

(5% (3]

E7-2-3. #FEMES
BaiE “BE7, TREEMEER, RBEMBEARNNET-2-4.
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HEHA 2
DWEA AT TR FAESTFIEAT » M-fRIEHE S REmEAE A P T B F R0 A . e
Btk 1. BFEEL
O 1B BRI R, 2. HERLBEE
® EEILIEIR S B8 3. FlEgEO
O FEMHIERS S 4. Bkl
O ICAP B 5. Fﬂ.m%
O Te BA ) BRtEAR 6. RihAta
@] Wweh SFmEmE (WCCP) B 7. =
8. #58

EAEHESBEL EHELT . IWSA RHE P . £k BEFima
Internet thiEhEH. —8EFRZESD IWSA, HE5— 8 REsHERT A
URL. IW/Sa MR REFHEERTIF . IDRERTE, IWSA FIEEHRA
FRORR 83 1L PimEaE SESREERY Web TIH » B/GI3EH 1R H1ET H.

IWSA
e,

2

Intermnet

HLiH

Bm “T—0" 2%, aTE 7-2-5 7w

RO

E7-2-4. #EREEF

1) FANMEREPFER, s “T—0"7. ATERERER, Wit 2E IWSAEE £
MR, FEENIEE ethl Fleth2 OMEAZEEO . WNRA B30 AYEIE W EL
BYIE, ANk “BMEIEO, %R eth0 OMEABEMERIED, RFEREEIE IP
b, XHEEEOH IP Ut LIEEESERE IP ANER—MEZRY IP ik, A

2

EE IWSARREXFERENRE.

EH{ER

g ¢

‘\wsvatest

-fubies

D=§fE M=EH

#EED

[l mp
FIEREC: *
g0
1P it
1P Hyg: *
FIERHEAD: *

0 B8R yLan ID:

BH Ping
ethl «
eth2 v

B 1P ik 3

[10.28.132.61

255.255.255.0

[ Jianoy

[ afEmEn

AFRED

B 1P i

FRERHERD ¥
BA Ping

FEHER
R [iwsvatest |

e Ok D=2 M=EH

BiEED
[le: Jug BA Ping
PR * sthi v
ShEREC: ¢ gth2 «
IP it B 1P v
1P Huth:* [10.28.131.61 |
PSR HERD: * |255.255 255.0 |
O] $5R wian 1o: [0 Jr-enss
PREEED
LA g O * etho +
B2 IP i [10.28.132.64 |
FRERHERD: * |255.255 255.0 |
0 B8R Fing
HieRE
. DHCP %68
[EEIR [1028.132.1 |
* DNS JRSE:* [1028.128.8 |
580 DNS RS | |

E7-2-5. MRKE
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HEET-2-5FEMBE R ZEEREEEQ, BT IWSAEIEFREEOFITAE
BIZANEBISI licomM £, FEFZIREANAEBAeth1BIIWSARISi licom 150, 4P
M Aeth2, BISilicomAy2ES 0.

AMEABATEREDO, IWSAHEEOMAZMEBRINF, B2 IWSAKHEEOE
EigE, B LLEEWE OBroadcomF ERIE—M O, @AFER TBroadComiy1 S
Heth0. FEFEWE, BATEREAZE, SEELAEEBO—1MEHIPFIEMMK,
1A P AT LR T 1B 3R IWSALLR 1L IWSAZI SR K EE#TA 4. 1B IWSABAF 1% Obr idge
BIPALUGE A — N EMBI TP, RIESIWSAKEIEOIPREFER—MEL.

E5. 1HIRRARH, BEiEFaRkBAEED, XLEE/var/iwss/network. ini B3k
EL =

Z=ic: MRIWSABATEED, AEICAEERENEE, EEBEICAMO
FIWSARYE IR O4EiE; MR IWSATASEOMNIE, FTEBEICAS IWSARINE M+
O+

MREEFEREFHFTIKH, WET-2-6FTRZE .

FEEMRE 2]
e ENS RS, e
BE 1. HEE
Flig 10 2, HEEE
FEEHERD HME LR N K 3. PR
_— 4. HEEH

- S, = i
& Rt 6. ELREtia
7. I

5. %
HERHRE =
FliE 1D FlEE D iz g EO
[<&E | [F-7 | [B#
E7-2-6. X EMEL. AT —HBIERARIP
HINIWSA EE BYBGERD, wE7-2-7.
P £,
PAETE IWEA THEAREEe BHINE. ERWEERD, FE asusrsaleo ey ]
£ c
5D
7= it - - - 3 ) 3 ;
£

|< &R | [F-T7 | R

E7-2-7. ¥CERS
W EIWSA EE BYRZRTE], @nET7-2-8.
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e 3| a8
FEE R R AR E .
EZEREERE
® HEiFEEEE: 12/05/2010 19:55:24

mmfddfyyyy  hhimmss
O 5 NTP [RE SR
F NTP FR&EE: *
§HBkh NTP RZ-8%:
SEEER (1R v
FERRE
%
mmfdd vy hhimm:ss

HE
F: | T

v | Wi | b v
< EH | [F—T7 [(EE |
&|7-2-8. A %ATE]

mir “T—07, BREEMHE, mf “RBR” T

£

&

%‘F%fﬁﬁﬂﬂﬂﬁﬁ%., S ETENTE , ARRE YR WRAEERE , BT “ER" HITHR

iwsva_jason (EHFFEER)
BEEN
LhZEEEN: bro
HEED: ethi
SMEREO: ethi
Ha 1P Hilt: 172.16.4.194 BH Ping
FEEHERS: 255,255.255.0
Hi&H
FA 172.16.4.1
+ DMS R85 10.28.128.8 $HBh DMNS RSS2
®E
PI&g 1D PSR H i3 B0
= RS
FEmiEEE
P T/ Lig
|~::iEIEI [_EEEE | | B

El7-2-9. BiEHE

BREEEiH#HIE. FATIWSA EE BESR.
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P e

FEE EREHTEENRE.

R EEES] 172.16.4.194 . EAFESRIA . RETE LS H0EFEREFmEC
EEHEREED.

& 7-2-10. BLEiHFE
ME=RE, EFEFIWSA EE , ERuE7-2-11,
() TREND. 540215 ™ Web %2 2 [ (IWSA)

e HTTRs) iEE: @ xm Fro e @ xg €
= O #reE o7 REX. BE “ERERRR" TE
+ HTTP
+ FTP w B
+ R o CRNEE RN =
+ HE
. B3 §E REEREE D 476
%N
. (— BB BEEN) FEH A RS #HH & B
e wE (T
10 10
g ]
: g
)
3 2
3
=
1 g
ETlE (F) miial ()
T < HTTP ABE  —HTTP it
— FTP A3k FTP ik
[ 58 et ErEraEA ==

E7-2-11. HERE
BFEER TIEAHFER, EFER{1E{EHshow network interfacesfinS kK&
EH RUBANWOHBAT, WET-2-12,

Welcome root it is Sun Dec 5 28:85:82 CST Z81a

> enable
Entering privileged mode. ..

enablett show network interfaces
Interface: ethA

description: Intel Corporation 8Z545EM Gigabit Ethernet Controller (Copp
er) (rev B1)

status: up

type: BRIDGE EXTERNAL

driver: elHdHH

businfo: BBBA:BB:11.8

hardware addr: B8:8C:29:B5:DD:35

Interface: ethl

description: Intel Corporation 8Z545EM Gigabit Ethernet Controller (Copp
er) (rev H1)

status: up

type: BRIDGE INTERNAL

driver: elBBfg

businfo: BHHB:BB:1Z.8

hardware addr: BB:8C:Z29:B5:DD:3F

E7-2-12. WM-EIRTE
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7.3 IWSA EE BYEAKIEE
AEBHBNBEETIWSA EE 2 EEIRENREAKRHTTPRIECEF IR E .

7.3.1 IWSA EE RIEAKREMEFIZE

EEREHTTPRYEIE 57, SEAE IWSA EE BHTTPAIFTPIEE EEEE. B
ERERTRMS L “HTTP (o) @157 #1 “FIPI@(S” 2EFE, EERSOTE
7R

T HTTR(s) B @ =il FPiEfs: @ i
E7-3-1. BREIRTE
THEEIWSA EE I RERFENEERER, ot “BR” - “‘FRERIRN,
B 7R
Fea o A iE e
= &R i TR . LR RS,
P HTTP ) #&PiEE 8782 XRM. SERITIRA
LFTR
v iR
-— HEREREA EEE SASEEAEE
. = BERE Web Z2FIX (IWSA)
&4 ey =R
B A | [ || BARBED
BhE [ Fr7 FERERT: 81149
+ IWss TR vt B
+ FISEEE HEAPITER: 12/22/34
ERHlE ( EEEERE )
?iﬁﬁflﬁﬁ FirikswE HE 12/5/10
B atc
BB
ik
P R N
EF

E7-3-2. FaERIRI
MR ARG E TR BRI B A ER, 5aE “EERT
RE” HELE “WMAFEER” EE, WMAFNRIERL, WET-3-3R:
BANEED (2

IR A EEEN » EER AR AR A P T .

= EINFHE Web TR FX (IWSA)
L FTiEERD: el -
FighiE ] - - [ 3 3

E7-3-3. #iER

7.3.2 IWSA EE BYFFHLFAEN
FR T B3 #128 L Bpower R FFX#, [EIBTHATLA{E A IWSA EE 5. 1952 & LR FF
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KL, WET-3-4FT7R, HIANEEF “KH7 - “4RE7, MIWSA EE BEEXH. W
R|AVERE “EFBN", AJLUEE “IWSARSZEFME" E “REZHEHN.

Ripm

O xH

& EFSEh
@ 1Wss RS EIRS=
O FEEEISEH

R

E7-3-4. FFEH
EEEPITIZREREHME, EEE TR 89K ERRINFF X489 R EBDA] 5
1T, TEIWSA EE ERIRFZ B RZ A= B W T BIHIIZEE:

Microsoft Internet Explorer

:.i’(/ IwsA HEEEE. EHEET . RS, #FAHEFSIER HTTPHTTPSFIP BE. STREZ 287

I oK l [ Cancel ]

[E7-3-5. FFXRHIZEE

7.3.3 IWSA EE RUSEFHAH

HERBFNELEIFIWSAEE Z2f5, BEEAZEMMEF2MMIRIWSA EE aTLIEFHAHH
IRISERHAVAM. IWSA EE MEFEHMARXNEELSHAM: FEFHEGIED
BEHAM.

FHEHAMH, BMARALSTHIWSAEE EEAIEFIREALLIWSA EE FRISFFHAY
FRERDMA. BRINEBWEEE—RMEEIWSA EE ZBFEEIT—RFHNEHMAH. B
?%“ﬁ?%%ﬁiﬁ=%&§ﬁﬁm%%# ELLIWSA EE BN EREEFH, H
ltl: IIJ\\ j] A 1& IE 134 E
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71-3-6Ff 7R~ o

EBGE 2
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{EAH SRS B TR, 3. EREEEHH wWeb [SEZE
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HTHAERSSAL  (FBAESRRAF 1D N,
BEF 1D
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b= TR L
E{R BRI 3
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-35-



@ Al {EH R MR EERK

ND,
1cRO"
BHE

B =

I nter Scan Web Security Appliance EE 5.1

E7-3-6. RIEBIZE
RETREERXNZE, AT FENERH, EFHHENT:
1 S CER R,
2. 1% “Fa)”
3. EREFTHAEY, SF “E?ﬁ” WNE7-3-TF 7 -
PR LURIE B S HIEBRIFRRIGE TG EFHAIATE, REHZFNT:
1. Bif “BEH” IKE
2. kIR “HTIEH%E”
3. IEBRIFRERS. FHESIEEFIURL Fi lter ingfA3H 3| EERYEFTRT (8] . X =ZE4AH
HEF ML TR . NET7-3-8FT7R.

FaFEH &
HELNER T M
A AR A= LiEE FEIR AR

@ =R 7.690.60 12/9/10 6:00:34 T4 A

) PhishTrap YFiEEEEE 783 121010 8:01:35 5

O R 0.998.00 12/8/10 10:02:36 FF

O InteliTrap ST 0.147.00 12/8/10 9:00:07 FF

O IntelliTrap @ISHETR 0.609.00 12/8/10 5:04:20 T

O IntelliTunnel ¥AE 3 07/08/10 10:34.00 Lt

) URL &3ETT 4 iFaEes 1.00536 12/8/10 8:04:29 FF

EEE L
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“RERRR”, MINERRETR, EFERENHI. AR, IRELBFMIREDFEHIE
2 (angRik. HRE), WET7-4-10Ff7R.
#HBiEFEAEL

$EIR SRR *: (test_templ

HEUFHBRE RS

® FHEAP

O w=ERP ..
O prad

O wxe i

A RIRE ()
MFTP MHTTP  [MHTTPS
REEN
HEAEHES
g "N TRE [] #ERE
E7-4-10. #REIERR
R “RF7. MERRAILETEE.
3). figIikE
1L IWSAEE BalEMIRE, ATLUMERTMIZREMINGE. s&F “HRE” X8, BF
“TNRIRE 7, EETIERENEE. BEITRRES AZE: SHRE. BARE.
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FAHE.

UgHIREAG, s “SHREG”, &85 “TgEAKRE” EmF, 81 5%
n”. wWE7-4-11Ff7R.
SHES: EMEmESAKS

FHEYE > FNEES

1 BHES
EERH EveryDay
FrogEdrE (hEf): (0 v
Bt
EEEE
1HiE test_templ
[ #EHET B EEIRS
Pttt (5 poF [ csv
test@trendmicro.conm.ch
o At
ERETEARES «,” fRFETHitk.
A iy s a@trendmicro.com.cn
T Daily Repory
() (7

E7-4-11. FUKRERE
ik “BRARE”, WMIARSEEMR. EFFMERSHFRETE. EFTZARE
EhR, MREFEFGHAERE, A “FHEFHMGAZELRE”, EFREFHER,
URIESRHEAN. ZEAFIMEER. 2E “RE". WET-4-12F7R, —Pigk
HERREBZ TR
BHEKS

RFaRE [ ReEHRE
(B HER

[ FEE fERHER ~ s
[l EveryDay 10-12-13 F7:10

E7-4-12. fiigEGHKRSE
BRREMBEARSEHEEMNEHREWARNERE, R2IXE RS HIIEFEAR
E, BEfMARPATUSEEERFMERIZE.

7.5 ECEIBEN
S B 8, MET-5-1FR, IWSA EE XML EHLS &% @M.
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i &
BB LL T iR [ » HEEEIES ..
Applet 1 Activex tUsR
FTP BB FTriateRl

FTP 33

HTTP/HTTPS FHiF3r s
HTTR/HTTPS 1334

HTTPS thalikiEsE

HTTPS iF$5%&iiFTRTh
IntelliTunnel
R B

EEER

URL GhEEd

B A E RIS iee URL FRIE
g URL F#Escmefy URL FHIE
URL 335 45501040 | S B Eh

E7-5-1. BEIRYZEE
SiA LA “FBRMAIES. .., MET-5-2F7:

5 &
BHE > P RE

BT R RE

PR e ki o root@localhost

FRIBEN RIS root

ERHEI¥RIES " R E Tk
SMTP ARsagaina 1P H

ot localhost

SMTP IRE8%%0: 25

TR R TR e b o

#r.

[] #A Extended Hello (EHLD) dréik SMTP IRL331A% SMTP EF#
HEjH

E7-5-2. BFHMEIRE
WEAMHAMNE . Yt At SMTPARSS 8ttt . SR O%.
APEZEEXETNAMBAMEFNNSEE, SEHEZRNA, naHE7-5-1
“HTTP/HTTPSPRLE ST A", HILET-5-3.
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BHLLE 32 B (3]
BE1 > HTTR/HTTPS BRLETr 2R

EE adEm

LiHE HTTR/HTTPS BRI s R Eisie e

HA:

RSN FEE web T2 (IWSA) BECE » B HTTP fhsdEiEsirgt SoF[3riE] 23 Lk,

FHi B EES root )

Hramds
iR | EEIREHE Web T Mx (IWSA) B

ot

i
HiE:

E (Bowe ) (2

HoiH
E7-5-3. FHIEXHRBBINZE
ARAUBEXHEHEXHNE, EXIFRE, =it “R7E” BIA]. HIWSAEE iBZ|
NHRBEIESGEZE, SE5EHEASER, FEAFIWTELEFTHEER
B

7.6 IWSA EE By4i$p

AEPHIENBIAIREBFILEIF IWSAEE . IWSAEE BB EFEAUTILAAE:

RFEHLL;

EFHL;

B &7

MRS,

HE/iR SR
1. BHiRMERS

FIRMERREXT IWSAEE BEEASBTHRIERAZFHITAR. B TFEI—BR
8, ZBASHEFNRSELNT, BEtATERRARMEREDEENSLOE, EA
PERETHETHL IWSA EE REXNT .

REMT FEWT:
B SEEh R KB, B “EIHBRERS”, LMW TET-6-1FTRAIR
[T

B ol RIS, RERMAIERH.
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m SF “EH
B IWSA EE SEKRERHR[MTHR T EFIRIERER.
BEHEiERS (2]
B {EREK
e 2.0.1003 BRIERGERER
FERERA A

E7-6-1. BEIIRERS

2). BEFAHK
FAPRERETTIWSA EE EERE R Gpatch AR AIEF R o sE HINEY @153 .

BFREREWAT:
B SEEh BB RE, RF “RL Patch”, HIMTET-6-2FTRAYTIH.

B o AR, EEENRERHE.

B oE ‘EH

B (WSA EE SEKREBHBMTH T RGiPatchBIEH.

EHRERS (2
EBRERK

WFIME 2.0.1003  RERKEEZE

EEBE RS,

[E7-6-2. Z%kPatch

. RGE &R/ RE
EHIHYZ 12 IWSA EE BLEXXHRI BB PIRFZRTHIRE, tLAIURLAY TR R

E. RIFHURLIFEFIFRE., HiBFIWSA EE EEHEEEME Z BT B XA,

A LR & K %{ﬁﬁ%iﬂﬂ'
B oEkhil ‘Bl RE, BRA “RESN/RE”, LI TET-6-3FREY

UM
B SF ‘B, SHIET-6-4ETREIHEE.
B SEYRE REARBNEREFRITEMEE XY, B Atar, WET-6-5

PR
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EEHTEERER

ERMETR
AR S ERE I .
EEREYH

(REERE I

HE: TREEREnaaSinEs.
IWSS 3.1 windows
WSS 3.1 Linux
WSS 3.1
IWSWA 5.0
IWMYSWA 5.1

E7-6-3. &/ RERE
EEmirSthE

IS RE R E . ..
IEEIRE R o ad. RS, EFREREE M Web TTH.

[ ]

E7-6-4. H &5 X

x]

File Download
Do you want to zave this file?

Mame: Iwswas[1].1_Config.tar
Type: Unknown File Type, 740 KB

From: 172.16.4.194

Save ]| Cancel |

harm your computer. |f pau do not trust the zource, do not save this

@ YWhile files from the Internet can be uzeful, zome files can pu:utentia_ll_l,l
file. "hat’s the nsk?

l7 6-5. IR1FELE
TERERBNXHNIE, REESHET-6-3EEA “RERSE XM TEMEMN

“HBET, AlE 5'ET¢ZHIJ%{6}EI’]tar@, Rl “SA” BIF,

U]

4), IkSEMHE
HFATIBERER, EEIZENIWSAEE 254 & 8035 B1AR, 6 E Bk

F. tE7-6-6Ff~, AEWT:
- ,“_E_ “AEE” ""'i
B EF CEREHE”
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B MARPRA. BiEEL

B OREAE, BENAREERAIRE

BRKP £

HFE = kA

KFiEa
RPa: test
=i, YT TTYYT]

BAER: eesssses

mE
E,z
o

AEHFHNEREER
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i Just For a Tesq
WHnlER
O EBER AR s e i o T
=it Bt R T T E EN.. ESitn R EEEiE. EREMHEENES
O |FrR iR,
® ks “RIRE" AEIEETEEENES.
(&% | (38

E7-6-6. GIEMKS
5. BE/IRE/RIZER
B8 HEIREHEIPTTLURER IWSAEE BREEBWEH, HBEAMBRAIZE, (F

HEgeptie, MBRZIERY BEMRE, FREIWSA EE , ILHBEZMER. BAIRE
T

[} ,J_-—,I_-_L—T “ El-:l:” = B

B EE CARERE”

B £ “REFEAE” hER “IER HTTP/HTTPS/FTP ihEIEH" (BRIEA P BFAIH)
=K, BMIALFHE, FRBZEIWSA EE SieFURLEYFEIEE, MMERETE
EFEEK.)

B RESEN ‘EHAENRE”, BIAAI0X

B gERER, ffF “RE7

WNET7-6-7F7 7=

E7-6-8RRTIRERZAENAE, BAMREXREESR, AR ATLURERKE
TLRIE ISR D REL .
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HEi#H
EHHE EE =S
H=x
e O fvar | fiwssflog
URL FH1EH: fear|fiwss/flog
URL thEl B fvar| fiwssflog
= fear|fiwss/flog
FaEHHE: fear|fiwss/flog
®IN

Wt R
HEidFEEEkE (=5 (3
[ i85 HTTR/HTTPS/FTP {hialgsi:
HEEFHEER (fFo8:
EREEPE LB AR I
HETRAPHENEFAN—T  FHHEFRE LT AE i KB
ERETAPHE , R RERESLL T AR KB

EEHEE IFiE HEp0R g |30 FEr
#ERE QS EHEEERR () |30

HBHEEEA

(OR k5 5

O BEEmMEBIH
O\

HiiH

E7-6-7. IREHERKE
HEaE (2]

wEHEE ExA=x=
Hx
HTTR 3% B%:  jvarlfiwss/log

FTP 3388 jvarljiwss/log

Ol e T .
FRE: Jvar|fiwssilog

BERE: Jvarl|fiwssflog

B A= fvarl|fiwssflog

Wit AL fvar|/fiwss/log

o]

REFRKOE (EiHHEERM) BIFE: |3 (1-99)
HIGH

E7-6-8. R HEHRE
RENARBHBEMER. WET7-6-9FFR, AEWUT:
B S “iRE ERKER
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m ]\5_51::1.: “EEE”
B AENEHPIRESNTEREMRROREBHE

W= (2
migiREH=
;: fwar  |fiwssfreport
ERTAMERSNE:
EER # BARTF
sHES 60
SRS 20
sHiES 4
HO 3K

E7-6-9. MiZIREHIIREBE =

7.7 IWSA EE HYBypassit B
BypassHI B MIZEF S HMESMYIERT, h TIRIEMLEARRTIE, ML IWSAZ Bt
RAIEM RS,

7.7.1 IWSAEYTEbypassH R

A RESILIWSARLIBEIRE, IEMEREERERT . B3R IWSAEIShel |12
XN, T THS:

BEEIWSARE HbypassikZS: bpctl ethl get bypass

B lanbypass: bpct!| ethl set_bypass on

M lanbypass: bpct| ethl set bypass off

7.7.2 IWSAHY R GibypassHE

FI B IWSAR1E RSt N 4Zconntracki#{Tbypass, BN@E Friifrpolicy bypass.
2 FA & Gtbypass A LALE IWSAST X FELE | PSR i# 1 Toypass, A ETT Ebypass.

B REIWSAHIShe | 1HEX, MITHT @S

1. EESHPIRIKREE (EB2RIZRER)

# more /proc/conntrack/rpolicy

Redirect Policy Table skkkkkskskssokkokokokskkksokkokokokskkkkdsokorokok

[0] Redirect —dport 80

[1] Redirect —dport 8080

[2] Redirect —dport 21

EE:. AZSIBERREOA80,8080 (HTTP) #4121 (FTP) RIEES3 FEWIEF
RN

2. lGBtbypassER 4 iR EFRIP
EARERUT:

-63-



D,
o
7

AT EHA MR & E K

N
1CR
BH

B =

‘)J I nter Scan Web Security Appliance EE 5.1

echo “ADD|DEL ftp_port number” > ftp

echo “ADD [-i phys] [-p tcp|udp] [-sm srcmac] [-dm dstmac] [-v
[vl,v2...|v1-v2]] [-sport [p1,p2...|p1-p2]] [-dport [p1,p2...|[p1-p2]]
[-sip [srcip|iprange]l] [-dip [dstip|iprange

117 > redirect

echo “DEL rule_id” > redirect

¥ E: rpolicyRbypasshiiE, IWSASIRIEHN MRS OFIAMACRICE, NRWE
N A& BY1E, ABATEBIMMEE AT, B iF A= S a8 i

ZE451.

AFAEIEAYIP 65.45.60. 1HIRE

echo “ADD —dip 65.45.60.1 —action pass” > /proc/conntrack/redirect

BRERS A 2898

echo “DEL 2” > /proc/conntrack/redirect

Z= 15

L H7: bypass KIEARSS RS IPHENE, FN7SIEAN K ISARSS 22RY IPHblE Elbypass
B9%IZR 65. 45.60. 1/24

FeBEErpolicyHim ALt ABIMMN 4RSS (more /proc/conntrack/rpolicy), it
LINE

Redirect Policy Table skkskskskskskskskokokokokokokokokokokokokokokokokokokokokokokokokokokokok

[0] Redirect —sip 137.12.8.7-137.12.8.7 —action pass

[1] Redirect —sip 10.11.0.253-10.11.0. 253 —action pass

[2] Redirect —dport 80

[3] Redirect —dport 8080

[4] Redirect —dport 21

BEkRrpol icyHim A% & BN

echo "DEL 4 ” > /proc/conntrack/redirect

echo "DEL 3 “ > /proc/conntrack/redirect

echo "DEL 2 “ > /proc/conntrack/redirect

B NbypassELE B B I PN

# echo “ADD —dip 65.45.60.1/24 —action pass” > /proc/conntrack/redirect

AR B AR INIm Q% & 0

# echo “ADD —dport 80 “ > /proc/conntrack/redirect

# echo “ADD —dport 8080 “ > /proc/conntrack/redirect

# echo “ADD -dport 21 “ > /proc/conntrack/redirect

BIAN ZE BTN (more /proc/conntrack/rpolicy), HitHanT

Redirect Policy Table skkskskskskskskskokokokokokokokokokokokokokokokokokokokokokokokokokokokok

[0] Redirect —sip 137.12.8.7-137.12.8.7 -action pass

[1] Redirect —sip 10.11.0.253-10. 11.0. 253 —action pass

[2] Redirect —dip 65.45.60. 1-65. 45. 60. 255 —action pass

[3] Redirect —dport 80

[4] Redirect —dport 8080

[5] Redirect —dport 21
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3. JkAbypassEB iR BiRIP

&84 /etc/iscan/network. ini

Bypass H#RIP, 7Enetwork. ini B 7RANEIEM I TIN :
bypass_dstI1P=65. 45. 60. 1/23;210. 68. 95. 10;220. 13. 85. 20;
ERAPS7REE AP IPE

BypassiBIP, fEnetwork. ini BN T IR
bypass_srclP=192. 168.0. 1/24;10. 64. 44. 210;
FERNSHREE 1 IPSIPE

EEMEARSELLIEMER ( service network restart )
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8. FAQ

8.1 IWSA EE 5. 12 & #fTrendMicro Control Management (TMCM)
5 0?

: FRZATMCM5. 0F05. 5, HHFTMCM3. 5B L= 1E#H AR T, FEE A LREI5. 05(E
5 5

8.2 LDAPIAIEZ A SZHFIWSA EE 5. 1BYHHER?
Z: IWSA EE 5. 1RYERRMMRI B & X #5LDAPRYIAGE .

8.3 IWSA EE 5. 13'21’#1’@.E|:._,\1:§1’5L§|J7J|JE'JHE%%§J:E7
Z. IWSA EE 5. 1A] IUE B EFE S i BYSys logREZ B L, EEALFH AW ARETmE
HITIRE, BRATUSEEERFMH.

8.4 IWSA EE 5. 1R [a)XIB & SLFFHTTPS Y340 2
%: BBETIWSA EE 5. 1HYRRAR R K IBHIESRZBERN A ZIFHTTPs A9, B EFEE
£ it E PR

o as ]
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9. T MEXZRAR

® 800 HTBEFMNL
800-820-8839

o E/RH Tt

service@trendmicro. com. cn

o R PXMiL

http://www. trendmicro. com. cn

® FEEI
http://www. trendmicro. com/vinfo/zh—cn/

® MMMEABBMHTEH

http://support. trendmicro. com. cn

® EBRMLI I m T H Mk

http://www. trendmicro. com/down|oad

o XARFSISHIA:

http://www. trendmicro. com. cn/corporate/techsupport/online registration/c
d. asp

o WBERINFERXIEM
virus doctor@trendmicro. com. cn
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