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1 114 &2 Data Loss Prevention?

BUBELTN (DLP) ERF I E MBS R R KB E— T EREREE,
WEEHE, MIRFERNERRLNE. —XBYRAESBREEEZHR. EXIE.
SRS RIFIANTMIEREE A TR K.

IR EXEIGRER R WNAIRF, REFRIPAOCTRE. FEHMNBIRESH
MZHE., XM ITEEERARKKEEZEMMETES A EEE, SIEHRNKIRE
BRI RT, BehTIEARIKUSBIREIRE, M4GE FoBH, BIATEIRFACD/DVDZ
ROt R R IE

1.1 Data Loss Prevention FEfaEREHFINLE]

Data Loss Prevention (DLP) RFIF=SAKRREIRZEMAT .

DLP Remotte Crawler File Server MS iShare Server

o el e
DLP Management Server+DLP
Local Crawler

DLPt %

(Online Policy)
Online DLP Agent Online DLP Agent

(Online Policy) (Online Policy)

Offline DLP Agent
(Offline Policy)
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Fingerprint Matching
( 1E5TEL )

B ILECRETEXIA RSN B S TR IEIR(F DLP 1REGH AR
MG IR mAF=IIMER— 14 , DLP SIRBUERATMHERS
BEEREFESERTINE. MNRBEEEHERSR  DLP HiHERELZ
[ERERERAILLGI.DLP e ES RS AE. F. K, ERESTEE
Kism , —BILEEFHRAET DLP IRERIFR , DLP MBI 98Uk
4. DLP FERIIESIA/NDUR T SUGHIEREFIA/N,

Pattern Matching
( HRHRICED )

DLP EFHFBENAVEHTIE |, flinBpiES% , DLP gE253E
MR BN TRIERE | fIUERES. BHIEHEE. BIESHE
%, SEERALUBIIENFRABEN Pattern

Keyword Matching
( Kig=rILhe )

DLP v LAtRIE =i TIUELD

File Attribute Matching
( X R TES )

DLP BTLRIES RIS ELHITILAL |, 455IRYE DLP EEESI4REIN
g , BIESH RS BEME N EE T RIS,
Compliance template PUEg

1.2 Data Loss Prevention(DLP) 5.5 &K1 &1NHG:

. ™
Trendmicro

Data Loss Prevention (DLP) B—E£HMR AR, HEIIE

OHYRAEEREIRFIEERES . DLP Agent B HR{ERM—FT S ERRY
AR SR AR FIA B LB A RBr IE BRI 2

1.2.1 Data Loss Prevention Server (55 ¥)

DLP AR5 im = —3

AEHIRE, RBEEPIEHEERE. RBEENTL. mrlAHE

3. BEEN. RREM. BRIESRIE R RISHERBETE.

1.2.2 Data Loss Prevention Endpoint (& %)

DLPZ F i AT LA N 2 2 45 F=F B ShiR1E 2 B SR %1% & X ittt 25 A 3R (E A PELAE .

IR, NE. EEZIRME.

YL A P& a3 E], 35USB, CD/DVD, COMELPT# M, IEEE 1394, USB
FE& %, Floppy, ZI9MEH, B %E, WindowsB T PrintEE LE, Modems,

PCMC I AJ& L -

iF KBEFARIA, IENMSN. Skype, P2P, Windows™ /513 W 3T 14 1L = SMBH iYL,
ActiveSync, BUMGLHR, ZKHh/M4ZILZFTENH .
BEERBIERZEIRP, €3F: Emai lZPim (5)200ut ook, Lotus Notes) ,
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Webmail, HTTP/HTTPS, FTP
LR NEH &, €3F: USBTEfEi1Z#, CD\DVDZIZR
HActive Directory&ERK
B, UADIZIREIEAR. RV, RSEFLEEFEEHISUESCH
ZHFEBIH300FM A ERI SRR, HFEEXT REXGREM.

1.2.3 Data Loss Prevention Network Monitor 2.0 (R 2% 14 %)

TMDLPMN 22— EF MRS EIE, 18 1T U5 M 28 25048 7T = SRAG I £ B A
B 7=

*Sensitive data

*|P address

*Regulatory compliance

*Data stealing malware

DLP Netork Monitor (TMDLPMN) 5DLPAR $Sum&E B, 3 5:DLPAR 55 i B9 B T8 F SR B
T%. FREGER. PatternBHZIRIE, FFIHENE A A A A ADLPIR R 3.

B FAEEE, RN A NSRRI E R R R, 1 SMTP, HTTP, FTP,
IM (AIM/AOL, MSN, Yahoo Messenger), and Webmail (Hotmail, Gmail, Yahoo)

X ¥ % F B9 B W 3214 £ Z SMB1IL -

FE: REREERRE

#%3E: DLP Network MonitorZEFIHEMEIRIG R EZ AT, YA EMEBIDLPARSSim £, FiEGE

1.3 Data Loss Prevention (DLP) 5.5 #FrIhge—&B4r

1) Web ¥ & SREFE—F L

2) 1&fin TMDLPMN2. 0 Mg IEiErF = (FZEEMmE)

3) Remote Crawler THE: ¥ Windows 64 \ig{ER L

4) SEAEEE

5) IEMNEIERGEITS Pattern fHEA%2E 4 — Network Content Correlation Pattern
(NCCP) : Data Stealing Malware (DSM)/botnet detection

6) ETARKBEEEAZE

7 BETARERBEEARBEHESERNS
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2 Data Loss Prevention FEFa RS ES

2.1 DLP 5.5 iR%4% (Data Loss Prevention Server)

#EHFEE (DELL OEM)

FEmmZREY. Data Loss Prevention Server Appliance
Dell R610
1U2P
LAz AT A
R A DxWxH (30. 39”x18. 99”x1. 68”)
Weight: 17.69Kgs
R610 :
NEX =
REES Dell PowerEdge R610 Rack Mount Server
CPU: Xeon E5506, 2. 13GHz
A1F: 6GB, 6%1G UDIMM, 1333 MHZ

Hard Drive Controller

SAS 6/iR Controller Card

fE#Z:1st Hard Drive

2.5 SATA(7. 2K RPM) : 250GB

fE#Z:2nd Hard Drive

2.5 SATA(7.2K RPM) : 250GB

FIR

DVD ROM, SATA

Four embedded Broadcom® NetXtreme | I™ 5709¢c Gigabit

XX .

Zis Ethernet NIC

External NIC card no

PSU 1x 717W

Misc Rapid/Versa Rails

- CentOS version 4.6 operating system (DLP 2R BT,
BIERGIRA ° gy i

RBLBEE)

Vmware ERIHLFEE (RIEFKD

IR A, Data Loss Prevention Server (DLP)
CPU ={%: Intel (TM) Pentium(TM) 1024MHz
) (3ZL:  Intel (TM) Pentium(TM) 2048MHz THE &)
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] WA R % DLPSS

K7, B fk: 2048MB RAM
i (EiY: 4096MB HFS)
ey &iK: 30G ATAZE
o (BiY: 2006 HES)
10/100 Mbps NIC
M (G&Z3Y: 1000Mbps F I FE)

2.2DLP 5.5 ZF ¥ (End Point Agent)

DSA B {EFEHEEFK:

el il Data Loss Prevention Agent (DLP)

OPU B®I%: Intel (TM) Pentium(TM) 300MHz

' (32iL: Intel (TM) Pentium(TM) 1024MHz SHKES)
&1K: 128MB RAM
A7 (B2i: 1024MB HES)
ey Bxff: 300M AT FA = 8]
| FE: 16HES)
10/100 Mbps NIC

XX . LAY N |

M-+ (E3: 1000Mbps TFIEF£)
DSA ZIFRIIRIER S
iE2: (BHAIDSA R #: Windows IRIERGFETA 32bit BIZ Fim, )

Windows 7 Professional Windows 2003 Web Edition SP2
Windows 7 Ultimate Windows 2003 Standard R2 SP1/SP2
Windows 7 Enterprise Windows 2003 Enterprise R2 SP1/SP2
Windows 7 Starter Windows Vista Enterprise SP1/SP2
Windows 7 Home Basic Windows Vista Business SP1/SP2
Windows 7 Home Premium Windows Vista Home Premium SP1/SP2
Windows 2008 Datacenter SP1/SP2 Windows Vista Ultimate SP1/SP2
Windows 2008 Enterprise SP1/SP2 Windows Vista Home Basic SP1/SP2
Windows 2008 Standard SP1/SP2 Windows XP Professional SP2/SP3
Windows 2003 Enterprise SP1/SP2 Windows XP Tablet 2005

Windows 2003 Datacenter SP2 Windows XP Home SP2/SP3

Windows 2003 Standard SP1/SP2 Windows XP Media Center SP2/SP3
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2.3 DLP Remote Crawler

#i¥: Remote Crawler 2—MIREEN AT E (7£ DLP fRFinLEFH) web EIRIE
&R LT EIREED.

DLP BR %% 2R IRENC e E BRIt A A £,

D BEEZEAFNAEHE P FERSR RS, ITESCHRIIESL.

2) 7EXHPRSSEE £ % 4% Remote Crawler TR, %iKfE, Bt THA UI FE, #
ITEEMBUEN ER, IMBIELE%% DLP PR im.

AR 2 #MFE, ERTHEEW DLP AR5 im R E AR TE SR SRR 5538 LRYSC M
BRAHIEZ, BIDOLP lRFimn A BE EZ AN BB HRIAR SR, LIIKE
B XL AR EIEIE L.

Remote Crawler X¥FHIIRIER S
%iE: BRT DSA XIFHIFRBRIER G, TEINIFLUITHY 64bit IRI1ER S

64 bit Windows 2003 Enterprise SP1/SP2

64 bit Windows 2003 Enterprise R2 SP1/SP2

64 bit Windows 2008 Enterprise SP1/SP2

2.4 TMDLPNM 2.0 (Network Monitor Agent)

#EHFE4E (DELL OEM)

7 B I?;ZTIL;;?OI;revention Network Monitor Appliance
CPU: 2 x Intel® Quad Core X5550 Xeon® GPU, 2.66GHz
HF: 8GB Memory (4x2GB)

- 300GB

ZR3¥ Gigabit NIC

IR R A (;g%;;;;;zn 5.3 operating system (DLP RZ B,
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AEBRMEREER
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3 ﬁ;;ﬁ E%-EIJIL*E

3.1 %23 DLP 5.5 R4S
3.1.1 ZIEATHITEA

1) DLP5.5 PR 1S0 STHT:
HE. THERER, 5EA WS TEHTRE, BETHNXERE EEEED

2) DLP5.5 %23t 7E DELL R610 OEM BY DLP PR%58
BERE8. USB . 150
s¥=: DLP5.5 By IS0 SCEHATE#83T 700M, &£ DVD ZISEH1ZI5% DVD 4,

3) DLP5.5 RZELE Vmware EHIH

EHoEIES% (DLP5.5 Hﬁ% mARTK) E

FE: MREHEFIEHRESTE, 357 miR TAB B2, EINSE: nohwfail
e SEGER TR AT ER .

-10-



(Y | mrmwmazees

BH

Bym st & B R4 DLP5.5

3.1.2 REHITE

1. 7EDLP FREZSEBNIKHMHANZFIFHI A BT E Vware L35 150 1%

Teopl plicen Uwtn Lozz Pezsvzpiiong (OLP) Up Inztal licting

3R 'UJJ E BT R VT L S il W
d. marn IMJTHLLHTIUH

Install DLP UA - Installs on a server or supported virtual platform

P

END
CRO

2. WRIZBVFEME/Vmware BL B A7 B DLP BR S imfE 422K, #% TAB #E, i \ nohwfai |
R BEREEIENERBREEGERE R &R DLP RS .

-11-
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Teaond pliceg Uwrn LozZz deayzgpping LULS) Ysl ITnzral Lict 1o
T I oyli Hevpan [ 13 i (L2 ) Vsl Ipzeal laced

o Ipziall DLP Up
L2 DD Y Rk sl OV RO U LD O A
3 DA 1Y ek el V) R ROTH L H & QR MR
g, w4 LISUHLLE I,

3 i

o ounlipuz igited=igiced, Ty kz=cldeoniZicz, iy gougrpeal

M

END
CRO

e

R RN AENRER.

—

3. EZIFAHL, S5 Accept

f®) TREND. Data Loss Prevention

License Agreement

IMPORTANT: READ CAREFULLY. USE OF TREND MICRO SOFTWARE AND SERVICES BY ﬂ
BUSINESS AMD OTHER ENTITIES IS SUBJECT TO THE FOLLOWING LEGAL TERMS AND
CONDITIONS

Trend Micro License Agreement

Trial and Paild Use License - Enterprise and SMB Software and Services
Personal Use License - Trend Micro Email Encryption Client

Date: February 2009

English/Multi-country

1. Scope. This Agreement applies to all Trend Micro software (“Software”), services sold as standalone
products (“Standalone Services”) and service components of Software (“Service Components”) sold to
small and medium business (*SMB") and large enterprises ("Enterprise”). Standalone Services and Service
Components are collectively referred to as “Services”. This Agreement shall also apply to Trend Micro
Email Encryption Client ("TMEEC”) for personal use. The term “Software” as used herein shall include
TMEEC. Professional or expert service offerings are governed by other agreements.

2. Binding Contract. This License Agreement (“Agreement”) is a binding contract between Trend Micro
Incorporated or a licensed affiliate (“Trend Micro”) and the legal entity that will be using Trend Micro
Software or Services on a paid or trial use basis or individuals who will be using TMEEC on a personal use j
¥ Decline % Accept

-12 -
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4. EFEREESIES LR, EEFEKA

53 Next

f®) TREND. Data Loss Prevention

Select the appropriate keyboard for the system.

Slovakian

Slovenian

Spanish

Swedish

Swiss French

Swiss French (latinl)
Swiss German

Swiss German (latinl)
Tamil (Inscript)
Tamil (Typewriter)
Turkish

Ukrainian

United Kingdom

’U,S, International =

<@ Back |

5. REARAFWNAMHAEEME, <& Next
TEARTIHNAHEEZNFTROEHEE, WgE Next 17, WSEE2H

=
EE:

) TREND.

Data Loss Prevention

DLP has detected the following hardware components:

Category | Device

Driver

[+

Host Configuration
Processor Model: Intel(R) Core(TM) iS5 CPU
Processor Speed: 2797TMHz
Number of processors: 1
System Memory: 1010ME
Network Devices
82545EM Gigabit Ethernet Controller (Copper)
Storage Controllers
82371AB/EB/ME PlIX4 IDE
53c1030 PCI-X Fusion-MPT Dual Ultra320 SCSI
Storage Devices
VMware, VMware Virtual S (20GB)
Removable Media

-13-

760 @ 2.80GHz

el000

PIIX_IDE

mptspi

%A Back ¥ Cancel

B Next E
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END.

5
BRI L AIER FHRE X, ST Next
’,} I‘?E'§'3~ Data Loss Prevention

Installation requires partitioning of your hard drive. All data on the selected
drive(s) will be lost!

Please select the drive(s) to use for installation.

sda 20473 MB VMware, VMware Virtual 5

You have chosen to remove all partitions (ALL DATA) on the
following drives:

J/dew/sda

Are you sure you want to do this?

7. EEE DLP |_.|Q§1l=lu_.\7 EEE;:‘C H» :lf_:_'\T_-E NeXt
EE: hostname EEIETE FADN 2R, BN SR TREEIR

) IREND. Data Loss Prevention

Metwork Devices

Master Port | Device | Description IPv4/Netmask

eth0 Intel Corporation 82545EM Gigabit Ethernet Contr... 192.168.1.111/24

o 0@ [

Interface Settings(IPv4/Netmask)

IPv4 Address: |192,168,1,lll / |255,255,255,0

General Settings

Hostname: dip55.mac.com

Gateway: 192.168.1.1

Primary DN5: |192.168.1.1

Secondary DNS:|202.96.209.5

-14-
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8. EBEYBIPTEMBIETX, fFlLNi%#E Asia/Shanghai, g5 Next
f®, TREND. Data Loss Prevention

Please click into the map to choose a region:

Asia/Shanghai o7 east China - Beljing, Guangdong, Shanghai, etc.

[] System clock uses UTC

4@ Back ‘ ¥ Cancel ‘

9. RERKMKSEN, KETER, =i Next

7FZ: Root Account: MN&RIETRE Llnux %23{‘, Root M= 25 (Root WK%%EE—WI?E)
Enable Account: A7E Linux s 1THEI N CLI SRR EER S
Admin Account: J4 DLP BR%%im Web 1] & HIZ0E, BINFHRPEZ A admln
DLP Service’ default Account: Jj DLP BR%sFEXEZE YR

#ZiF: BFRKESRNMNEESL

-15-
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) TREND. nData Loss Prevention

O Please set passwords for the administrative accounts below.

Combined Password Strength

Root Account: Used to safeguard access to the operating system ===
shell. Has full operating system privileges.
Password: [ssssssss Moderate
Confirm: |eeeeeses Confirmed
Enable Account: Used to gain access to the Command Line
Interface's (CLI) privilege mode. Has access to all CLI commands.
Fassword: |seeeesee Moderate
Confirm: |ssssssss Confirmed
Admin Account: Administration Account. Used to run CLI and logon manager consale.
Password: |[sessesse Moderate
Confirm: |ssssesss Confirmed
DLP Services' default Account.
Password: [ssssssss Moderate
Confirm: |eeeeeses Confirmed
Poor
4 Back ‘ ¥ cancel ‘ Ep Next

10. ERZHEELSBRER, WMHAE,

B8 Next, FEEFE 5 Back

f®) TREND. Nata Loss Prevention

Summary:

Language: en_US.UTF-8
Keyboard: U.5. English
Hostname: dip55.mac.com

Network Devices:

Card: Intel Corporation 82545EM Gigabit Ethernet Controller (Copper)

Device: ethO

IP Address: 192.168.1.111

Subnet mask: 255.255.255.0

Gateway: 192.168.1.1

Primary DNS: 192.168.1.1

Secondary DNS: 202.96.209.5
ime zone:  Asia/Shanghai

-16 -

DLP will now be installed on your selected drive(s).

If you need to change the configuration settings click back.

4 Back ¥ cancel
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Pressing Continue will proceed with the
installation destroying all previous information

stored on the selected hard disk.

12. DLP 2GR E, FIERERRGZEERRMAR, K 10-20 54

M) IREND. Data Loss Prevention

Protect Intellectual Property

Installing policycoreutils-1.18.1-4.13.i386 Remaining time: 2 minutes
SELinux policy core utilities.

& Back & Next

-17 -
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13. RESTEER, BTEEER, 154513 Reboot 3250, LUEE DLP &%

REND. Data Loss Prevention

Installation Successful!

Remowve any media used during the installation process and click the
Reboot to complete installation.

4 Bac ‘ %] Reboot

14, $HHIN R E, DLP PR i LI T,
Cent0S release 4.6 (Final)
Kernel 2.6.18-92.e15 on an i
d1lp55 login:

Cent05 release 4.6 (Final)
Kernel Z2.6.18-92.e15 on an i

dlpd5 login: _

15. KSR, BHESE—TESH DLP BRFimAGBILEE.
AMREFER, BEUZWBITHIIELIRIE.

-18 -
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313 RERJFHIVIHHEE (EE)

1. FTAESE, MARRPZED
¥TFAX: https://ip:8443/dsc
HRP&: admin
Fi: AREMNBENX

M) TREND. oo | oss Prevention

Logon

Type your user name and password to access the web console.

User name:

Password: Log On

@ Copyright 2005-2010 Trend Micro Incorporated. All rights rezerved.

2. WINFEGRIFRIE, ¥E DLP RS iR
EE: N DLP RHINEERD, B FE(ER Fingerprints 84803KETN &6

1) &5 Adminisratrion—Product |icense—DLP Endpoint

f®) IREND. . Data Loss Prevention

Logged on as: .Eﬁadmin

Product License Help
Summary
+ Data Protection Use this page to view a list of all DLP Endpoint and Network Monitor licenses.
+ R L
il | License Information
+ Logs
Product Name IP Address(Host Name) Product Version License Status Expiration Date
+ Update
bLP Endpoint 127.0.0.1(localhost) DSC-5.5-1294 | Not Activated Not Available

+ Server Configuration

+ Agent Configuration

Crawler Management

Data Management

Agent Management

Password

+ Management Console

LDAP

Product License »

-19-
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Product License @ Help

Product License > License Details

e The product has not been activated. View renewal instructions

Trend Micro™ Data Loss Prevention Endpoint

Product: Trend Micro™ Data Loss Prevention Endpoint (D5C-5.5-1294)

Version: N/A

Activation code: N/A

Seats: N/A

Status: Not Activated

Maintenance expiration: N/A

2) WMIERRRT

Trend Micro™ Data Loss Prevention Endpoint View detailed license online
Product: Trend Micra™ Data Loss Prevention Endpoint (DSC-5.5-1294)
Version: Full
Activation code: . ] Enter a new code
Seats: L}
Status: Activated
Maintenance expiration: Jan &, 2011
[ Check Status Online ]
Last Status Check on Dec 25, 2010

Product License @ Help

Use this page to view a list of all DLP Endpoint and Network Monitar licenses.

License Information |

Product Name IP Address(Host Name) Product Version License Status Expiration Date

DLP Endpoint 127.0.0.1(localhost) DSC-5.5-1294 S 2011

3 HMiERTER, EHiZHla, HERER

-20-
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3. EEr4 DLP BR&5im i o3I B &

EE: MEEFFEE. BETEINLEREEEE, DLP REFLETHEIARENT:
a) DLP BRZIHEIAR R IF S EHE—MELRY DLP & P imiE &£ i

b) DLP BRFZimEINR R IF S EHRE—/NMELRY PC #liFz1a1 H Web =51 &

c) DLP BRZiREKINR R IFSEHRE—MELH) PC #L{FH SSH 2 E % DLP BR %Ki

Fr A BERFEU T S BHITIRE:

1) {FHERSFMER, #HNDLP BRSZimAEY | inux W
i clish

CentO0S release 4.6 (Final)
Kernel 2.6.18-92.el15 on an i686

dlp55 login: root
Password:

Last login: 3un Dec 19 19:Z9:18 on tiyl
[root@dlp55 “1# clish

3ok 3o JoE- oE- o 0E- JoE- Io Jub- 3o JoE- eE- JoE-JoE- JoE- JoE-Jb- Jof o 0E- JoE- e JoE- JoE JE- Jof- JoEBoE- o o Jof- Jof - J0E- Jo IeE- JoE- e Jef- JoE- IeJuE- JeE b JoE- o - Jef- Jef Jeb- Jof JoE- JeE- o o Juf- e JoE Jo o 0E

Trend Micro Data Loss Prevention (DLEP)

WARNING: Authorized fAccess Only

3ok 3o JoE- oE- o 0E- JoE- Io Jub- 3o JoE- eE- JoE-JoE- JoE- JoE-Jb- Jof o 0E- JoE- e JoE- JoE JE- Jof- JoEBoE- o o Jof- Jof - J0E- Jo IeE- JoE- e Jef- JoE- IeJuE- JeE b JoE- o - Jef- Jef Jeb- Jof JoE- JeE- o o Juf- e JoE Jo o 0E

lelcome to DLP VA CLI. it is 3un Dec 19 19:35:58 C3T Z281A
>

2) HiAenable, ARG, WA configure DLP, $2[E %
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[root@dlp55 “1# clish

36 WE - 0E - -BE BE B E BE S B 2E B -E B E N E BE I BB -BE-E B E N IE B E-BE-E - -E SR -BE B E N BE B -BE-BE-NE-BE B

Trend Micro Data Loss Prevention (DLP) -

k3

WARNING: Authorized Access Only *

3o BE o -0 JoE-PE - E € I BE I PE0E-J0E-PEE-PEBE E 26 3 IE-PEBE-E-PE-E-PEE -0 -PE I E IEPEBE-E-BEE-PEE B0 -BE I BE IEDE I IE-NE-E-REBE MM

Welcome to DLP VA CLI. it is Sum Dec 19 19:37:84 CST 2818
> en

enahle enable-shell

» enable

Entering privileged mode...

# configure

date DLP dns hostname interface password route timezone
# configure DLP _

3) HEHIMBELERER, j£IF 1 System Configureation

3 363062 2636 3 o300 3636 3 3L VI 10000 7 A T T 000 33 36 B 3 BB B BB

=11. System Configuration *=*

v v
= 2. shutdown *
Sob- of- 3of- Sof- - oE- E of of b oE -BE BE-BE BE E E BE BE -BE BE-BEBEE JE BE-SE-BE BEBEE-JoE-SoE -SoE -SoE -SoE o E SE SoE SoE -SoE S

Select: 1_

4) FUAUBREIEZAIREMNEER IP. #13. WXEEEETIEMR.
FE: MEFEEENE LAHITE, mEkFEN, WEZEREE. RETER, EHENEER
i}\’l—:l_‘7 ??Cy

Network Configuration

IP for eth8: [192.168.1.1111]
netmask for ethB: [255.255.255.81]
gateway for ethB: [1]

onboot for ethB: [yes]

ethd setting:
IP: 192.168.1.111
Netmask: 255.255.255.8
Gateway:
Onboot : yes

Is the setting right (type 'q’ to quit from configl)? (usn- ql:ju

5) FELATLIRRIIEZ AT RENEER DNS EEREIER.
EE: EEELN A LTSS, mEHEN, NEEREE. BERTER, EREHERH
i}\E7 %_'I y
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Is the setting right (type 'q’ to quit from config)? (usnsgl: uy

The DHS server ip list: [192.168.1.1 Z282.96.289.5]
The DNS search suffix list: [mac.coml

The DHNS setting:
DNS ip list: 192.168.1.1 2682.96.289.5

DN3 search suffix: mac .com

Is the setting right (type "¢’ to quit from configl)? (yusn-sql:ijy
Network configuration has been done. press any key to continue™™

WEeiEE, FRESRHAITOP BFKREHRE, REE!
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6) ItERS a1 E7R,DLP fRFZimEIAR R iF S HE—MEL /Y DLP & P imiE T i
m&ﬂAW(&E:MY%E HBXE)

EE. KPBEEXE, MNRRFMEN HINER TS DLP REHFAEINERHE Pik R FER

il = 7 i

MBERILE, ERENEEMIAG, Ry

Network Security Configuration
please refer to Trend Micro Data Loss Prevention (DLP) Manual

The subnetrsip list where DLP agents will be deployedCip or subnet list-/AaNY): [19
2.168.1.111-255.255.255.81 |ANY

The ports to listen agents: [H884 89841

The UDFP ports to listen agemnts: [15581

The agents related setting:
The subnetrip list: ANY
The ports: 8484 8984
The UDP ports: 1558

Is the setting right (type 'q' to quit from configl)? (ysnsgl:)y_

7)) teERS A1 R R IR, DLP BRZIHENIA R 2 1F S EH B — M EX /Y PC #LFTF DLP B Web
#%D,XEm&ﬁAm<&M:MYﬁE HAE), mOXENEN

FE. KPBEEXE, NNMRERER, BIAMERTS DLP BRE A EMELET PC HLIG T EFTHF

DLP 1Z=#I &,

MBERLERE, ERENEERIAG, &y

The subnetrsip list from which you can _access DLP Management(UI)(ip or subnet lis
tsANY): [192.168.1.111-255.255.255.81 |ANY
The ports for manager: [8B88 84431

The manager related setting:
The subnetrsip list: ANY
The ports: 88688 8443

Is the setting right (type 'q’ to gquit from config)? (ysnsgl:|y_

8) ItERSW[]1E /R, DLP fRFimENIANR L IFSHE—MELRY PC Hli@id SSH imizE
* DLP BRS5ifm, XEIFMAANY GEE: ANY EELIAE), imOLEULF
EE: KPBIESXE, MURRER, BINMERLTS DLP REZiHEARMERR PC Hl45iE T SSH

B 3% DLP BR%% i .
BERER, EEEHNEERRIAG, Ry

The subnet-sip list from which sysadmin can remote logon to system(ip or subnet 1
istsANY None): [192.168.1.111,255.255.255.81| ANY
The ports for sysadmin: [2Z2]

The sysadmin related setting:
The subnetrsip list: ANY
The ports: 22

Is the setting right (type 'q' to quit from config)? (ysm-sgl:fy_
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9) XEBRFMEW, FEEZREZE, FiRy #HITHIA
The ip (list) of DLP clustering machine(s)(ip listsNoneld: [1]

The clustering machine(s) =setting:
No clustering machine

Is the setting right (type g’ to quit from config)? (usnsgd)ifu_

100 RERER, EEERREF[RIERS, Ry HITHIA
Please wait....
Network security configuration has been done. press any keu to continue. .

System configuration has been done. The =system need reboot.
Reboot wnow?(y- ml):| y_

4. B EOABFAIEECE, 1F ping
EE: BRIA DLP BRZImAIBHAIEECE R, — DR AIFEST 10 N ping &, FAIASHIIK Ping
EZERER. — XA Mg DLP IEEIE1T

Bp A IEECE :

:0UTPUT ACCEPT [H:8]
-A INPUT -p icmp -m icmp --icmp-type 8 -m limit --limit 1B-min -j ACCEPT

B BEES: C\Windows

Microsoft Windows [ . b.1.7688] .
'E'Fr_ﬁ {c) 20@9 Microsoft Corporation. {FE5PT-

C:“Users™iaotang>ping 192_168.1.111 -t

T[8]<ims TTL=64
Bf[8<ims TTL=64
B[8]<ims TTL=-64
B[8]<ims TTL=64
B[8)<ims TTL=64

B[8)<ims TTL=64
'192 168.1. HoE: E B[A]<ims TTL=64

192.168.1. Ffjg)<ims TTL=64

MREFEEN, FHNTLUEA &R
1) 3 DLP B9 Linux M#%
2) vi /etc/sysconfig/iptables

[rootRdlp55 "1# vi rsetcssysconfigriptables_

3) HEMTAE

-A INPUT -p icmp -m icmp --icmp-type 8 -m limit --limit 1B/min - j ACCEPT
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-p icmp -m icmp --icmp-type B -j ACCEPT
5 {&R¥FHRH
6) HMITRHHAIEER®S:
/etc/init.d/iptables restart
7 Wikping BRERKIBER
8) WIEE, LREWHERT DLP IREiH.

3.2 %% DLP 5.5 X
3.2.1 RIEATHITEA

1) 3KEXDLP5.5 ZERinHILEREF
$¥E. DLP5.5 Agent E BT GM BUERA A : 5.5-1263

2) #@EDLP BRImAIEHMAREREREK.
EE: SR ABAHMAEER)

3) REFFWRKSVLINEREERNR!

4) BWKAHEMAENNARERF, RETERFEERFERS

5 MWMREBEREZATH DSARRA, HHMITIRIE:
EN AR DSA——E BIRIE R G -—R LMK DSA-—HRERIFERS

6) MR DLP % iAol 2l DLP BR % im A% 8804, 8904, 1558 i1

3.2.2 TR

FE: DLP FEREARS M 25, —FhE2H dtool TEARhLEE, F—HEA msi RIEBITFE
ERE
XE RN dtool TEAKRMZ2E

1. FEMDLP ZERPimMREREFEENXH (EED
fREdrwEa, ¥BLITHEFE: DSA-5.5.1263\system32\dgagent
%2 dsa. pro XX, FIEEARITH

1 1ink_ip=i& 4 DLP BR %5k A4 |P tft
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tﬂ dsa.pro - iS& 108 P 3 ' BN AV )]

P #wEE FIQ EEN EEH

link ip = 192,168, 1. 111
link port = 3904
max_queue_kbyvtes = 100000
usa_name_vad_on = true

FE: BUMBERT, DSARER, BEBRREREFXHX, REdHE, REIMER. WERERE
™, EEMINTRE (REBURIED:
hide_me = no

MR REE #R0) =N EEH)

link ip = 192, 168.1.111

link port = B4nd

max_queue_kbytes = 100000

usa_name_vad_on = true

hldE=me - = no |
RTEFEXH

2. MERERAFINMKSEEEFEERUR.

3. % Windows Vista By Win7 #{ERGFH) “HETIRAET” EMERERMR (Kt
3t Vista KUGHIIRIER S

“FIR” — “PRBREF" — ‘MM — “HSIRTE , AR ‘HSERRT — B

%7 — “BR —aik UEEBRENEIT.
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Securty Detais
Fort Layout

Shortout Optrons

=g Advanced Proseatica =)
[

Command Prompt |

‘S_Elj Choose the advanced properties you want for this shortout.

Target type Apphcation

T Joc stem32

Target location. system32 7] Run as administrator 3

Target «SystemRoot %\system3Z\cmd exe This option allows you to run ths shortcuf
administrator, whie protecting your comp
unauthorized activity,

Stat in %HOMEDRIVE%%XHOMEPATHY

Shorcut key one

Run Nomal window Y

Comment Pedonns text-based (command-ine) functions

Open Fle Location Change lcon Advanced

4 WERE “H%

R4

ERf ) 2R UEERRNEIT (R85 Vista RELUGHERE

-

EEIEEE

m

C:sUsersxiaotang>

5. {£F dtool TEFFi5ZaE
1) BB ZBIMENLTF dsa. pro FIREFZF X HRIEN T Pin A,

& DSA-5_5. 1263

B FEFUEIE

2) FIFLRTH

3) ¥% dtool. exe HEANMSIRTEHOH,

ﬁu.ninstaller. exe
Eupdater. exe

-28-
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dtool.exe [-i|-u] [-cpara=value] [-ppwd] [-n] [-sb] [-s] [-q] [-dx] [-fx]
[-v] [Host]

ERERAE:

dtool.exe - i ———Z23E DSA

dtool.exe -u ———iEZk DSA

dtool.exe —i - sb ———R4 DSA, HZFR SR THIERRMT %
dtool.exe - i -n — R DSA, HEMAERIRERAR

dtool.exe - i -s -d10 —&ZE DSA, H 10 HHEBERIEERSL

dtool.exe -1 -p123 ——R4 DSA, FIREEFHZRIN 123
THAEFEERAE:

dtool.exe - i -sb —2 % DSA, HEFREEX TEUERR %
dtool.exe -1 -sb -p123 ——R% DSA, HZHFLEEXNTEIERME, FiRE

ENEZERLA 123 (FREAULEEN)

4) {£F dtool.exe - i - sbiH{TRIE,
FE: RERUIE, SEUNTEERER, HFSRERIOWEERIRIERR

C:~JDocuments and Settings wmac_tang>'"C: Documents and Settings\mac_tang\%ﬁﬂj\ﬂﬁﬂ—
5.5.1263~D8A-5.5.1263~dtool.exe" —i —sh

Info: reboot machine localhost success?

Info: install <{localhost) success.

C:“Documents and Settings“mac_tang>

a]

o FERENMEEH. FHRTFREEEETRT

8 T, #EEHE. REFHEEEEE.
%M%Eﬁ MAC-COMPUTER \mac_tang $05
BCHlEE 0 00:00:14

HE

Shutdown Initiated by Trend Microe

Data Loss Prewvention Endpeoint.

IR MRFELEFRAER, ALETHAGLSRTH, WA: shutdown -a BURER
BRABRIERFERR, A XEMEIDLP B web iZHIE L, FENFASHI.

5) ERTHRIERGE, DSA BRiHRIETLE.
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3.3 223 TMDLPNM 2.0 (HJ3%)

3¥=: Trendmicro Data Loss Prevention Network Monitor (TMDLPNM) E—3xfAiH M %&5E
BOBHIRII 0, SERMME.
L AIESE.

3.3.1 ZARHTHITHE &

1) 3REX TMDLPNM2. 0 B ZE32/F, FZIFE A DVD &
s¥=: HHEJ TMDLPNM2. 0 kg7 2 DLPMN-2. 0-1135

2) F&7 TMDLPNM2. 0 X PimIE M A KB EE K.
= &0 (TMDLPNM RZZEK)

3) TMDLPNM iR P MEEEO, SEARAEEXRI LEEREGO
EREF%: TMDLPNM FEZ/DEIZE 2 IRMZ, —REEO, —iREGEED (TUZS)
1) FTEARAPZENLHEERIERES O, EN TMDLPNM By EEE O

2) HE—AATLLS DLP fR %% imiB{5RY IP, FFi%E$E TMDLPNM RIEIEO .

DLP Network Monitor appliance back panel

Serial port | VGA port USB port

Data ports AC power slots

Reserved Data ports Management port

3.3.2 ZHEHEE

LIHIES DLP BRSFImZENL, XIAREEER,

3.3.3 ZR R IR E

1. 4% TMDLPNM ;¥ # %! DLP BR55i £
JE=: TMDLPNM ;B HEmpisdla, ETE M3 DLP RFinicH 8aETHHEE., HETA,
HIRIT EEE 7 DLP BRS i E5EAK -
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£ root Mc-=% 3% TMDLPNM BY | inux %
HiXclish

tmdlpnm login: root
FPaszword:
[rootPtmdlpnm " 1#f clish

3o b JoE- 3o o b JoE- o oE b BoE 3o JoE b -JoE o E E -BoE JeEJeE b -JoE - E BE BoE JeEJeE JeE oE-E oEE-BE3eE JoE b b -E E EBEJeE3eE b BoE-E E BE-BESE-JeE Db E-E-BE BE-BEBE

Trend Micro Data Loss Prevention Network Monitor 2.8

WARNING: Authorized ficcess Only

3E-JoE- 6 3oE JoE 20 -BE b3 JoE- 6 3o 3oE JoE 206 -JoE JoE-JoE BE -3 3oE JE 0E -6 oE-E BE -3 3oE-JE BE 6 - EBE B 3E-3E E 6 - EBE-BE-3E-3E E 36 - E BE-BE3E-3E b 6 -BEE-BEBE

lelcome to DLPHNM CLI. it is Sun Dec 26 15:35:23 C3T Z818
>

I\ enable FHENFFRAER,

*» enahble

Entering privileged mode...
i

i\ configure dglink IP
EE: AAY IP HblibJh DLP ARS5i%AY IP bt

## configure

dglink dns gateway hostname interface
max_file_size password

# configure dglink

s

ip IP address AAA.BBB.CCC.DDD where each part iz in the range B-255

# configure dglink 192.1608.1.111_

GEMAINE, S ITHAYER:
lk to create fpga pattern : stmp/fpga.tcp.ptn.raw

lk to create fpga pattern : tmp/fpga.udp.ptn.raw

FTFF DLP AR %5 1) web #5550 1E, R online tRZS
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f®) IREND. Data Loss Prevention
Agent Management 8 Help
Summary
T Agent Management allows the user to browse and edit agents or groups.
* Reports Agents Group
+ Logs
+ Update ‘QyFilter [ Delate 1202 M4 00 3 v g1t
_ I Agents IF Address Status Folicy Status Fingerprints Agent Last Modified
+ Server Configuration LE e
+ Agent Configuration [ ™ WAC-COMPUTER 192.168.1.5 Disconnected ¢ IN/A 0 5.5.1263 12/26/10 3:10:34 ...
Crawler Management # tmdlpnm.mac.com 192.168.1.104 Online & A 0 2.0.1135 12/26/10 3:40:50 ..
Data Management = —
Filt alate _
Agent Management » QFteer a 1-20f2 MA o0 1 7 g 1MH
Password
+ Management Console 10 per page

LDAP
Product License

2. MINHERS, H5E TMDLPNM

¥TH DLP HY Web #2#| &——Administration—Product License

172 DLP Network Monitor i

Product License

HITEGE

® Endpoint Agent o Network Agent

& Help

Use this page to view a list of all DLP Endpoint and Network Monitor licenses,

| License Information

Product Mame IP Address{Host Product Wersion License Status

DLP Endpoint 127.0.0.1{localhost) DSC-5.5-1294 QActi\tated

Expiration Date

!:)LF‘ Metwork Monitor 172.16.4.242(TMDLP... 2.0.1135

[l not Activated

Mot Available |

Product License

£ Help

Product License = License Details

8 The product has not been activated. View renewal instructions

Enter a new code

Trend Micro'™ Data Loss Prevention Network Monitor

Product: Trend Micro ™ Data Loss Prevention Metwark Monitor (2.0.1135)
Wersion: M

Activation code: AR

Seats: M

Status: Mot Activated

Maintenance expiration: AL

I%Zlﬁu iTE’J'{le’\

Product License

£ Help

Use this page to view a list of all DLP Endpoint and Metwork Monitor licenses,

License Information

Product Marme 1P Ac{dress\(HDst Product WYersion License Status

DLP Endpoint 127.0.0.1(localhost) DSC-5.5-1294 OActiuated
DLP Metwork Monitor 172.16.4.242(TMDLP... 2.0.1133 OActiuated

3. B BRI KRN

T2 Bfi\ DLP Network Monitor FAi#&m X BYSTHH 20MB

Expiration Date

NN
R

BERERTRIEHEOME, BRAIZEESFME TMDLPNM B~ fA1ERE !

WMEEL, AL T RE:
i\ enable FHFNFIER,
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Entering privileged mode...
i

i\ configure max_file _size 30000000

(A F19)

3.4 QAT A B A AR R R

3.4.1 DLP 5.5 R4

1. BEEZEAUSTHIEH &
FTFAX: http://ip:8443/dsc

2. WEREBALLSSHIZEEX

3.42DLP55 & Pu

1. MEREDAERFiIRE, BH7EDLP RFZiHLER
¥TFF Web 35#] &—Summary—Violation T1E—Agent Status Ir%&F

Agent Status
Status

Online

Endpoint Agent

1

Network Agent

1

f®) IREND. . Data Loss Prevention

Logged on as: (& admin

Agent Management 8 Help
Summary
+ Data Protection Agent Management allows the user to browse and edit agents or groups.
gaianos Agents .| Group
+ Logs
+ Update Qfiter [ Delete 1-20f2 M4 page 1 <~ of 1P M
k Agents 1P Address Status Policy Status Fingerprints Version ~ Agent Version Last Modified
+ Server Configuration
+ Agent Configuration = MAC-COMP... 192.168.1.5 Online & N/A 0 5.5.1263 12/26/10 4:15:1...|
Crawler Management &tmdlgnr‘n.... 192.168.1.104 Online Y N/A 0 2.0.1135 12/26/10 3:40:5...

Data Management

Password

+ Management Console

aﬁ\ter [ Delete

1-20f2 M4 page 1 =~ of1PM

10 perpage ~

LDAP
Product License

-33-
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(Y | mrmwmazees

BH

Bym st & B R4 DLP5.5

2. HMEDSAEFImEEHS DLP fff
HAZ iR ST, HiN netstat -ano|findstr 8904
EEERFEUTET

st C:\WINDOWS\system32\cad. exe

Microsoft Windows HP [H'F’_-T-_ L.1.26881
<> HRIYERA 1985-2001 Microsoft Corp.

G:“Documents and Settings“mac_tang*netstat —anoifindstr 8704
TCP 192 _.168.41.5:1825 192.168.1.111:8984 ESTABLISHED 1816

IC:“Documents and Settings‘mac_tangl

3. BEPRimfEFBERERALUAME

FIE—iztT—4i N c: \windows\system32\dgagent\

FE: mE—1 \7 AERIE, BT DSA BIARERF AR, It A—FTHIZEFERA
& ?'_m/}_'é’ii P EEEER .

= 1HEEAERE. ik, E%E‘E Internet EriFREE
T & hindme BT

T @)

| [ @)

]

4, BEEFEREE ShowMsg. exe HIETFE

TR WWHPEARE DSA EHTE, MEBMHETEZEHE. APRMEFEI kil Li#iE, DSA
e A UE® T1E.

DSA Ry EHIZ AR EIHE, EREER[BELEER.
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B Yindows L5 =HE _||E|[$_(
TEE ERQ SEW W e N

mRER | EE | | BA | RP

B {8 S RFP& “_‘
alg exe LOCAL SERVIC
cmd. exe mac_tang
conime. exe mac_tang
CEYEE. eXe SYSTEM

ctfmon. exe mac_tang
explorer. exe mac_tang
l=zass. exe SYSTEM
ServlCes. exe STYSTEM
ShowM=gz. exe mac_tang

SMES. eXe SYSTEM
spoolsw. exe SYSTEM
svchost. exe SYSTEM
svchost. exe HET®ORE SERW
svchost. exe SYSTEM
svchost. exe HET®ORE SERW
svchost. exe LOCAL, SERVIC
svchost. exe LOCAL SERVIC ™
£ | b

[ 2 rera R Pasiz ) SIS (£)

HIES a0 CPU M - 100% 1237 ELT . 1560 [/ Z526M

3.4.3 TMDLPNM2.0

1. &% TMDLPNM Agent REf5, =& TEDLP fR%inm ERR
¥TFF Web #5=5#] &—Summary—Violation Tl E—Agent Status Fr&

Agent Status

Status Endpoint Agent Network Agent

Online 1 1
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f®) IREND . Data Loss Prevention

Summary

Logged on as: (& admin

Agent Management

€ e

+ Data Protection

+ Reports

+ Logs

Agents Group

Agent Management allows the user to browse and edit agents or groups.

+ Update

+ Server Configuration

+ Agent Configuration

o ™ mac-comp...

EF\\tEr {7 Delete

O Agents

1P Address

192.168.1.5

Status

Online

Policy Status

& nya

Agent Version

1-20f2 Mdpage 1 ~ ofib M

Last Modified

12/26/10 4:15:1...

Crawler Management

Data Management

© €f tmdipnm.... 192.168.1.104

Online

& nya

12/26/10 4:52:3...

Agent Management

EFMtsr {7 Delete

M4page 1 ~ of 10

Password

+ Management Console

10 perpage

LDAP

Product License

2,

KEREA =R

EEIMTEHE:

#1T. /toe. sh
Sun Dec 26 16:55:53

[STATISTICS]

cd /opt/TrendMicro/ndIp/platform/QA_TOOLS/

3yn_conntrack:
conntrack count:

nr_pkscan_ tx:
nr_btscan tx:

nr_fpga_err:

nr_btscan_ err:

free_lowmem:

nr_packet bytea:

nr_pk bytes:
nr_bt bytes:
nr_tr bytea:
nr_pages:
nr_sb drop:
nr_tr_drop:

nr_result_wy:
nr_result_wn:

nr_result more:

nr_both_wvn:

nr_timeocut hole:

nr_gplit:
nr_nonsplit:

nr_flow_packets:

nr_flow fifo:

nr_flow_pkacan:
nr_flow _btscan:

nr_in conn:

nr not & 3yn:

nr_corrupt:
nr_redirect:
owverloading:

0 0 (1:0 f£3:0 £:0 4:

SYN_SENT:
SYN_RECWV:
ESTABLISHED:
FIN WAIT:
CLOSE_WAIT:
LAST RACH:
TIME WAIT:
CLOSE:

%]

=
L]

[TCE_STATE]

C5T 2010
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BH

Bym st & B R4 DLP5.5

4 DLP M EKEE

4.1 DLP B3 ¥m ) HE AR E
4.1.1 DLP 7= %

DLP AR 55 im0 TMDLPNM (FJi%) HEE(FRBIEEEMMIE, AR LEEIRES
12 ch B2 25 A
EE: MKRIBEHSEZIEHITIRE

4.1.2 DLP SKI& &

FE: XEAMERREEENE. BRKERATLURIELRERFITIHE
(—) Fingerprints ?HQJH;EH}I
1) =5 Data Protection——Fingerprints

f®) IREND | Data Loss Prevention

‘ Fingerprints Tr
Summary
Data Protectio IUze this page to catalog all files intended for asset fingerprinting,
- Digital Assets ﬂddl@CDpv fiij Delete [E=]Acquire Documents [{schedule Acquisition
Fingerprints 3
Source [Wiew all scheduled acguisitions]
Patterns .
e i lame « Fath Documents Acquired Status
File Attributes [Eaadd ECDD\;‘ fiij Delete [E=]Acquire Documents [{schedule Acquisition
Compliance Templates
CarmnAany Prliries

2) BHAR—: £Z=ARHLREERIUEAEFEE X
v Name: i E—NAF
v" Repository Type: EEIKE AN, @ windows L=, 1HFIEF File
system/Windows Share

vV Path R EEMREZXHR. MEEFEFXHERXR, EAIE include

sub—directories
v FHEmNBIRIRSSENEIRERMKSFZ.
v i Test Connection, WIEEIER, SR Successfully
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Fingerprints

E Help

Fingerprints = adding Fingerprints

Source

Mame:*

Description:

Repository Type:

Host:*

Path:*

User ID:

Password:

e

File system f Windows Share L'

1?2.16.4.230'

Example: serverl.exzample.org or 123,123.123,123

If“?:_l}'!i% I Include sub-

directories

Example: f/documents/sensitive files

|administrat0r I
|...... Test Connectian |

|Suurce connection test successiully, |

3) FRHARZ:

1817 Remote Crawler T Ei#H1TIREUELA

T5: KARNERATEREERPEBERRBEE.
7_ DLP i=#Il& E, T % Remote Crawler T E, ifi8] Administration——Crawler

Management

summary
+ Data Protection
+ Reports
+ Logs
+ Update
+ Server Configuration

+ Agent Configuration

Icrawler Management|

MNata Manansment

Crawler Management @ Help

Crawler Management allows you to scan for confidential data stored on desktops and laptops whether users are connected
or not connected to the company's network, Use this page to manage or deploy the Remote Crawler agent.,

‘GiFitter {f Delete |E§Downl0ad Remote Crawler 1-10f1 M4 page [1 | of1rm

o Host « IP Address Status Crawler version Last Modified

[T mac 172.16.4.230 Connected 5.5.1069 12/29/10 2:45:33 PM CST

‘GFilter fjDelete P3JDownload Remate Crawler 1-10f1 M4 page |1 | of1rm

|QDD per page ¥

v TERENEGFREEIRIE S BUREIERRS R L% (F Windows &)

sl
v #4‘47131:

S|

Eg Micrasaft Office Cisco

, FTH “F8R” —FiBFE[F—Remote Crawler Agent Console
|2 4l

\_3'_5 ninstall Remaote Crawler Agent

k
M) HFEESHMNE »
Ii 'ﬁ'%m (] »

whfy edn Al N —
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v Bih Add, £ Local, FHRMEZERIPHIZE. S Test, aNHIY Connection
test Successful, fg=dF Save IR T1F-

‘-}FE'_'Trend Micro DLP Remote Crawler 10| x|

File Help

The DLP Remate Crawler can scan any of the listed repositaries,

Add Delete

[ Type Path Hosk)Sike Recursive | Principal

liocal g 93k

x
Repositary bype IL::u:aI LI Recursive m
Host/Site |

Path IF:'I,%EI% Browse | :
ser Mame I

Passwiord I

Test result
’7C0nnectiun kest successiul,

Test | Zancel |

v’ %% Fingerprints 1@, 7t Repository Type Hi%#¥ Remote Crawler, NEH
HMERZRIARNE) E R

Fingerprints

&3 Help

Fingerprints = Adding Fingerprints

Source
Mame:* [tzamm|
Description:
#
Repaositary Type: |Remaote Crawler ;l
Host:* IHZI
Path: F\S I (inciudes sub-directories)

4) 35T Save & Acquire HEATARAE I IR IR L.

Save | Save & Acguire | Cancel |

Acquire (R MR LLA A Status TUHI
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aBRE B S B E RS DLP5.5
Fingerprints Trend MicroI™ pLp workflowe? €3 Help
Use this page to catalog all files intended for asset fingerprinting

[Faadd @Cupy [ Delete FslAcguire Documents [flschedule acquisition 1-10f 1 W4 page |TZ| af 1k M
Source [View all scheduled acguisitions]

r Name « Path Documents Acguired Status Histary Last Acquisition

[ fgeszmn FhgEarey 0 |ﬂcquiring(18.03%) |a 1242010 2:54:0...
[Faadd @Cupy ]ﬁDeIete F=|&cquire Documents [fschedule Acquisition

1-1of 1 M4 page |1 'I of 1HH

|QDD per page "I
EE: Acquire HIBT B BUR T AR S5 2RI ER bfﬂI'f'-'FE'JaﬂEo EanEMRZFEH, & DLP RS
IE{T#E Vmware & £, 1H1EFE DS EIEHITIREL.
S L -

5) WEFMILILEL, 1H1EEE Source ff, & Schedule Acquisition

Fingerprints Trend Micro™™ DLp workflowe? €3 Help
Use this page to catalog all files intended for asset fingerprinting

[ErAdd [#lCopy {f Delete [aAcquire Documentsl [fschedula f—\cquisitionl 1-1of 1 M4 page |1 vI of 1M
Source [Wiew all scheduled acguisitions]

I~ MNarme « Path Docurments Acquired Status Histary Last Acquisition
v fedE Fi\g ity 151 Acguired 3 12/209/10 2:55:3...
[Eradd @Copy ﬁDeIete [&oquire Documents [5chedule acquisition 1-1cof 1 W4 page |1 vI af 1+ M

|EDD per page 'I
s\ H- /= Ny . S
HITTIZ Acquire HIIRZE

Scheduling SensitiveDocAcquisitionJobType &4 Help
Scheduling Jobs for [&araT.

Schedule

@ One-time | [fzz52010 2T

© Daily Date: mrm-dd-yy iy

i Weekl :

Y Time: |1E\ vI |DD vI
i Monthly Hh i

™ Acguire fingerprints for all locations defined in the Remote Crawler side
¥ select all file locations

W FhEIurd (nciudes sub-directories)

Save | Cancel |

. S |—: — .

6) Acquire 3RENSEEES, Status £ 7K Acquired

Fingerprints Trend Micro™ DLP Workflowe? & Help

Use this page to catalog all files intended for asset fingerprinting

[Eradd ECDpy ﬁDelete [F&cquire Documents [Tschedule acquisition 1-1c0f 1 WA page |1 vI af 1k M

Source [Wiew all scheduled acguisitions]

v MNarme « Path Docurmnents Acquired Status History Last Acquisition

T e Fiig i 151 Acguired | (3 | 12/29/10 2:55:3 .

[Eradd ECDpy ﬁDelete [F&cquire Documents [Tschedule acquisition 1-1c0f 1 WA page |1 vI af 1k M
|2DD per page vI

. A Y
7) mii History, B Tuﬁﬁlﬂs‘ Acquire BB REKER
TE: HRTEMRREES

B, NeEkXHEEI ), HEIKX.
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‘2010-12-29 14:55:39 - P\ i\ Favorites\cnBeta COM_FMEBESS TS .ur': Empty fingerprints will be extracted from |
the file.

KUTABGAERT DLP BRSSi% Acquire IREUEEMECE, AILURIESFRFE Ki#ITIE
4
EE: BBRREAEBGEITIEN, DLP Acquire ST AMXHBESH ML,

f®) IREND  Data Loss Prevention lepmedan & [ ]
‘ Administration - Fingerprint Settings @ Help
Sumrnary
+ Data Protection Fingerprint Settings
+ Reports Minimu file size:* |52 Bytes «| i)
+ Logs Maximum text file size:+ |E| MR -| L
* Update Maximum binary file size: * |32 MB - 3
“ Maximurm archive file size:* |32 Me x|
- Server Configuration
Fingerprint Settings  # Maximum repository size to download to agent: |3nn ME ~| &

Application Settings

+ Agant Configuration Fingerprint Decompression Control Settings for Acquisition

Crawler Management Trend Micro DLP will not process if the decompressed file size exceeds:+ |128 |MB -]
Data Management Trend Micro DLP will not process if the total number of embedded layers in the compressed file exceeds: |10 'I layer(s)
Agent Management Trend Micro DLP will not process if the total decompressed file number exceeds: * |2E|E|El (1-2000)
Passward
+ Management Console Save
LDAP

Product License

(Z) Patterni®TE

Pattern IRERETIENRIZNXTEM . £ DLP AILUARN —LiEMEHIE 1D, RITF
S, REFU. BESHFHRRERIMNM. KABLRE—LEFE, EXAIES
BESMERAARHAITIRE, —MRENAERLEIIEE.

fEDLP5.5 g1, MR ESE, A[LLA%E China National 1D, BI&#ESHL.

f¥) IREND  Data Loss Prevention Loggedon asi Gadmin 4
‘ Patterns Trend MicroT Do workfiowe: € Help
Summary
Data Protectio Use this page to create patterns.
- Digital Assets
- [Faadd @Copy {ij Delete 1-38 0f 38 M4 page [1 vI af 1+ M
Fingerprints
p| [Eoterns - : o
TrEp— - Marme Description Pattern Last Modifie
File Attributes [T ABA Routing Mumber B4 Routing Mumber [~4d]{[0123678\d{8})[\d] 11/12/10 2:41:19 A
Compliance Templates [T American Name American people's name [~ ]([2-Z][a-2]{ 1,12 }(\s7 hs? | [s]lhs([a-.. 11712710 2:41:19 A
Company Policies [T Austria SSN Austria SSN [~4d]{d{ 43[0-31a(0[1-9]| 1[0-2]%a{ 2130, 11/12/10 2:41:19 A,
(DEies) DI AE " CalDlL# /CallD#  CallD [-]{[A-GThe 7 -] 11/12/10 2:41:19 A
Device Control
- e":ze gt I Canadian SocialIn. Canadian Social Insurance N.. [“w-J([1-790d{8}H[1-7hd{2}Ad{ 31 4d.. 11/12/10 2:41:10 4.
+ Reports
e |~ china wational ib china National 1D [ydl-1he{ 17 0|0~ -] 11/12/10 2:41:19 A,
+ Update [T Credit Card Number Credit Card Number [~yd-10d{ 15,16 F {43 Ad{ 4 FAd{4FAd{.. 11/12/10 2:41:19 A,
+ Administration [” Danish Personal ID  Danish Persanal ID [~yd-Jif0[1-9]|[12]\d|3[01]}0[1-9]|1[0-2].. 11/12/10 2:41:19 A

(2) XBFRE

1) S Data Protection—— Digital Assets—— Keywords, Fi&l& 5 Add
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f®, IREND. . Data Loss Prevention

Logged on as: Gadmin G|

Keywords
Sumrary

Trend MicroT™ bl e workflnwe? € Help

- Digital Assets

Keywaords establish categories and boundaries of sensitive information to filker from your files,

|Add |Cupy i Delete

Keywords
r

[T Adult Keywords

Fingerprints

Patterns

Keyviords| »
File Attributes

Name «

WEAFRAT

Name 1% %€ Itt 5% # IU 1 & FIR
Condition:i%&#¥ Match any Sub—keywords
1%£$#¥ Add/update Sub—keywords

WMEZEX/NEHUE, 1HHIE Case Sensitive
S Add, (ATULEIREARME PN REE)
BiERE

CAURRR

Keyword

Description

1-19 of 19 14 pagell | of 1k ¥

Last Modified

11/12/10 2:41:19 AM CST

7£ Sub—Keyword Fl|Zk 1, Name I ANEZRIPH) “keyword”

& Help

Keyword » Adding Keyword

RIS

& addfupdate sub-keywords
Sub-keyword

C Import sub-keywards FIEIFI

Mame: | " case Sensitive

Description:

Add I Update |

Sub-keywords list

Keywords
Marme [rEFidie
Description:
P
Condition: |Match any sub-keywords d|

i Delete

i MName ~ Description Case Sensitive
[T test Case Insensitive

i Delete

1-10f 1 M4 page |1 'I of 1r M
Last Modified Time

1-1o0f 1 M4 page |1 'I of 1x M

|EDD per page vI

Save | Cancel |

(m XHERERE

iEE: True file Attributes IR
X A3 ILAY 300 Z RINCIFALEL.

i DLP iR 5|

1)

AERXHLEE N,

-42-
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| KRR, BIEE Y BR & LRI R, DLP {KIART LLE & A IR A FAsam) .
S Data Protection—— Digital Assets——File Attributes, Hi&

R Add


https://172.16.4.241:8443/dsc/pages/dataProtection/compliance/preListComplianceTemplate.do

AEBANEREEX

P s BB RS DLP5.5
f®) IREND.  Data Loss Prevention

Logged on as: & admin \3I

File Attributes Trend Micro™ pLe workflow o € Help
summary ——
Data Protectio With File Attributes, you can block certain files from users that meet the criteria you have established.
- Digital As=ets
J = [Eaadd |E|Cupy {ii Delete 1-20f2 M4 page [1 =] of 1pm
Fingerprints = -
BEEETE File Attributes : _
Keywords ml Name = Description Last Modified
File Attributes ¥ | [T Mac File Attribute Mac File Attribute 11/24/10 9:33: 16 AM CST
Compliance Templates M SiEEH 12/20/10 5:22:20 PM CST
Company Palicies [EAdd [#|Copy {f Delete 1-20f2 HMdpage [1 | of1rm
Data Discovery
Device Contral [200 per page |

2) WEHZEWNT:
Name: A% & 0I 2& FR
v OIES M RBEE], 15AIEFile type, ST Edit

v OISR SR MEH], IEAEFile Size, FHFEHIFIRTEX/NEIF, SEE: Bytes.
KB. MB. GB
File Attributes

File &ttributes = Adding File attributes

File Attribute Information

Marme:* [Mac 3]

Description:

File Attributes
¥ File type: Edit

™ File size: From | [eytas =] To | [Bytes ~|

3) Hik#EFile type /7, M TINEALURIEERRFREITIRE -
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File Attributes

File Attributes = Adding File Attributes

-

L N I N A R B B R

Select: |Selected types d|

Executable =

" Document =

Image Document -

Graphic Docurnent «

Multimedia «

Encapsulation Format «

Database Document -

Spreadshest Document «

Presentation Document «

Desktop Publishing -

General Purpose Document -
Cbfuscated File (Encrypted File) -

Cthers =

JEE: File Type HAUENI ZE M E NN XHLEMARRGHE T XHT BR, T —%EHF
BRFER—EE, thanfER CHEEFRARET BaA. c XY, XX HESETRAEA. txt
M.oini —#, FTETEIXHRE, FTLIATLAE Others HRMN, sE A LUER keywords #1T
]E.

7£ Keywords FHIIZZE,

Trend Micro™ pLP worldlowe? € Help

Protectio keywords establish categories and boundaries of sensitive information to filcer from your files,

Description

1-19 a0f 19 M4 page |1 VI of 1+ H

Last Modified
11/12/10 2:41:19 &AM CST
11/12/10 2:41:19 &M CST
11/12/10 2:41:19 &M CST

11/12/10 2:41:19 &M CST
11/12/10 2:41:19 &M CST

11/12/10 2:41:19 &M CST
11/12/10 2:41:19 &M CST
11/12/10 2:41:19 &M CST

‘ Keywords
summary
[)ata
- Digital Assets Fadd CDD\‘ ﬁ Delets
Fingerprints
Patterns Kevionds
Keywords 3 r it <
File Attributes [T Adult Keywords
Compliance Templates [© american-Hame-Keywordl
Company Policies [~ american-Mame-Keyword2
L aalbiscone iy [~ Cand C++ Source Code
Device Control
[” Cé# Source Code
+ Reports
[" COBOL-Source-Code
+ Logs
Sy [ Common Medical Terms
+ Administration [~ HCEA {CMSI 1500 Form
" Jawa Source Code

11/12/10 2:41:19 &M CST
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4.1.3 DLP SRB&EE

(=) BIESMER
1. SiF Data Protection—— Compliance Templates, Fi&l & Add

f¥)IREND.  Data Loss Prevention Loggedon asi Gadmin L
‘ Compliance Templates Trend MicroT™™ DLP Workflowe? €3 Help
Summary
5 Protectio Compliance Templates are used in creating boundaries and setting limitations for creating policy, You can also import
Ittt stringent compliance requirements to comply with corporate governance and data privacy reguirements.,
- Digital Assets
Fingerarints lEAddl [#|Copy [ Delete Falmport [5Export 1-50f 5 M4 page |]_ ~| gf1pm
Patterns 'l Hame = Fingerprints Patterns  Keywords File Attributes Modified
Koyl I Gle& 0 26 13 0 11/12/10 2:41:19 AM CST
File Attributes
= T HIPAA a 48 30 a 11/12/10 2:41:19 AM CST
Compliance Templatesjil
e LRSS m peLpss a = 3 a 11/12/10 2:41:19 &M C5T
Company Policies ——
Data Discovery I sB-1336 a 12 & a 11/12/10 2:41:19 AM CST
Device Control [ uspn 1} 34 15 i} 11/12/10 2:41:19 AM CST
+ Reports [Eadd [3]Copy {f Delete Fallmport [Export 1-50f5 W4 page [1 v] of 1rm
+ Logs
|200 per page 'I
+ Update

+ Administration
"

2. ®REANMT:

v' Name: INEIRZFR

v WERMZBIIRENAIIES, £ Fingerprints, FiZ#E High-Level Match
Match Rule Building Block

| | [Fingerprints | [fs@sm | [High-level Match =]

UIFE A IN 2 BT W8 OB, 1+ Keywords
Match Rule Building Block

| x| [keywords x| |MackKeyword hd

WA N W 5E (1) File Attributes, 4% File Attributes
Match Rule Building Block (Rule Mumber 3

| x| [File attributes *| [Mac File Attribute =]

v AILAERERINS A, AT LRI A 2R .
EE: 1BRX 4% 0R 5 And LUK Except BY[X 5]

Match Rules

1 [ =l 48R (High-level Match)

2 [or x| MacKeyword

3 ICJr_Zl Mac File Attribute

E=N=

(=) BIKRBREEES
1. B Data Protection——Company Polices, i85 3 Add
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AEBRMEREER

BESNE E RS DLP55

@I‘.‘E'}.‘E’- . Data Loss Prevention

Company Policies List Trend Micro™ Lo Workflowt] [ e
Summary
Data Protection Use the Company Policies page to creats across-the-board company rules =nd criteria that the company files should meat.
+ Digital Assets
Compliance Templates QF'Iter [Eadd Cuw ﬁDEIEte 0-00f0 M4 page 1 ~ of1bH
: i
m 1 |1 Name Type Action Order « Modified Status Deployment Status
Data Discovery
Device Control QFiter [EEAdd [B]Copy {ff Delete 0-0of0 MApage I = of 1FH
+ Reports
P s 200 per page
+ Update
+ Administration

2. mif Add [, i%#F Endpoint Agent Policy
F=: Network Agent Policy =%+ TMDLPNM =5, Lt4bM%ERE Endpoint Agent Policy

Add Cup!_.r ﬁDelete

amgEndpoint Agent Policy
MNetwork Agent Policy

3. “Policy Name” HINIZEERIBZFR, “Target” AT FZEN AL EKERHY
Agent B i, ®ETLEE, Sif Next
WL BAMARNEEZERH, 973=2:

Groups/Endpoints = -—— EFoAdh g Pim (ATULFEI45HE)

Domains/Endpoints ~  —-——— #F Domains/Endpoints FBIEE Fim ({40 Workgroup)
LDAP/Users = ————— T LDAP H AR EERE P

All Targets ~ —— FiE & Fim

Policy: Add Policy (2 T

Policy List = (New Pelicy)

* Step 1: Target Step 2 Step 3 Step 4

Identify your target for this policy.

Template

I'@' Policy Name: test policy I

_ Copy from an existing policy: | -- select --

Target

Select by] Groups/Endpoints -
Groups/Endpoints ‘-3—1 Selected:
Domains/Endpaints
LDAP/Users From

=[] Sl all Targets

TANG-XP I

FL JTANG-X

Add ==

Remove <<

Exception

4. & Channels 1, £FLEER, BIFTA DLP X #%H) Channels
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Check to prevent users from accessing sensitive information with the following:

Channels

ActiveSync filter
CO/DVD
Clipboard

Email *

Removable Storage (FileWrite) *

FTP

HTTP

HTTPS

Instant Messengers ¥
V] pze ~

BGP Encryption
Printar

¥
V] web uail v

J)”.Ei A A BRI P ERZBRE

I8 BEAEMMHERA:
A LU IR RE

a) “Emai |”E B,

BEZE. AZE. WNEIHF (Bondary)
2HEE,

A& (OU{EE) :/0=Trend/OU=USA, /0=Trend/OU=CHINA (iZE4FE)

Exchange Client Email
Lotus Notes Email

SMTE Email

Approved domain names

Separate multiple demain names with 2 comma. (Example: /O=Trend/OU=USA,/O=Trend/OU=CHINA]

-

Blocked domain names

Separate multiple domain names with @ comma. (Example: /O=Trend/OU=USA,/O=Trend/OU=CHINA)

-

b) USB 7Ffi& g & 5151
i N#&3X: vendor Name 1-model-Serial ID

Removable Storage (FileWrite) ¥

Approved USB Devices

Separate multiple USBEs with a comma. Asterisk (¥) is supported.
Format: vendor Name i-model-Serial 1D, Vendor Name 2-model-Serial ID
Example: ZTE-6025-3010110067030310,GENERIC-8012-* GENERIC-*-% *-*.%

INERER: an{RI3RENES USB B9 ID /S ?

Fi%: ¥TFF Data Protection—-Device Control—-1

f®) TREND. | Data Loss Prevention

BRI E Agent

Summary

Data Protection

+ Digital Assets

Device Control

8H=Ip

Device control allows you to limit spacific user accass to spacific devicas and network sharad foldars.

Compliance Templates

Company Policies

Data Discovery

+ Reports

+ Logs

+ Update

+ Administration

Endpoints Groups
gy Filk=r 1-30f3 M4 page 1 w of1bH
Endpoints = IP Address Disabled Devices Domain Last Modified
JASON ZHOU-PC 10.28.132.63 WORKGROUP
[ MAC-XP 10.28.132.21 WORKGROUP
TANG-XP I 10.28.132.19 WORKGROUP

ﬁFilter

1-30f2 M4 page 1 v of 1P M

200 per page v
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5 JF Remove disk Drives, T %k Download Auto—detect Assistance TE

Davices [[] select Al

Select the devices to restrict the user from accessing.

[C] co/ovo [] 1EEE 1354 Bus host controllers [] mModems
[ ports (com & LPT) [ 1maging devices [ pcmcia adapters
I:‘ Floppy disk controllers D Infrared devices I:‘ Print Screen Key

I:‘ Removable disk drives =

EXCEDtiDﬂ List ' Download Auto-detect Assistance

Vendaor Maodel Senal ID

THREREH/LELFZARITER U ZEM LEET, SEHEE-IRE, BUTERIEE, fiW:

WHMEE (RT FE/UE

THEA AR Uil it B S Fs
. . SanDisk Cruzer
HIAOTANG-FC ¥laotang-FChxiaotang UsB Caloret TSE Device SANDISK 5170 087701 8AF4Z845D

c) SMB M iE=E

HIAIER.: IP addresses, hostnames, FQDN, and IP address ranges GES4#'F&E.)

Approved IP ranges/hosts

Separate multiple IP addresses, hostnames, FQON, and IP address ranges with 2 comma. (Example: 132.168.2.1/10)
Blocked IP ranges/hosts

Separate multiple IP addresses, hostnames, FQON, and IP address ranges with 2 comma. (Example: 132.168.2.1/10)

5. EFEZATECERIRERIRA, FFE YL AIE Enable Data Stealing Malware detection

This is your "IF" statement. Select the compliance templates for this policy.

Condition

[ Import Predefined Template(s) ]

GLBA
HIPAA
PCI-DSS
SB-1386

[Hold down the Control Key [(CTRL) to select multiple items.]

W;Enable Data Stealing Malware detection

6. IRTE M LA RN FRALIRETE, BRUEFWN T ERR
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Specify the online and offline actions for this policy.

Network Boundary

Cnline Agents '\3'| Offline Agents '\3'|
@ Local Area Network (recommended) 'EJ @ Local Area Network '\’J
) Local Machine (strict filtering) '\’/J @ Local Machine ({recommended) '\’J

System Action When Online

Restricticns: Actions to take:
© Pass Log
@ Block Client side alerting

Customizable message URL: RE#. EERTLTASSREE
Server side alerting
Forensic data capturing
Promipt user to enter justification whan blockead

Encrypt (USE devices only)

Prompt user to enter justification

System Action When Offline Same as Online Action
Restrictions: Actions to take:
Pass Leg
@ Block Client side alerting

Customizable message URL:

Server side alerting

Forensic data capturing

Prompt user to enter justification when blocked
Encrypt (USE devices only)

Promipt user to enter justification

EPSELER

a)

b)

Online #0 Offline

Online Agent: S5HRSF5iRIEEIBENE Pis

Offiline Agent: 5RRSum i iERERIE Pin

Local Area Network #A Local Machine

Local Area Network:DLP Ri&ill LAN BUE R, AT BIEM LAN Z B 85 2155

FHITHM ., GES Online)

c)

d)

e)

Local Machine: DLP §t+3FH A # AR GRS S ERFH TN GEE 0ffline)

DLP 4AfAl [X 43 LAN?

%: DLP Bait&MFAB tuht B5 -

A: 10.0.0.0710. 255. 255. 255

B:172.16.0.07172. 31. 255. 255

C:192.168.0.07192. 168. 255. 255

Client Side alerting A Server Side alerting (ZiXERAIEL)

Z]3& Client Side alerting, HEAAKREZE!, &FimiGs LR 4E. DLP5. 5 AILIBENX S
EREEHEEAR

7)1k Server Side alerting, ZLfhA&SREERT, WEZMHIEH
Prompt user to enter justification

LA KRR, SHHERTMAANTEXHREENSEH, SAPMAGHBARFEXER
ffiZH%. EERAWATLITE DLP 1=#) &Y Log REAZI L5 H.

ATHEFER, LEHEA 0 WABXEENXGELABEEMARHSZH, BAEPEHS
g3

& Administration—Agent Configuration——Agent Setting HA] LUE M EXIART(E]
Forensic Data Capture (AEEINAIE)

DLP % P 2 #0021 1% /2 SRS R SR AT, S RIRT &9tk 304 £ % 2 DLP AR 5w E -

Y

mf

SIE R, TRMLLTIEE

pi|
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REWUERALLINRE, B AT % /3, KA <20 DLP RS 251HREF & A LAN B9 £ -
f) Encrpty #A Prompt user to enter justification
Ltk IHBE{Y & Channel| EAJH 1 1% 3% Removable Storage (FileWrite) RfHZL

7. ECESTEES T Save HITIRTF

8. GJIESEME, =5 Deploy Now EREHEREEIZ Pk,
BEEIEER: Policies have been deployed

FE: ETERMERER, A SHEINREE 1 XK. ZELFRT, “Policies have been
deployed”ER WA SE 1 HHEEXETR

Company Policies List Trend Micro™ DLE WorkflowtT B Help

Use the Company Policies page to create across-the-board company rules and criteria that the company files should meet.

{gFitter [FaAdd [B]Copy [ Delete 1-40f4 Hipage 1 = of LM
7] Name Type Action Order = Modified Status Deployment Status

[l Macfe#iph... Network  Log/Serversideal.. 1 ¥ *12/29/10 11:36:13 ... Deployed

[] Macz{Hyr... Endpoint o©Online: Log/Client... 2 ¥ ‘12/29/10 11:36:13 ... Deployed

[[] Mac%$#=... Endpoint Online: Log/Client... 3 ¥ ‘12/29/10 11:36:13 ... Deployed

[] MacEEEWH Endpoint Online: Log/Client... 4 ¥ *12/29/10 11:36:13 ... Deployed

aFilter ﬁdd ECGD}’ aDelete 1-40f4 M4 page 1 + of 1M M

200 per page w

Deploy Now | Policies have been deployed. |

9. EPimIuiE
FERRIRE P13 onl ine FHEINE] DLP FRSHAEB TR . BREBE, DLP FEH
25

Security alert! E'

The data you are sending or copying cortains sensitive information.

You have 1 meszage(z).

| | Time |Me55age |Lir|.k

E 234617 File transfer: EXAEx2010.ppt prohi... MR T Mac XS |

£ >

Powered by Trend Micra, Inc. Al rights reserved.

Dismizs
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Nt B2k Offline RN, 81T channe | fEIXEIEIE SRS, AT DSA A4&M ? T Online

130T DSA AT AR 2

WNERIERIE P im 2 Production Evironment, MIEZEMINTRE:
¥TFF DLP #=#l| &——Update———Agents——Product Environment
4% Fingerprints TUHE, %4Ji& Auto-Update (REZ!)

M Deploy, dJLH#hEXIIE

(] IREND. . Data Loss Prevention

Updates - Production Environment 8 Help
Summary
+ Data Pratection gssi:;;‘s’-‘-‘zar‘g: to rollback patches, delete add-ons, deploy fingerprints, and view data stealing malware patterns in the production
+ Reports
+ Logs Patches Fingerprints
j~Update | Endpoint Agents Endpoint Agents
o Update Status ————— I‘:I:twntrsk Total Update Status ———— Iietwntrsk Total
gen Online Offline gen Cnline Offline gen
Staging Environment
I updated 1 z 1 4 I updated 1 0 1 2
| Production Environment
= = Outdated o 0 o 0 Outdated o 2 o 2
Configuration
+ Administration Total 1 2 1 4 Total 1 2 1 4
Add-ons Patterns
Update Status Online Offline Total Update Status Endpoint Agents Metwork Agents
I updated L z ] I updatad 2 1
Outdated o [} o Outdated 1 o
Total 1 2 3 Total 3 1
Patches Add-ons | Fingerprints I\ Data Stealing Malware Patterns
I )
‘ Available Updates
*
| \Z/Deploy I | Auto—updatel
Name Current Version Deployed Version Update Initiated On Release Date
Fingerprint 3 3 12/29/10 11:25:36 PM CST 12/29/10 11:25:35 PM CST

4.1.4 DLP & &

PR T REEERZE SN, DLP L HFXM & FinITIREEIR.
XFNTIREER:

CD/DVD

IEEE 1394 Bus host controllers

Modems Floppy disk controllers

Ports (COM & LPT) Infrared devices

Imaging devices Print Screen Key

PCMCIA adapters Removable disk drives (3Z3#Fi%EIAIE USB)

: Y 4Ji%k Removable disk drives fg, HFFPIEAN— USB i&&HA+, DLP {5fan TIR1E:

° *"‘JJ:ltl: USB i& &
o HHELE
® DLPRZiHLiIEFEHZE.
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Security alert! EE

The data you are sending or copying containg sensitive information.

“ou have 1 message(s).

| Time |He55age Link
@ 00:00.42 Device[FLASH Drive AU_USBEZ20 USE D.__

Powered by Trend Micro, Inc. &l rights reserved.

Dizmiss
Query [ Hide Query ]
Data Ranga: @ Last7 days
) From Er| 1200 To Er| 1200
Leg Type: ) Policy Deployment @ System Events |
() Security Violations ) Security Audit
| Server Status
‘GyFilter  [aExport G Refresh 1-220f23 M4 page 1 » of 14 H
System Events
ID~v Log Time Severity Description
I 299  12/30/10 12:07:54 AM CST Informational Device[FLASH Drive AU _USB20 USB Device] is disabled! @ T...

4.2 DLP PR im B & E

4.2.1 Data Discovery

DLP RILUR 1343 A DSA B iR PC X Pim, HAMAEMEREFEETEXRK
R
(TIREECA—RATER, WEFEBR, BFREXRFERETIRE)

1. S Data Protection——Data Discovery, i85 Add
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f®) IREND.  Data Loss Prevention Logged an as: @admin 4
‘ Data Discavery Trend Micro™ DLP Warkflowe? 3 Help
Sumrary
Data Protectio Use this page to determine the location of your network's confidential infarmation,

+ Digital Assets |Add|capy fij Delete [PRun [WPause [Wistop [flschedule Scan 0-00f0 M4 page [1 x| of 1k

[wiew all scheduled tasks]

Compliance Templates

__Company Policies

' MNamne « 7Sc:anm_ed High Risk Endpoints Last Run Time Status Report
Device Control [@add [#]Capy fjDelete [FRun MiPause [mstop [flschedule Scan 0-00f0 M4 page [1 x| of 1k
+ Reports
200 per page 'I
+ Logs
+ Update

+ Administration

2. WERBABR, FEEFRERmEP, FRMEEGIHE. SE Next

Data-at-Rest Policy

@ Create a new discovery task: 1S

Copy from an existing task: |-- select one -- ;l

-
|

Target

Select by [Domains/Endpoint x|

| Search | Selected:

From

TAHG-%F | =]

=T @ WORKGROUP
- !JASON FHOU-PC

Remove << | LI

Exception

Add == |
Remove << |

3. IEEFTRERRIRIER, FIREEBYEEZHI C:\, =& Next
FE: BETARFRREEFEREREE, DLP AWMU T X HHE BR:
Windows Share folder (Windows £Z34%)

Removable device (5|40 USB &% . DVDi&#&) .

autoexec. bat ¥

\Gookies\

\Local Setting\

\Application Data\

\Program Files\

\Windows\

\WINNT\
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Select the Compliance Templates

GLBA =]
HIPAA
Mac 9@@?

it

RS [Hold down the Control Key (CTEL) to select multiple items.]

PCI-D55
SB-1386
Us PII

SRR

Root path: |C:Y

Priority: |Norma| vI

Scan Exceptions
Include: | =y
Exclude: | S

4. EFRALIEERE GEIREIEF Log)
B BZIEINAE(ER MOVE #1 Encrypt, UGS KEERPRGRECHSEBNBEFXE,

ul‘]?ﬂ’E%éﬁiﬁo
System Action When Online
= Log
T Other Actions
© Move to security folder: |

o~ Encrypt
System Action When Offline [T Same as Online Action

¥ Log
[T Other Actions
© Move to security folder: |

o Encrypt

5. BEESEER, &= Run ATLASIENIETT, T(& =i Schdule Scan FliZ$3#H

[EaAdd []Copy {fjDelete M@Pause [m]5top |Eﬂ50hedule Scar‘ 1-10f1 M4 page [1 x| of 1rm
[View all scheduled tasks]

v Name « _Sc;mn_e_d High Risk Endpoints Last Run Time Status Report

V| iR 0 0 Mew T

[Eadd [B]Copy [@Delete [PRun [MPause [mistop [fSchedule Scan 1-10f1 M4 page [1 =] of 1rm

|EDD per page vI

4.2.2 Reports IFHER,

1. =i Reports——Generate Reports, fi81 55 Add
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2.

f#)IREND  Data Loss Prevention Logged on as: Gadmin  §
‘ Generate Report Trend MicraT™ 0LP Workflawe? €3 Help
Summary

+ Data Protection

| nepors | TiFilter | [@Add [[#]Copy {f Delete

Archived Reports

Use this page to add and edit all report template definitions.

1-1of 1 14 pagell > of1vm

Generate Reports

5 'l Report Mame ~ Type Last Modified Retain Period Status Effective

+ Logs
+ Update
+ Administration

Adding Reports

[© Mac report Daily 12/7/10 10:07:36 PM C... 30
TiFilter [@Add [#]Copy [ Delets

effective
1-10of 1 M4 page |1 *| of 1em
[200 per page =|

¥ %] Report Enabled [® "] Report Disabled

% E Report Name ZMEREFER
A LUIRE 35K

, I one—time IFTHEMEIKRFT (FR. B8E. §A)

[ Reqwred field) & Help

Report Name

Report Mame;#

Report Title:

© One-time
o Daily

o Weekly
© Manthly

Report By

& all targets

3.

[ Network agent

Il Endpoint Agent

o Specific users

Recurrence Pattern

o Specific endpoints

& all network devices

o Specific devices

Frorm:# |12-29-2010 =

rnrn-dd-yyyy

IlE—BD—ED 10 E

mm-dd-yyyy

KUK AR iRRA B FEMIER
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1.Top Violator Information 3.Executive Summary Information

¥ select all ¥ select all

M Top IF Data Fingerprints by Violation ¥ violation Summary Trend by Channel by 8 weeks

v Top IF Destinations by vialation cphaaiz? bS;eeaI\i:gel\-kflslware Wiolation Summmary Trend by

F Top IT Endpoints by Vialation ¥ violation Distribution

V¥ Top IT Users by Violation -by Palicy

M Top IF Termplates by Wiolation by Channel

W Top IT Policies by violation -by Template

F Tap IT IP Addresses by violation -by Department{only for Endpoint Agents)

v Top IF Erail Addresses by Violation v Top IF Departrment Violations

W Top IT Endpoints infected by Data-stealing Malware W Top IT Folicy Yiolations

v Top IT Data-stealing Malware Destinations v Top IT High Risk Users

M Top IF Email Destinations M Top IF Users Infected by Data Stealing Malware

W Top IT UURL Destinations W Top IT 1Ps Infected by Data Stealing Malware
v Top IT Email Account Wiolations

2. Summary Information 4. Audit Information

¥ Total violations Ower Time - Compliance Audit Report

¥ Total violations by Channel

W Total violations by Data Fingerprint

¥ Total violations by Template Name

4. DLP B9IRFRAIUALIZBMHLAEIEIRR . XIAFERERKBEN . UUREBEFIH
AZFEE.

Time to Keep This Report
ISD Idays 'I

[~ Email This Report

o

Farmat:  © ppF & HTML © EXCEL

Tou* I
Separate multiple addresses with a comma.

Subject:*

ERY, EEZEHITHHBERIEE
(Administration—Server configuration——Application Settings)

f®, IREND. | Data Loss Prevention Tompedlem ee (et ||
‘ Administration - Application Settings a Help
Sumrary
+ Data Protection Server Side Alert Email Notification
+ Reports Email Server Host Name: ferend.mac.com
+ Logs lsername: |tyr_86
+ Update Password: |........................
_. Sender email: |tyr_86@rr|ac.curr|
- Server Configuration
Fingerprint Settings Recipient email: |tyr_86@rnac.c0rn ]
Application Settings| » . . . ’
_ Separate multiple email addresses with a comma.
+ &gent Configuration

B RELTER, MEBMEEHIER, REGRSERK.

5. BREMIFRIIRTRSTE Archived Reports HEIf]. AP M SULEIBBE.
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f®) IREND.  Data Loss Prevention Logged on as: @admin  §
‘ Report Data Trend Micro™™ DLP workflowe? & Help
summary
+ Data Protection Use this page to catalog all the archived report data.
RN | Triter ) Delete "4 —
page | of vH
Archived Reports [
Generate Reparts ™ Report Name « Type Date Days to Save Qutput
+ Logs I Mac_report Daily 12/7/10 10:08:27 PM CST 9 html pdf excel
R I~ Mac report Daily 12/7/10 11:59:07 PM CST g html pdf axcel
+ Administration .
™ Mac_report Daily 12/8/10 11:59:20 PM CST 10 htrml pdf excel
™ Mac_report Daily 12/9/10 11:59:10 PM CST 11 html pdf excel
I~ Mac_report Daily 12/10/10 11:59:30 PM C5T 12 html pdf excel
™ Mac_report Daily 12/11/10 11:59:26 PM CST 13 html pdf excel
™ Mac_report Daily 12/12/10 11:59:27 PM CST 14 htrml pdf excel
™ Mac_report Daily 12/13/10 11:58:06 PM CST 15 html pdf excel
™ Mac_report Daily 12/14/10 11:59:05 PM CST 16 html pdf excel
I Mac_report Daily 12/15/10 11:59:05 PM CS5T 17 html pdf excel
I~ Mac_report Daily 12/16/10 11:59:24 PM CST 18 html pdf excel
m# P AA:
ma ) = a* ¥ |5

idl
=

SN ¢ ST %ﬁmﬁ

'
#if

ZE 28 8% | Bk BE ﬂé HiE OB
== == - #H BHE- || EiEA R
iz #HE BOTRLRiikd = S -

S by tyr_S8Emac. com
M A tyr_BBEmac. com

== Report - 'Mac_report_DLP'

g | BMac_reportzip (142 KB)

Dear Sir/Madam:
Report 'Mac_report_DLP'is attached. Please check.

Generation time: 12-25-2010 23:359:00

4.2.3 DLP 7= fhbh T B/ %%

1. BHANBERT, BRI SEIYE DLP P2 EE) Patch %M T, FEATE AU BHE L,
DLP BRZ5im AT A EHTE .

-57-



AEBRAMEREER

Bym st & B R4 DLP5.5

f®) TREND i Data Loss Prevention Logged on as: @ admin
Configuration B He
Summary
+ Data Protection Server Update Source
+ Reparts & Trend Micro Active Update Server (hitto.//tmip55 -p.activeupdate. trendrmicro. comyactiveupdate)
+ Logs  Other Update Source
ey uRL: |
- Agents .
- - Proxy Settings ¥ Enable Proxy
Staging Environment
Production Environment Prozy Type: HTTP Z
Configuration | y| |gerver name: [10.28.129.90
+ Administration Port Mumber:  [3080
Username: [
Password: | W' Hide characters
Dowvenload Update Schedule ¥ Enable Scheduled Update
© Daily
[ weekly Every:* |1 day Time: |01 'I 1|00 'I |AM 'I
o Monthly

2. DLP R imt A] LAFEhEF4MT -
FE: DSAEPimaA 2 PR
Staging Environmente ——i&F T oRB&MIXFAKN T M
Production Environment—i& T i & Fif
EOAMBERTHN T RE&KfGE, ENMAE Staging Environment iR BIE Pim, ETERRAEHTHE
MBI EIEPimZE, EISEEHITRAMR. MiXBEME, 7 Deploy to Production #&3{

SAFEFIEE: DLP REATAERINF, FRIFIN, ERILULNHNT BERETRE.

f®) IREND.  Data Loss Prevention Logged on as: Gadmin |
‘ Updates - Staging Environment @ Help
Summary
7 Use this page to test and review new versions of patches, add-ons, fingerprints and data stealing malware patterns to
(D] PEl el agents in the staging environment.
+ Reports
+ Logs Patches Fingerprints
ot Endpoint Agents Network Endpoint Agarts Network
Update Status Total Update Status Total
- Agents Online Offline Agents Online Offline Agents
Staging Environment | » I uUpdated u] 0 o o I Updated o o u] u]
Production Environment Outdated i) i} i) o Outdated o i) o o
Configuration
+ Administration Total o 0 o o Total o o o o
Add-ons Patterns
Update Status Online Offling Total Update Status Endpoint &Agents  Metwork Agents
I uUpdated ] i i I uUpdated ] i
Outdated o [} 0 Qutdated 0 o
Total i} i} a Total ] i}
Patches Add-ons Fingerprints Data Stealing Malware Patterns i
Available Updates
(¥ Install Undates F+Manually Upload Update ewRollBack =»Deplay to Praduction
Sel Patches Wersion Type Update Initiated On Release Date

4.2.4 DLP {4 Administration ¥ &

1. DLP BRZImIZE, Fingerprints 583K E

ANt ,JHA SET: UTER TS, DLP BRFZiH A SR HE L
&/ T 62Bytes ($FAI 2= L)

BARMAIE: KF oM CEIAZHE)
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BATHEISTHE: 32MB (EILAH. exe ZNAIEF)
BRATFEEISCH: 32MB (DLP B Fimfl A SKREE, 1§/t EEREF &9 2 DLP AR S5 %)
BRAEER T PimAIIE4 K] 300MB

R IE 45 5 SO K /)N - 128MB (R FE ST K /NEBIT 128M BYSZ{E, DLP A FHIREXEIELD)
EHEEE: 10 ((E45#833 10 BRI, DLP AeRIRENEIEL)
fREERISTHE: 2000 4 (FRIE fE SCE#BE 2000 PMHISCH, DLP AEERFREVEIESD

Logged on as: & admin

f®; IREND. . Data Loss Prevention

]

+ Data Protection

summary

+ Reports
+ Logs
+ Update
- Server Configuration
»
Application Settings
+ Agent Configuration
Crawler Management
Data Management
Agent Management

Passwoard

Administration - Fingerprint Settings

& Help

Minimurn file size:+

Fingerprint Settings

Mazimum text file size:+
Maximurmn binary file size:*
Maximurm archive file size:+

Maximum repository size to download to agent:#+

1]

300

Fingerprint Decompression Control Settings for Acquisition
Trend Micro DLP will not process if the decompressed file size exceeds:+ |128 |MB ¥
Trend Micro DLP will not process if the total number of embedded layers in the compressed file exceeds: |1D = | layer(s)

[Bytes =] (0
Me x| L
Me x| L
e =] (3
Me x| L3

Trend Micro DLP will not process if the total decompressed file number exceeds:* |EDDD (1-2000)

2. BEER

ML=

WX RE

MAENEHREREREN, FRSETREHITREBEFERH

f¥)IREND.  Data Loss Prevention

Logged on as: & admi

&

Summary
+ Data Protection
+ Reports
+ Logs
+ Update
- Server Configuration
Fingerprint Settings
»
+ Agent Configuration

Crawler Management

Diata Management
Agent Management

Password

+ Management Consale
LDaP
Product License

3.
EESL:R
a)

Administration - Application Settings

& Help

Username:
Password:

Sender email:

Recipient email;

Email Server Host Name:

Server Side aAlert Email Notification

ftrend mac.com

[eyr_s8

Ityr_EG@mac.com

Itvr_EHS@mac.com

Separate multiple email addresses with a comma.

Save |

ZNHNZ (Encryption)

BRINBEFS B9 30 B IG5 B

Iz

\

& Fimi% E Agent Settings

EE_ \a

- ha/N

Agent Batch Encryption Settings
WNRKIGIZE DLP A EMBHE, FER PHIA Justification S & §xf USB 7xfifit

RIIRME, FEIET,

2L\ DLP AR 55i% 5 LDAP #ITRIS EH#IA—XK.

FERD ELE S, DLP RSk iT4ai
® FRIEAER MK/ 128MB (R JE /5 SCHF K/ NEBIT 128M BISCF, DLP AitfTHa)
o [THEEE: 10 ((E45#8iE 10 BAIST ., DLP R HE(TH&M)
o FRIERAICMH: 2000 4~ (FRMEFESCAERET 2000 NEISCH, DLP AT

b) Local LDAP Cache
c) Decompression Control Settings
d) Change password
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It &b 2 DLP &1 A P AN B 8 ST 21 DLP BRZimAT, BEhidiTmE &%
LNEHETEN, B ITHRE (BUAZE: 12345678)

f®) IREND.  Data Loss Prevention Logged an asi @admin  §
Administration - Agent Settings & Help
summary
+ Data Protection Agent Batch Encryption Settings
+ Reparts lvgent: Batch EncryptionJustification Timeout: * |3D sacond(s)
+ Logs \sgent Batch Encryption Filename Prefix:+ |d\p_encrypted_ £z
Rt Local LDAP Cache

AdniniStEatioNM 1o 10 Live (1TL): [T1=] days)

+ Server Configuration

- Agent Configuration Decompression Control Settings
Agent Settings ¥ | Trend Micro DLP will not process if the decompressed file size exceeds:* l].EB— IWZI &
Advanced Settings Trend Micro DLP will not process if the total number of embedded lavers in the compressed file exceeds: |10 'I layer(s)

Global E i . . )
CIBEl SR Trend Micro DLP will not process if the total decompressed file number exceeds:+ IQDDD (1-2000)

Crawler Management

Data Management ™ change password: The password is used for forensic data encilyption and data discovery
Agent Management
Password Old password:# |

+ Management Console

e New password: |

Produckt License

Canfirm |
password:*

Passwords must be from 8-32 characters.

4. EHRKIZTE Advanced Setting

EPIHERESH, . EEiR, ERRRES

i£%: 7t Load Dialog File 12§, ZE#l<Logo Show="0"> % <Logo Show="1">.
Logo K L3 kE GIF Fil IPG #4320, K/MBRIZE 3M LA .

Dialog Configuration Logging Configuration UDP Listener

Customize agent alert dialog

<?uml version="1.0" encoding="UTF-8"7>
<|--This is an ®ML file to describe application(s) customization 3.0/1000 --=

<IDOCTYPE Application SYSTEM "CustomDlg.dtd"'=

<Application Id="ShowMsg"'=
<Messageslist>
<ContentBlock=Content transfer prohibited . </ContentBlock =
<Contentalert: Content transfer not recommended, </Contentalert:s
<FileBlock=File transfer: {07} prohibited,</FileBlock>
<Filealert=File transfer: {0} not recommended.</Filedlerts
<DSMBlock=Data steal malware transfer data prohibited . </DSMBlock=
<DSMalert=Data stealing malware may be transferring data.</DSMAlert
</Messageslists
<DialogsList=
<Dialog Id="alertDialog"=
<Title=Security alert!«</Titles
<Description=application shows this alert to endpoint user(s) and does not wait for response.</Descriptions
<Controlslists
<Logo Show="0" Centerdlignment="1"/> ﬂ
<Static Id="1">The data you are sending or copying contains sensitive information.</Static

Note: his dialog file does not accept Single quotation marks. Load Dialog File |

b

Logo

Upload Logo: MR | ke

Note: Accepts GIF and JPG format only. Logo image file cannot exceed 3MB.
Remember to change <Logo Show="0"> to <Logo Show="1"x=,

5. 255 Global Exceptions
EESEAER
o ZERZAaWBHINIME, MRFELUTHIELR: Blocked List —> Approved List —> Network
Boundary
#%3: (IP address/subnet mask: port range)
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Wjﬁﬂz
10.28.0.111

10.28.0.111:80
10.28.0.111:80-90
10.28.0.111/24 (R3&#H/xXX 183, A3Z#EFFI4n 255. 255. 255. 0 Z48)

0 WMRERIHEMIBITRIERS S, 1BILARIBARSSEEHUERINZE Blocked List
e FHNFAPECHHBAEIEZF0 X. 400 HHE I\ ZE Internal Email Domain

XHER P B EERIGIER, A=H# DSA #&),

&=

Global ExceptionsX400 format: “/0=Trend/OU=USA, /0=Trend/OU=China.”

Email domains: example. com.

Administration - Global Exceptions

& Help

Approved List

Define safe services, (Example, IP address/subnet mask:port range)

Separate multiple entries with a comma.

Blocked List
Define unsafe services, (Example, IP address/subnet mask:port range)

10.28.129.90/25

Separate multiple entries with a comma.

Internal Email Domains
List all inkernal email domains (Example, /O=trend;/OU=usa).

rmac.com;/O=mac

Separate multiple entries with a comma.

6. DLP RFIHFAENXHFH/ SN, IHILREZEETUEESHMEAN
T2 MRESHIH/NT 2000, 1HET Web TTEIFHITEN
MRS HTHEKTF 200M, FETUTARXEN:

s

SSH &3 Linux Az £1TIRN (IF{EM dgate KS)
$#E| LI THRE: /home/dgate/prod/common/scripts
BMANUUT A%, /dg_import. sh (/ZRIBN “.” FEXID)
. EFMITREER, =S DLP AR EE

Y

s

O~ NN =
P
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f®,TREND.  Data Loss Prevention

Summary
+ Data Protection
+ Reports
+ Logs
+ Update

+ Server Configuration

- &gent Configuration

Agent Settings

Advanced Settings
Global Exceptions
Crawler Management

Administration - Data Management

Data Management Control Exported Files

=

OO 0N

[ Import file to systemn data repository
Select a data file to import: PSS | g

o Export file from system data repositary

Full Data Export

Report Definition Data Export
Security Policy Data Export

Data Discovery Data Export
Sensitive Information Data Export

User and Role Data Export

Data Management 3
Start
&gent Management _aI

Password

+ Management Console

LDA&P

Produck License

7. Agent Hﬁzk1l=l:|_.\*u_ﬂ1nu_.\
EE: XBESER Agent lIAER, 5322 EREE Patch ¥ T 5, AILATEILIGIE Agent BYRRZAS

EEHEBRAR

f®) IREND. Data Loss Prevention

Logged on as: Gadmin g

Summary
+ Data Protection
+ Reports
+ Logs
+ Update
+ Server Configuration
- Agent Configuration
Agent Settings
Advanced Settings
Global Exceptions
Crawler Management
Data Management

Agent Management

& Help

Agent Management allows the user to browse and edit agents or groups.

Agents Group

‘GyFilter  {ij Delete

1-4 of 4 HA page |1 'I of 1FH

m Agents IP Address
[~ ™ jac0on zH.. 10.28.132.63
[ = yacxp 10.28.132.21
= 1anG-xp 10.28,132.19
[ R IMDLPMN, 172164242

Status Palicy Status Fingerprints Agent Wersion  Last Modified
Disconnected @owgdated 3 5.5.1263 12/9/10 3:33:4..
Disconnected Qowgdated 1 5.0.1370 124110 11:17:..
online @ Updated 5 5.5,1253 12/29/10 11:52...
Online @Updated 5 2.0.1135 12/29/10 11:49..

‘GFilter  {fj Delete

1-4 of 4 M4 page |1 'I of 1k H

200 per page x

I Agent M t I 4
Password

ATACEA P4,
Agents Group

= Endpoint Agent & Netwaork Agent

){%EF ﬁﬁdﬁ IIJ\\j]u EQH. I:Fl

Gy Filter | [Eaadd | fii Delete

r Group Name =
M MacllifGroun

Description

MadilliFGroup

‘GFilter [BaAdd  [j Delete

1-1cof1 W4 page [T x| af1rm
Agents Last Modified

1 11/24/10 9:40:54 AM CST
1-1of 1 M4 page |1 'I of 1» M

|EDD per page YI

8. MSIREMEKE, AT MARARHEITIRE, FEETENRAIMKA
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f#)IREND  Data Loss Prevention Logged on as: Gadmin  §
User Accounts € Help
Summary
+ Data Praotection [F2add  {f Delete 1-10f1 ¥4 page [1 =] of 1vm
+ Reports
Username « Role Status
+ Logs
+ Update © admin administrator security manager

+ Server Configuration

+ Agent Configuration

Crawler Management

Data Management

Agent Management

Passwaord

- Management Consale

User Accounts 3

Role Management

9. LDAP HYIETE

FE.

e

[EAdd  fjDelete

1-1o0f1 M4 pagell x| ofirmH

|EDD per page 'I

[#8) Account Enabled

B B LDAP & R 5 Microsoft Active Directory

ATHREN, RETER, FERDLP RSH

[®7) Account Disabled

)

TREND.
MI1ICHO

summary

Data Loss Prevention

+ Data Protection

+ Reports

*+ Logs

+ UUpdate

+ Server Configuration

+ Agent Configuration

Crawler Management

Data Management

Agent Management

Password

Management Console

User Accounts
Raole Management

|Lpap |

Product License

LDAP

£ Help

LDAP Settings

LDAP Server Type:lMicrusuft Active Directory

I

Enable Primary LDAP server

|172.16.4.230
Example: serverl.us.example.org or 123.123,123.123

Server name:

Base DM: |DC=mac,DC=com

Part: 389

Login User Mame/DM: |mac\admini5trat0r

Password:

" Enahle 5SL [Certificate Management]

Test Connection

|Connaction succass, |

[T Enahle Backup LDAP server

Server name: |
Example: serverl.us.example.org or 123.123.123.123

Base DM: |

Port: 389

Login User Marme/DMN: |

Passwaord: |

7 Enable 55U [Certificate Management]

Test Connection |

LDAP Cache Expiration

IISD minute(s)

Time to Live (TTL):

Save I

|C.0.UTION: The DLP server MUST be restarted for any new changes to take effect, |
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a) EPFEWEHEHEPIRK

b) YEFFXINZAY Module SRANERID

c) Ak Logging HF4R

d REFRME

e) =i Enable Agent Log
f) EEPFimLEEWREE.
g) EFEIFEE, WEC\BRTHMEMBEXH, FHREHRRFTHHN

f#)TREND. | Data Loss Prevention

Summary

Logged on as: & admin

+ Data Protection

+ Reports

Administration - Advanced Settings

Help

You can edit the logging configuration file to enable or disable the logging of any agent modules, Remove this module from
the selected list to disable any additional module logging. To disable all logging, delete all items from the selected list,

Dialog Configuration [ L Configuration UDP Listener
+ Logs
+ Update Endpoints*: [Select endpaints]| 7ANG-X&

+ Server Configuration

- Agent Configuration

Agent Settings
Advanced Se
Global Exceptions

Crawler Management

Data Management

Agent Management

Password

+ Management Console

LDAP

Product License

it E

() =E ~

= FipmiE (C:)
gt (E)

Module:*

Metwark Filter
CD/DVD Filter

File Filter

Share Falder Filter
Agent Service
Agent Alert Dialog
LD&P

Lotus Motes Filter
Cutlook Filter
Metwark Parsers
File Converter
Policy Engine
Match Engine
Common Libraries
Auto Update Client

Add == |
Lt
o]

REmove << |

Selected modules:

MNetwaork Filter(Critical Eerr,ErronWarning,\!erbosej;l
CD/DWD Filter(Critical Error,Error,\Warning Merbose)
File Filter{Critical Errar,Error,¥Warning,verbose)

Share Folder Filter(Critical Error,Errar,YWarning,vert
Agent Service{Critical Error,Errar,\Warning,Verbose)
Agent Alert Dialog(Critical Error,Error,\Warning, verb

ok erl
MNetwork ParsersiCritical Error,Error,\Warning,verbo
File Converter(Critical Error,Error,\Warning,Werbose!
Policy EnginedCritical Errar,Error,Yarning,Verbose)
Match Engine(Critical Error,Error,Warning,verbose)
Caommon Libraries{Critical Error,Errar,\Warning,Verb
Auto Update Clisnt(Critical EernError,Warmng,Verl;I

Logging level:* W' Critical Error

¥ Error

W warning

¥ werbose
Type: [Fila x|
Full path file name: Ic:\macl

Specify the full path of the log file to which you want the agent to write. For example,

Chdlpagent.og.

Enable Agent Log Disable Agent Log

5 W

Wi ()

I8

#EEh (D)

F Oew oamx [T

L IR

Cilocuments and Settings
NZ0Cache

[J0ffice2007

[ JFrogram Files

PR AEEhazR M
Y IR
S BEFEIHFEI R

[Z] dlpinstall. log. TANG-XF. log
[fmact. TAHG
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5 ﬁ1l=l Ui u y IJ %

HMEZE, HHEFBUTEEHO:

DLP PR imiEHl & : 8080 (HTTP) , 8443 (HTTPS)

SSH if71a] DLP PR %5 i : 22

End Agent /78] DLP PR 5% ik 8804 (TCP) , 8904 (TCP) . 1558 (UDP)
Network Agent /78] DLP AR5 im: 8804 (TCP), 8904 (TCP) . 1558 (UDP)
Remote Crawlers ifj|a] DLP BR 55 im: 8080 (HTTP) , 8443 (HTTPS)
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6 HERK HHEIE

800 BRI AHFAL
800-820-8839

800 % BERI S5 ALk
800-820-8876

€15 T ER -t

service@trendmicro. com. cn

P gt b v i

http://cn. trendmicro. com/cn/home/

REEA

www. trendmicro. com. cn/vinfo

EHERHE TS ML,

http://us. trendmicro. com/us/home/

BEREREEZEE

virus doctor@trendmicro. com. cn
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