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20167812 ([BF) 1212

Yoon Suk <sales@diamondcondominium.coms>
Urgently!!! Request for Prices!

To Recpients

Message | ITEMS LIST.doc (12 KB)

Dear customer,

Please kindly provide us with a detailed quotation for the items attached.

Expected delivery date is highly needed before mid September.

Payment will be as per our company terms or as discussed.

Best Regards

Yoon Suk

Sale Representative

Diamond Condominium

Call Sale Representative :

+66 (0) 95 073 6565 English

+66 (0) 86 102 3463 French/Dutch

Sales Office no. :
+66 (0) 76 325 585

Email Address:
sales@diamondcondominium.com
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Pz RGN, ALFE R BB T K BT EXE FILSCR U

A\

PE_SALITY.RL-O £ Windows\drivers H SRR By 4 11.sys SO, - HRH
PATE

> Folnd @ s R A B H R H
HKEY_CURRENT_USER\Software\Microsoft\

Windows\CurrentVersion\Run

winlogon.exe = "%Windows%\winlogon.exe"

> R8RS 2RI RS

BB R A
v IR ERE R AN AT AR R . S AE T Uy i) fOREEL H 3% R A 7 AUTORUNLINF
X, WEWTR

Note: The order of autorun.inf strings may vary and may contain a
combination of uppercase and lowercase letters.

; {garbage characters}

[AutoRun]

; {garbage characters}

shell\explore\command {random} . {exe/pif}

; {garbage characters}
open = {random file name}.exe

; {garbage characters}
shell\open\command = {random}.{exe/pif}
shell\open\default = 1

; {garbage characters}

shell\autoplay\command = {random}.{exe/pif}

; {garbage characters}

v AT R S S B winlogon.exe XM, FRATTAT LUE A RS 42 4 B R
R AR ARPHIE” ThEE, FR1EXT winlogon.exe FIEEL .
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> ZIRBRPUTWIRRE T RBE M4
° Record Audio every 30 seconds
° Monitor Removable Drives
° Take screenshots and images from installed camera
° Search and Download MS Office documents (doc, docx, xIs, xIsx)

> ZIREREN R 1P Hubb RSB A B R S
e  http:/{BLOCKED}.{BLOCKED}.241.141/v1
° http://{BLOCKED}ck12and67.com/vl
° http://{BLOCKED}rcameand33212.com

A RS

> ZIRRRAE RN R SR RAE AR R E R
e  $TMPDIR/ssO-{Date}-{Time}-{ms}.sst (Captured Screenshots)
e  $TMPDIR/aa0-{Date}-{Time}-{ms}.aat (Captured Audio, WAV)
e  $TMPDIR/KkO-{Date}-{Time}-{ms}.kkt (Keylogs)
e  $TMPDIR/ddO-{Date}-{Time}-{ms}.ddt (Arbitrary Data)

> IZIATRELT AR AR E B P DU
e  $HOME/Library/App Store/storeuserd
e  $HOME/Library/com.apple.spotlight/SpotlightHelper
e  $HOME/Library/Dock/com.apple.dock.cache
e  $HOME/Library/Skype/SkypeHelper
e  $HOME/Library/Dropbox/DropboxCache
e  $HOME/Library/Google/Chrome/nacld
e  $HOME/Library/Firefox/Profiles/profiled
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2. ARWAF = ERH R A, AT UME A 2 s fe (K ATTK S350 & 1 Ui g
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e AE 247 i PRl E LLR uh A N8 ATTK TR R4
32 i Windows #:1F &2 GuiE(# ] «

http://support.asiainfo-sec.com/Anti-Virus/Clean-Tool/ATTK CN/supportcustomizedpackage.exe

64 17 Windows #:1F R 401518 -
http://support.asiainfo-sec.com/Anti-Virus/Clean-Tool/ATTK CN/supportcustomizedpackage 64.ex

AR B R

http://www.trendmicro.com/vinfo/us/threat-encyclopedia/malware/osx _mokes.a
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http://support.asiainfo-sec.com/Anti-Virus/Clean-Tool/ATTK CN/supportcustmizedpackage.exe
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http://support.asiainfo-sec.com/Anti-Virus/Clean-Tool/AvbTool/Release.zip
(fRIE45 %05 : novirus)
£ FRT1EE ReadMe R4 AT A

http://support.asiainfo-sec.com/Anti-Virus/Clean-Tool/AvbTool/readme.txt

IR RE I EAE RS S5 LT

http://about-threats.trendmicro.com/us/malware/x97m_olemal.a
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