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This Android remote exploit targets the default browser installed on

Android 4 devices up to version 4.3.%*.

In order for the exploit to be effective, customers must provide an
URL that the target's browser will automatically load after successful

exploitation or in case of error.

Customers must as well provide the APK that will be installed on the
target's device, upon a successful execution of the exploit. Such a
file can be generated directly from the RCS console by selecting a
mobile factory, clicking on "Build”, selecting "Installation Package” ->
"Android” -> "Create..." and extracting the file called <name>.v2.apk

from the generated zip archive.

HT will then provide a URL where the exploit is hosted. A link
pointing to the exploit can finally be sent to the target, for
instance via sms or email. The full exploit will be served exclusively
to Android 4.0.*-4.3.* devices. If the exploit URL is visited from a
different browser or device no payload will be executed and the

redirect will happen immediately.
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fb - try to capture a screen snapshot!

vol - kill VOLD twice!

reb - reboot the phone!

blr - mount /system in READ_ONLY!

blw - mount /system in READ_WRITE!

rt - install the root shell in /system/bin/rilcap!

ru - remove the root shell from /system/bin/rilcap!

rf <mntpoint> <file> - remove <file> from <mntpoint>");!

sd - mount /sdcard!

air - check if the shell has root privileges!

gzx "command” - execute the given commandline!

fhe <src> <dest> - copy <sr¢> to <dst>!

fhs <mntpoint> <src> <dest> - copy <src> to <dst> on mountpoint <mntpoint>.
fho <user> <group> <file> - chown <file> to <user>:<group>.

pzm <newmode> <file> - chmod <file> to <newmode>l

adm <package name/receiver>.

qzs - start a root shell!

lid <proc> <dest file> - return process id for <proc> write it to <dest file>!
ape <content> <dest file> - append text <content> to <dest files> if not yet present.
srh <content> <file> - search for <content> in <file>!
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Signal to start or
resume the capture

m playbackTrackStart

Signal to put the Capture raw wave
end to the capture audio framer one by one

playbackTrackStop playNextBuffer playNextBuffer
several times first time
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7 Android Security Hacks You Need to Do Right Now
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