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Akt ok BB BB BERT M (SPN) LA B RHL TMES B0 (MOC) Ak i T

A HRE A b E X
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H.com
mHE

H .net

cn

M .info

.org

HR M ERA R HE

2015 4E58 1 B M IRAZ KRB 5 B

2015 5 1 Z21%, W A A4 10 25 TRk K o A 1 i 1, {5 .COM., .CN., .IN
A 44 3 05 5 8 68.55% . Hirb.com A FIEE N T E K Z .

Akt ok BB BB BERT M (SPN) LA B RHL TMES B0 (MOC) Ak i T
A HRE A b E X
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2015 4E5 1 = WEB B & M s B X R

2015 4E58 1 FF P EBX 6 MEHE

M s e Bk R A B O dlE . 2014 4F 9 H & 2015 4 2 A3kt 6 M, AbEi s
P A it 21,403 4.

FEARZERE R, BBREORILUME H R B AR IR 28 s VRS SO IR T B Ak 1l
R R G EERER R 0ty R R BT AL App B2 SREEAT FB VRS . X
SL R EL App B BMESE R E . G ERA RAS G S T 2O6B M, DL S B0
REMGEHREER, EmEBEHRNTE. BRRHERI, RE2HaMEEE App NI
ANEF SRR HIARAT, A AT IR E R K G, R R LA, P REAE KR
IR Z

LR PSS IT R SR e R ORI SEAT VRSN, ORI R, ANVE T AMY
AL BetE 1 Wl R, AR R S IR S TE ST o I 2 AR R B P R AN AZ B £ 2 R
%, BT RGIMRAL (SEO) FHRM AR R A R UTH & 0L, W H Al
ATREIRAIZ M o 4 NFO IR, H I A S AR FRE AU SRR i, XA
B oYL 2P AR, BEMEA A IR AME R RS wE . ARONEEZE R

BHRSOEE PRI, Ak THERBEEEEHREEZ)E, By =k
RS CGRPUREL” STy, T IR “YEE 7 TH., XA ITIE AR R IS —

A Bk B HRHCE BB 77 R (SPN) L S AR TMES 12 H 0 (MOC) AN & 1 BT
A B H E X
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N ECBEPE”, AMED T 5B ERGUMEE NG S G RGBSR,
EHRERANL G, RASKIIZRER L T AED TR,

T REHHBE ST R DB SRR M 2 2 B A #:

http://global.sitesafety.trendmicro.com/index.php

Site Safety Center

TEAEHEAINSEEMIRE 7 — . SARBEWenZERR RIS M 2T 2 ERIFRIPRIE M — BB -

BRI SRR el -

R TWEBfSEZ4S

AR ETWEBE S ABEITHE. o PWBR U B B . el T s R B H T S i SR S Eala s S 2 i E
FEmpIRa FSd . AP R R HEIWEBR S BB A RN A S T 2 2 IR B ARSI

(P Q O @ rznx

SRR R RS R SR R m R AT e E IR SRR, Bk

SRR AN . E
il EEIRmE R - A IR T A - S5 tiBHHFE R

HURETPE BT TS
SRR, ERRHSTTEAE
ARG - AR

jebyebdibpe XDl

AR B R SRR REDTP M (SPN) L AGE A RHY TMES HE4E 1 0 (MOC) Ak 7 o fir
A B H E X
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2015 458 1 ZREIRTF B BUPHE 5L
TOP10 J&iA

W & R 5 &
CVE—2008+ 4250 440439

MS08-067 401
GViE— 20— 414153 65
CVE-2014-4148 65
CVE—201:0- 2568 58
CVE-2010-0806 17
CVili—20ils2 0RO 9
CVE-2015-0313 7
CVE-201.2-0002 6
CVE-2012-0152 3

2015 25 1 Z=E v B X JRIR R

CVE-2008-4250 http://cve.mitre.org/cgi-bin/cvename.cgi?name= CVE-2008-4250
Ms08-067 http://technet.microsoft.com/zh-CN/security/bulletin/ms08-067

CVE-2014-4113 http://cve.mitre.org/cgi-bin/cvename.cgi?name= CVE-2014-4113
CVE-2014-4148 http://cve.mitre.org/cgi-bin/cvename.cgi?name= CVE-2014-4148
CVE-2010-2568 http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2010-2568
CVE-2010-0806 http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2010-0806
CVE-2012-0507 http://cve.mitre.org/cgi-bin/cvename.cgi?name= CVE-2012-0507
CVE-2015-0313 http://cve.mitre.org/cgi-bin/cvename.cgi?name= CVE-2015-0313
CVE-2012-0002 http://cve.mitre.org/cgi-bin/cvename.cgi?name= CVE-2012-0002

CVE-2012-0152

http://cve.mitre.org/cgi-bin/cvename.cgi?name= CVE-2012-0152

At Bk B

iy

7 EE X

RN AR

4

BB BB I (SPN) L A& 35 B TMES 4% 0 (MOC) AR 5 v i
[ 3 X
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Nt
BN T FRID 2R/ NV TR —8 T —#A cmd #A DOS R lE—
B systeminfo BIT]KYE 24 B DL RRIN A HIAD T hLAs

A B R B AR RER 7 N (SPN) B AR TMES W $2 H.0 (MOC) [ AHi) 5 BT
A BARA %t b [ X
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44
MWM
Ralsek

=2
#a X
Hifere

7

Il
flg
2

oL

2015 458 1 EBEHLEBMER
2015 5§ 1 FHLZEBIME B HE

B TMES W2 H0(MOC) AR 2 R T

7, 12 3
=E2

-23-

2015 458 1 FEE NI REBIME BRRH

AR Bk B SRR RERT R (SPN) LL

A B H E X



ZR£23.0
RS REE
it

& BEHBBEIKAT Ponemon 4 ER LS FEFATE AL PIE I IR WX 2% B RS2 H6 K

JENE B EORBEAUE B IR Y, (BEIA R SRR B O REEBRHHRITZE
FE5E =7 W FEN LA BT ) — TR £ BT R I = 24518 2 — . AR4E Ponemon Institute #7541
F =114y “BRM AT R RA S 22 4. BP0 SR E L RN A H A 2 & (Privacy and
Security in a Connected Life: A Study of US, European and Japanese Consumers) [ 4=Ek
)3 45 RO, 2B S U EE I (Internet of Things, AR 10T)Z5 A5 35 Sk A48 ) i
HEABEHEYE, JFH 75%1%2 U5 s fax H G NG Bk = 25877 A, ZWER
WL 7R E R RPN E L A SRS B, DA E S NGB
Z /D ArE.

http://www.trendmicro.com.cn/cn/about-us/newsroom/releases/articles/20150409115344.html

.0

e IR SRR TN DMECSRH LS L B3 BUH 7 Ba AL

4N PowerOffHijack % FORHLENFF YT IEERE H EHIX . 23R “ AT
ZHAET, B HENFERHULRE, B RDOVE ORI T FHL. I sE b, AR
RIRHUTRTED “HE9 7, R P IIKS . EESENANEE .. BalECas] 17k
AEL BALAANIIME, B g SR B PR, SRS BT BT N BRI E %
VR =T R, JF R g e SRR Bl R e B At

BEFCE N, SR AE R BAES =7 % App A Aedf, JRERXIREE C22 315 Root AR
fr Pl — BEBRRERFEA R M2 el b, SRl R P HIAR, FF 50 %
LS. A B R, SR @ RO L <575 38, iR i E FHLE R O
Kile Wit 2Ja, BRI R AT I BRUR R NG B3R, JF kI
faE ks as Lo

http://www.trendmicro.com.cn/cn/about-us/newsroom/releases/articles/20150319121025.html

< EHEREREEERENE EILTR. AR B R IL IR TE

TR F 1 A X A3 s [ FA B MR R AT D« JE R AR 1 V5 93 52 75 3 1A et Fh
MUBRIE T E AT e ISR APP, gk B 52 35 38 R A X 2% R AL A, DA R B <
AR HIR AT REREBE N NAB S, RGO FH M AR, HE HAR%EANL
FREREETY, I A AT RO IR AR AR TR — iy H b, SRR 4 i i

UEAh, BHEREWE, MBI adEZ DRy E, BERENZ T 60, BT
HUIK LA, FHLSE N SR B0 B H AR ! U0 2 5 AN 2 5 N BORIEA I App, JHild i
FRBE S % AN N R E RN s 2 2B 5 AE, it FHLN SRR ik
BERE, B NGB RO, DL 324 AFSAA B BRI X A5 K

http://www.trendmicro.com.cn/cn/about-us/newsroom/releases/articles/20150326100801.html

AR S B s R 5 AR B BE I (SPN) PL A A #ARH TMES W20 (MOC) Ak 5 b fr
G BB SR  E X
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http://www.trendmicro.com.cn/cn/about-us/newsroom/releases/articles/20150409115344.html
http://www.trendmicro.com.cn/cn/about-us/newsroom/releases/articles/20150319121025.html
http://www.trendmicro.com.cn/cn/about-us/newsroom/releases/articles/20150326100801.html

& PIEIATTR R RERE, RINAG T ?

LRI RET L PACBN . Do rshifE ML Bl XS TR i
REIIME R, (A V2 0 48 BT S R AT XS 2O LR T AT BATFIH T 8
SEXYGRI LG e, IFIELE R R SPN B RE Py MK AT, A R B R ik
HH AT BEAFAE (1 B -

http://blog.sina.com.cn/s/blog_5e96245b0102vecf.html

S SRS BN e

HHE AT HIRTE R R VR, S0 B 53 221 18] (At ER B 7 RHR D .
R T L5 2 KSR LB —— L B AEACIEAR . AL AN R ARAT IR 5 8
SKUEF5E5, IR — R R LRI, WaAIRS — R 0T REkRN, MEIKSHge—
FA] ARSI o M52 H KU, FEMIF AU R B el R AME . ZRDABE
RGN, FOBTRA I, T BUCR B R A A 22 5

WD TR R ? 2R, Hm AT & B BA USRI FAT N BOR 24 7] B 2k
UEH 224, ARG 2G5 BN ARRHE . (HEBNTA ST ERRIER Bl 24, &
AR W B N BN T A O BT, IR BA TR i & ERASEEN AT 1.

http://blog.sina.com.cn/s/blog_5e96245b0102vgno.html

& BRI, Ot IREUE N ?

AR AEE4E-EH RIL—/NFRA Critroni 2¢ Curve-TOR-Bitcoin (CTB) Locker Fhn
HERPAT . IERATNER R CTB BRI, IERML T “Ribfs” R, gk
SCA i BR B B AR T B 2R A5 BB R IR T IXANB AR IE ER S AT 3 Ek i (£ 630 32
g6, TAE-EH BTG B IH R A R 0.02 HhRFhiEl 24 £t

B 7 ax ek A, FRATE BX Le B R R e i X P, R BN AR AR

(EMEA). W[, Fi [ SEMAEDEE,

http://blog.sina.com.cn/s/blog_5e96245b0102vfea.html

A Bk B HRHCE BB 77 R (SPN) L S AR TMES 12 H 0 (MOC) AN & 1 BT
A B H E X
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http://blog.sina.com.cn/s/blog_5e96245b0102vecf.html
http://blog.sina.com.cn/s/blog_5e96245b0102vgno.html
http://blog.sina.com.cn/s/blog_5e96245b0102vfea.html

< Cryptowall 3.0 #/R ¥ 5 FAREIT [EEHRAFHET

T, BEHEARECE YO T IR B I R B . T RO B R A
Cryptowall3.0 H{# ] 1 i4fid i) URL. fifigifih URL KA T i BEIRVE, 130T FE N SR Gisk
JIEFEHC . A URL 2 Fiish 7B I — Beatsiy], SBRmrt 2l
R B )5 C&C IR 55 4l 5 3R RSA ABIREEAT A% o

http://blog.trendmicro.com/trendlabs-security-intelligence/cryptowall-3-0-ransomware-partners-with-fareit-spyware/

/7

e It Flash JsiA#% I Nuclear JsiFF)H T B

WA E I R = 2 A Re P I 25 K 21 Nuclear I A H T B S 58T, i
BFE T2 E 1) Adobe Flash Player jsiil CVE-2015-0336. FA1 443 H 18 Hiy
PRI E) 5 A R B RIS 3L S .

ZIRIA{E Adobe %} Adobe Flash Player (1= H % MEH T T1BE, BAERAN
17.0.0.134. SR, AR S ASEE s vF 2 FH P AR IS TR IB R A 16.0.0.305. 3k
T P ALK Flash Player WA B8 &ol, X F AR IF g B RA TR 4 X
e TATE T=HA4EH, Flash #7803 H TEA80E N H AR 023 8 1 &,
[EERR: b ey b =R b Sl G < 2

http://blog.trendmicro.com/trendlabs-security-intelligence/freshly-patched-flash-exploit-added-to-nuclear-exploit-kit/

< .gov AR F AT B B

i A 2 A SPF A1 DKIM SRS B 8 a5 T8l bR i . i, —
AN EIHA #F P DEZ AN T84 (TLD) (Wl.com, .net, .org 56) FEMAHRIRA, HA
A T X I8 4 1) SPF/ DKIM id3% (RIS EAIEAES)) . BRI A EE R, HE 4
JWiA: .gov ] TLD B4 7p?

XA 3 TR A0t 5 (R A F] I B I B R X RO . B TR T 3 H 4
H o Brahi 5 i H BT I g7 56 Bz 8 o m iE s, i f— Myt ek ez, T4 160
SE T MR A T IS 50 NSRRI G . X S A R TR A B, R

A: hxxp:/[{compromised website}/amerrricaneaxpress/security.html.

http://blog.trendmicro.com/trendlabs-security-intelligence/phishing-and-the-gov-tld/

AR S B s R 5 AR B BE I (SPN) PL A A #ARH TMES W20 (MOC) Ak 5 b fr
G BB SR  E X
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http://blog.trendmicro.com/trendlabs-security-intelligence/cryptowall-3-0-ransomware-partners-with-fareit-spyware/
http://blog.trendmicro.com/trendlabs-security-intelligence/freshly-patched-flash-exploit-added-to-nuclear-exploit-kit/
http://blog.trendmicro.com/trendlabs-security-intelligence/phishing-and-the-gov-tld/

AR EIRX B L EBRPEE

PLTR2K H 2014 455 4 FROEHB R R X 2 205 R -

FEZIHE T 2014 EHEEHT A TE R 14017 (Shellshock #7 Heartbleed )

1546
BASH OPENSSL
(SHELLSHOCK) (HEARTBLEED)

1989

JUN. 8, 1989
Risk: MEDIUM

DEC.:31, 2011

SEP. 26, 2014
Exposure: 9,241

APR. 7, 2014

SEP. 25, 2014 UNKNOWN

Exposure after Exposure after
first attack: . first attack:
1 UNKNOWN
I Vulnerability existing I Patch date I Exploit released

Risk: CRITICAL

Exposure: 828

Akt ok BB BB BERT M (SPN) LA B RHL TMES B0 (MOC) Ak i T

A HRE A b E X
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FEIZYH; T A& L 2014 47 3 22 190 B2 50K
DOWNAD SSIE KRS AN R AR Z I o X512 2 ] e 1/
Windows XP FZH K. XP FL 555 L2 Pl #i ) X 7, FFHAE

I CFFIEXTXP 9.2 )

Medium and Large Enterprise Small Business Home

60K 12K

0 0
DOWNAD  DUNIHI SALITY DOWNAD  SALITY  VOBFUS GAMARUE ~ SALITY VIRUX

Akt ok BB BB BERT M (SPN) LA B RHL TMES B0 (MOC) Ak i T
A HRE A b E X
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FRZIH 12014 541 C&C JRF5 a5 3 Mt X 180 . 17F 2013 FEHIZE 114

WIE, G187 %G KN C&C [R5 ik Z X (7 TFE [, JE[E]

FIEIE . (HIF TR, & — PR 2014 FIHRAUF, SR ATHEZ
P17y C&C JR 575 o] LA B FEHEFE -

® United States 21.08%
® United Kingdom 945%
® |ndia 6.11%
® Brazil 3.14%

Iran 2.94%
® Germany 2.86%
® Russia 2.85%
® Ukraine 2.63%
® Netherlands 2.60%
® Romania 247%
® Others 43.87%

Akt ok BB BB BERT M (SPN) LA B RHL TMES B0 (MOC) Ak i T
A HRE A b E X
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FEZIHE T 2013 EH 2014 FEFEHAESEL AN .

2013

2014

® RANSOM 76.54% ® RANSOM 32.12%
® REVETON 18 21% ® REVETON 30.65%
o CRILOCK 561% ® CRILOCK 12.29%
. ) ® KOVTER 8.83%
¥, MATSNU .79 CRYPWALL 5.17%
CRYPTOR 0.38% ® MATSNU 5.13%
® Others DAT% ® CRIBIT 1.98%
® CRYPTOR 1.03%

@ Ransom ® FINALDO 0.88%
® CRYPDEF 0.87%

O Crypto e Others 1.05%

AR Bt ok B &SRR EDT T R (SPN) LA @ H R 57 TMES I F - 0(MOC) AN & Hh i
A HRE A b E X
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FRIZi 2013 45 2014 F LR AS 1T 1 €SP i 79 10 Fidf = o
T VIR IR R IEZ W B 15 5 BT LA 2013 EfT
87.14% A /I |12 85.84% . XEME LN S E 2] T Z 11995215 b
TRHETF, FAf g 15 R 2, & T —F 1 1 A

LTI 272 o

2013 2014

® fnglish 87.14% ® Fnglish 85.84%
® Chinese 2.36% ® German 3.29%
® Japanese 1.84% ® Japanese 1.87%
» German 148% Chinese 1.84%

Russian 1.20% Russian 0.85%
® Portuguese 0.28% ® Portuguese 041%
® Spanish 0.21% ® Polish 0.37%
® |celandic 0.12% ® Spanish 0.32%
@ |talian 0.10% ® french 0.29%
® French 0.10% ® |[talian 0.12%
® Others 5.17% ® Others 4.80%

AR HE K BB R REDT W (SPN) LA & RHY TMES I 0(MOC) AR 75 i
A HAR AU X E X
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i AE R 2014 F5 4 T LFREERETE VT

http://www.trendmicro.com/vinfo/us/security/research-and-analysis/threat-reports/roundup/

Akt ok BB BB BERT M (SPN) LA B RHL TMES B0 (MOC) Ak i T
A HRE A b E X
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KT BEHB

BHARHE 2RI e m it B 4
MRS, BUD T IR IRAR MY S 9 2 S e
B (s BB 2 4 ARG A SRR
AREFIE, BT ASERa T 24
Fi A (Smart Protection Network)# £ 15 A
ZER, At S A AR ARG 1 B S =X
15 B2 2 By E BREOR BB A R R 1 br
B HHE S LA BT Web {5 8 %2
4, REEERSM 24, FN, A
BRI 1,500 R A BHFHZ 2T KA N
5 B oA X ) Aol 2 R PR 7 X
24 P4 KA B S BERSCHF IR SS . R K
TREBRHA T B G R, U5

www.trendmicro.com.cn.

z—

@) e [ 2ans ]

3
Mol

RTPEX ML ZE BN LK =

RASARIRL « dh [ [X X 48 22 4 W I S =7
B PRARE B A — AR A B R AR
B RAR T Z RN . @ik MOC
Az b AT SPN At 23 #r vh [ DXCH P I
22 ARG, EBUCER T EHLIX R R A,
YR EEREAR AT P A AT, KA LT 15X
] 1k X ()97 73 (China Pattern) Flfi# v 7 &,
IR e ot H ] X 3 A A 2 26 o Dy [
DXH PRS2 . K A R SO
FF o SRR A [ X 0 2 2 4 W I s ==
FIH AR AR TR A UL E &1
AN TR, BIE R B E X i
W fENL, E iGNNI RS
HEA

ChinaRTL

Hh X 2% 22 2 M USRI

AR5 HdE R B @ AR REDT T M (SPN) LA SR TMES B0 (MOC) AR 75 i

A B H E X
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