TERORERLER TP

2014 4F 12 AR IERANT

BHIRRAT 2014 4F 12 A AR A A ettt tesetesss st ssssesesesssessssssssssssesesesas e e tsteset et esesasasasaes 2

MS14-075
MS14-076
MS14-077
MS14-078
MS14-079
MS14-080
MS14-081
MS14-082
MS14-083
MS14-084
MS14-085

ANTI-SPYWARE ANTI-SPAM WEB REPUTATION ANTIVIRUS ANTI-PHISHING WEB FILTERING




BHBERE

(e

AEHNNERLER T@P

WEKRAR 2014 £ 12 AR MEEAE

WROZE KA T 2014 4 12 A IEEnd, Rikeadit 1114,

MS14-075
Microsoft Exchange Server 91 FI¥RIR FT R Ao HFAFALIR T (3009712)

TRIR#HA:

22 AT E AT R Microsoft Exchange Server w1 PY/NFA R # IR o S FH P s mlfée FH -
2| HAx Outlook Web App Wi & RFFR I TH) URL, 5™ B IR 7] B o VR RR Ui 7t - (H 2,
Yok & JovE a5 ) X R G RR R BT B It o A B, ek #5058 - U7 I Rk, TSR
F 75 OB H L P i B IR Instant Messenger ¥ 5 R ) Xl W G EERE, SRS
FAAA T SRR BT URL.

XFF Microsoft Exchange Server 2007 Microsoft Exchange Server 2010 #1 Microsoft Exchange
Server 2013 WA SZSCREAS, b2 T E%Eg N “EHE,
https://technet.microsoft.com/zh-cn/library/security/MS14-075

MS14-076
Internet Information Services (11S) FRIIRIA W BERFEIT Z4EIhEE (2982998)

TRIAH#R:

2z AW E AT vk Microsoft — Internet Information Services (11S)  H 1 ANMFA R IR 5 HOURIH,
JeTE AT R el “IP ARG 22 Thfg. B IR A] R85 S0k B 52 R i 3k Bk
(2 P v AR A U7 1) 2 BRI Web BEJEIRLRR o

*FF Microsoft Windows 8. Windows 8.1. Windows Server 2012 1 Windows Server 2012 R2 RTM
(A SZSCRERRAS, 22 R TR I S5 40y “ B,
https://technet.microsoft.com/zh-CN/library/security/ms14-076.aspx

MS14-077
Active Directory BRA S+ EAIEAR S BRI 0] Be o V(5 Stk B8 (3003381)

FRIR#ER:

22 A F AT Rk Active Directory BEE B SIERSS (AD FS) 1 1 ANFA TR I . an sk
FH P R FH AR 40 Ja AR O PR L W 25, Bohy 35 70 % 7 85 S S B E bl Y 2% o =37 4T R 7R
F¥, MR AT B8 S VS SR

MFLAFEM, B HNERs “EE:

> IE(E 32 AT x64 FRAH Windows Server 2008 1) AD FS 2.0

> PRI x64 FEAHY Windows Server 2008 R2 L[] AD FS 2.0

> IEERLT x64 FRAHI Windows Server 2012 1) ADFS 2.1

> IEEIET x64 FRASHI Windows Server 2012 R2 1) AD FS 3.0
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https://technet.microsoft.com/zh-cn/library/security/MS14-075
https://technet.microsoft.com/zh-cn/library/security/dn848375.aspx#IIS
https://technet.microsoft.com/zh-CN/library/security/ms14-076.aspx
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https://technet.microsoft.com/zh-CN/library/security/ms14-077.aspx

MS14-078
IME (HiB) S HRIF A B8 o VPR TT (2992719)

TR

AT R Microsoft  AAIEZWEEEE (IME) (Hi) 1 1 MR FRE IR, %0
TR REAEZ2%% 7 Microsoft IME CHIE) (5220 A IR R 40 b S Vi3 T B F AR 7 Vb & SR s AT
kB . R R R B ] R iR B 5 2 BN BGE I SLHAR I b &, IF BAE R SR
F P BUBR R AG 32 S0 ) AR G i U7 Rl AL PR o G0 RS2 MR 1R 2R G P A BEAN IR E 5, I B 2 T B s
RN, B/ Lo R B G 54 FEALR Rk 7 .

7 Windows Server 2003, Windows Vista. Windows Server 2008. Windows 7 1 Windows Server
2008 R2 HIFTA S 3CHphicA b, 22 4 BT RIS “ Whag " X224 7 Microsoft IME (i)
ft) Microsoft Office 2007 KT A7 32 SCHFRAS, b2 4 SR I SE L RIAE g “Hhag ™.
https://technet.microsoft.com/zh-CN/library/security/ms14-078.aspx

MS14-079
P ZAR RS FE 5 o BRI R BT B8 U AP 45 AR &5 (3002885)

TR

22 AT F A Microsoft Windows H1 1 ANFA R 5 BIIRTR . an S0 38 76 0 28 L 2 N
AR TrueType 4k, BEJG )£ Windows Explorer w33 sbak, i AT g
VHELA RS . E3T Web MIXdiil e, Bk # vl RE4AA — AWk, JF7E b1 CE A SRR
IR Do S8k, 52 BRI IR X3t DA K 426 32 B8 3 7 SRR Py 9 2 B 45 1) DX ol v e 60,45 P e
IR SRR R R BT I N 2 o (R AE A IS 0L T, SOk 2 R TGV SR - U7 1) e 2R 9k o A I
Yok 35 2001 I 7 U iz ik, 5 ki s e Lk A - ks BB Instant Messenger i 5 H
R 42 DA FH P 4 38 ek 2 1) D

XF T Microsoft Windows I 52 SCRFIRUAS, e T HIAE N “hag”,
https://technet.microsoft.com/zh-CN/library/security/ms14-079.aspx

MS14-080
Internet Explorer f 2R ZE£EH (3008923)

TR :

b2 A FE R Internet Explorer 1 14 ANFA TR IEIR . 5™ E KRR R RELEH P AL
Internet Explorer £ 7& Z8RFFR BTG N LA SR VR FEBATARAS o R Th A1) FH A S s R () B0k 3 7T DA
PAFE UFETH P AR ROR . BB Eemk = B Be BRI B> RGP BRI LA
F P BB 5 7 52 2 B 52 BN
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https://technet.microsoft.com/zh-CN/library/security/ms14-077.aspx
https://technet.microsoft.com/zh-cn/library/security/dn848375.aspx#IME
https://technet.microsoft.com/zh-CN/library/security/ms14-078.aspx
https://technet.microsoft.com/zh-CN/library/security/ms14-079.aspx
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T2 52 Windows % F' i ) Internet Explorer 6 (IE 6)+ Internet Explorer 7 (IE 7). Internet
Explorer 8 (IE 8)- Internet Explorer 9 (IE 9). Internet Explorer 10 (IE 10) 1 Internet Explorer 11 (1E
11), e 4 HE A5 o« TR B T2 54 ) Windows R4S L) Internet Explorer 6 (1E 6).
Internet Explorer 7 (IE 7). Internet Explorer 8 (IE 8). Internet Explorer 9 (IE 9). Internet Explorer 10
(IE 10) F1 Internet Explorer 11 (IE 11), B2 HEH N “Hag,
https://technet.microsoft.com/zh-CN/library/security/ms14-080.aspx

MS14-081
Microsoft Word F1 Microsoft Office Web App = ¥R AT 88 o VT BEHATAS (3017301)

TIRHR:

22 4 B E AT AUk Microsoft Word #1° Microsoft Office Web Apps  H i ANRL T 4R 25 (R .t R
Yok i IR FH 7 7E 52520 1) Microsoft Office BPFRRAS H 4T FF 5 151 %5 2 ¢ il ¥ Microsoft Word
A, XA AT BE 23 SO VR AR AT A o B FH X 6 IR 1R Bt 2 7T L3RS 5 410 H A
[F P AR . an R4l P 2 DU B P AR G 5%, WX # B e v DUty &8/ . ik
SRR s BEN A a4 P BUSR AR 7 o R LL ik = 4 e B A 8D Rt A BUR H
FIEC B B AR K P 32 B RE e 20

XFF Microsoft Word 2007 Microsoft Office 2010, Microsoft Word 2010. Microsoft Word 2013.
Microsoft Word 2013 RT. Microsoft Office for Mac 2011. Microsoft Word Viewer. Microsoft Office
XA I %2 SR RA LK. Microsoft SharePoint Server 2010 Microsoft SharePoint Server 2013
LA K Microsoft Office Web Apps Server 2013 1152 32 FRR A 152 521 (1) Microsoft Office il 551
Web Apps, Bt “ymE 7,
https://technet.microsoft.com/zh-CN/library/security/ms14-081.aspx

MS14-082
Microsoft Office = FIRIAW B8 A VR AEHATIVAS (3017349)

RIR#R:

I A HE Y T Microsoft Office H— MR RS BRI . WIRAESZ 520 ) Microsoft Office
WA ST TP R BR BT (RS, 20 W] B2 e VI RE AT ACRS o D) FH I Js VR 1) B 2 mT BA
A5 M E0 PR R ) P R o B8 ek P g i B AR B RGP RUR I L B S A
FIBLBR 2 7 52 B B 52 BN

X+F Microsoft Office 2007 Microsoft Office 2010+ Microsoft Office 2013 A1 Microsoft Office 2013
RT [FTA 2SS, b2 e SR A5 g0 “ BB,
https://technet.microsoft.com/zh-CN/library/security/ms14-082.aspx

MS14-083
Microsoft Excel ' fIIRIF T BE R YFREBHATARIG (3017347)
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https://technet.microsoft.com/zh-CN/library/security/ms14-080.aspx
https://technet.microsoft.com/zh-CN/library/security/ms14-081.aspx
https://technet.microsoft.com/zh-CN/library/security/ms14-082.aspx
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(YT | wrmmmmzets TéPp
TR

22 A AT . Microsoft Excel S PRNAA R AR BRI . W RIGT# 5 466 FH 7 AE 2 i
Microsoft Office Ff4hi A FR T BT W AR E IR ¥ TH) Microsoft Excel SCAF, IX L4 AT g s vF
REPAT ARG o BRI A A A B 2 AT DASRAS 5 2400 P AR R A P RO . 2R i
ERE B PR S s, WBGEE TR G 2208 7, Aa . o bR s . s QUi 564
R BB FRETR o S EEibl 7 45 0 B A s F PR A F P B B A B P RUR I P 2
ST EN

*FF Microsoft Excel 2007 Microsoft Excel 2010. Microsoft Excel 2013. Microsoft Excel 2013 RT
A1 Microsoft Office FACLHIITA ZSCHFhA, b4 EHIAEHy “EE”,
https://technet.microsoft.com/zh-CN/library/security/ms14-083.aspx

MS14-084
VBScript i 5] 2 BRI AT A8 Se VAR PT ARG (3016711)

IR :

22 4 T E AT vk Microsoft Windows ) VBScript IS 5] 4 b —ANFA R IR 5 BOIRTR . S
JAY7 ) GERFRR BT B s, IR TR AT B S VP AR AT A . BRDR FH G IR R ) Bd o R AR AR
5T P ARE R AR . 4 S 24w 8 R A AR s, DR P IR R ) B
R SRR N RS . BEEE TG 2T A5, Do REdE: s ald s
4 P AR R

X525 () Windows 7 P ity b 1) VBScript JHIAS 51 88 (1) 52 e MR AR, 62 A 5B S5 40N
“PEE”, XFTAZEZMAN) Windows AR45#E ) VBScript BHIAS SRS MR AR, G2 A TR
AR “HEE7,

https://technet.microsoft.com/zh-CN/library/security/ms14-084.aspx

MS14-085
Microsoft Graphics 444 I FI BE S0 V75 Bt EE (3013126)

TIRAH#R:

22 A FE AT . Microsoft Windows H—/N A FF 4 FE IR . W 5 P 3 b A & e Rk i
) JPEG WA, ZisE AT Re R ViHE BltEE . B3 nl e d8 (5 Bt B8 IR SR EUE 8 &R
GG R, RE4EEHMIEEFBRBINZ RS . 5 EBMERAE S ARFPITERRE. 4
M, Beiti my LLS & HoAt R T 45 FH A5 Bt B8 R TR stttk 25 () A = BEATLAE (ASLR) 5424 1)
HE.

https://technet.microsoft.com/zh-CN/library/security/ms14-085.aspx
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https://technet.microsoft.com/zh-CN/library/security/ms14-083.aspx
https://technet.microsoft.com/zh-CN/library/security/ms14-084.aspx
https://technet.microsoft.com/zh-CN/library/security/ms14-085.aspx

