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Site Safety Center
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2014 4E58 2 Z=EIRTR B B E L

TOP10 JRIA

TR BN E
CVE-2008-4250 3,654, 451

MS09-019 237, 385
CVE-2009-1531 198, 158
CVE-2009-1140 39, 222
CVE-2010-3333 22,324
CVE-2010-3334 11, 158
CVE-2010-3335 11, 158
CVE-2010-3336 11, 158
CVE-2010-3337 11, 158
CVE-2005-0491 5, 143

2014 5 2 Z=E b E b X IR R BRSO

CVE-2008-4250 http://cve.mitre.org/cgi-bin/cvename.cgi?name= CVE-2008-4250

MS09-019 http://technet.microsoft.com/zh-CN/security/bulletin/ms09-019

CVE-2009-1531 http://cve.mitre.org/cgi-bin/cvename.cgi?name= CVE-2009-1531

CVE-2009-1140 http://cve.mitre.org/cgi-bin/cvename.cgi?name= CVE-2009-1140
CVE-2010-3333 | http://cve.mitre.org/cgi-bin/cvename.cgi?name=%20CVE-2010-3333
CVE-2010-3334 | http://cve.mitre.org/cgi-bin/cvename.cgi?name=%20CVE-2010-3334

CVE-2010-3335 http://cve.mitre.org/cgi-bin/cvename.cgi?name= CVE-2010-3335

CVE-2010-3336 http://cve.mitre.org/cgi-bin/cvename.cgi?name= CVE-2010-3336

CVE-2010-3337 http://cve.mitre.org/cgi-bin/cvename.cgi?name= CVE-2010-3337

CVE-2005-0491 http://cve.mitre.org/cgi-bin/cvename.cgi?name= CVE-2005-0491
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Online Banking Malware Volume Online Banking Malware Volume,
Comparison, 1Q 2013 and 1Q 2014 January-March 2014
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Timeline of High-Profile Breaches
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110M 14 25K
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Targeted Attack Volume by Industry
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“Flappy Bird”.  “MH370 42" 111 B2 [FH X HIF4 ) 7825 K5 7]

Most-Used Social Engineering Lures

FLAPPY WHATSAPP

FREE FOLLOWERS
BIRD ON INSTAGRAM

GRAND THEFT AUTO V

2014 FFEF 1 F/L, FEF RS LLIR AT 1R 55 1EHH 75 5 -

Most-Used Spam Languages

@® English 93.98%
® German 1.13%
@® Japanese 1.11%
@® Chinese 0.65%
@® Russian 0.58%

Portuguese 0.12%
® Spanish 0.11%
® Icelandic 0.06%
® French 0.06%
@® Turkish 0.04%
@® Others 2.16%
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A B H E X
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http://about-threats.trendmicro.com/us/security-roundup/2014/1Q/cybercrime-hits-the-unexpected/
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< Gameover ZeusS J 2 4

EEPIR AR (FBI) A Zeus/ZBOT ] P2P A& Fh (R Gameover Jii#) 1% [E )
JEE &Rl EHRRHMSE T XS Gameover JiEE KT8,
Gameover &3 T ZeuS WA S i 55, X LLYFACAS7E 2011 4F 5 F I gt i o i
Ty R A 4 S I HER 5 (A Citadel A1 Kins) S5E AW KZER. ZeuS Hid R &
HERERE AL B S S ANHIREE C&C RS 4 bo W RS 28T0EVI IR, ZBOT Ji#mh G
ETNEEE HbR URL MEIZSHECE . 11 Gameover Ji #E | 2 P2P & TRE .

http://blog.trendmicro.com/trendlabs-security-intelligence/gameover-zeus-with-p2p-functionality-disrupted/

& ZEEZREERH TOR

SR 44 AndroidOS_Locker.HBT FIFEA, FHATRIIXAE R4 H - idE
AT B CRBE, TR ST 1000 AR I SR 3T AR . X — 1T R LB B R R
PEERAE,  [RIRTFRAT AR %% S il TOR SEAIE ) C&C RS s AT . BARIX
ARE—NFIH TOR K sBEHE, HIXRAERKIFIH TOR FI#IZRW . BATHN
XT] REKs 2 AR B % B E R A — AN

http://blog.trendmicro.com/trendlabs-security-intelligence/android-ransomware-uses-tor/

< VOBFUS ZEmef ke, IMAZEIES

VOBFUS F G332 AN 22T, &R m A=A 5 7= AW A8 Rl ik
AREAR I E B — DR BA Z AR BUE I RE . X —2MBEH T “U” ZEIES
IfE 7. R “A A0 gl 75 20T AR AR 2 M 28 SRR — Rl 77 8. I RHER S
SCAFEE BRI LR B SRS 130 S REMORE DR H %, P B E &R A 1
AR R S 224 B O o

http://blog.trendmicro.com/trendlabs-security-intelligence/vobfus-evolves-adds-multiple-languages/

% AR 2014 £ 5 AHEH 8 M e

XA AR % A SIS 8 T, —AFER|HATERAMEERZ IR £1X
8 M reENEH, 2 My RE” g, KRNy “HEE” Hh. REMRCERkA T
HAMEE T Windows XP N T UL R HIR, A S HET XP RGUHN T 2 5K
IHEEH .

http://blog.trendmicro.com/trendlabs-security-intelligence/may-2014-patch-tuesday-rolls-out-8-bulletins/
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I O SE T AT BT S RN . ISR AR ST AR P O U L s R R A 5% B
R AT B 3R R A Bt

http://blog.trendmicro.com/trendlabs-security-intelligence/cybercriminals-take-advantage-of-heartbleed-with-spam/

< Windows XP 1L E AT “IBIK”  EaBRE I BVE ARz XS

ik Qg EAE AT 22 1EXS Windows XP #:1E RGUHISCRF ! X BRI Windows
XP I FRMAE TP A HREATIEES, PN AEAN. A% T Windows XP {7352 H #if 353 4 £
S PE M RAE R S8, KALSOF B TRIE ARG B 2 58 . RS &L a. B
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I RERAE ARG, FIRESREA R R AL Z R T H, KB BivE Windows XP 24t
Il AR AR HURSE , LA R SN TS ANIRIRI B3 SR L SR 2 s 4 1 2 x5, AR Bl
NASHWNEIEE SRS ~Sur) &

http://www.trendmicro.com.cn/cn/about-us/newsroom/releases/articles/20140507071836.html

< HHRR COJERHNM T SRR TSR AR TR T

EH, BB R T RRy o fE i SR s A . LIRS P i Rl 41X 2%
‘24P OpenSSL B AR SR A7 AE e )RR, 7T AR X0y 2 3RA5 IR 55 4% A7 P Y
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Za ML Z e R R Z ST AR SN T R R 55 PR AR RS PRI iR 55 A% I
W @B RINRI ARG (D) R IS 45 SABEIH. FIRF, RO ER —n
B R AT T HEAUAN T, 35 DI P e e A i

http://www.trendmicro.com.cn/cn/about-us/newsroom/releases/articles/20140507072247 .html
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T a3 Rl Deep Security (IR%5#3B547) . OfficeScan IDF (4B 5k Deep Edge (M
KB EMRTTRIIH . sk, BRI % TDA A C R R i h 2
A8 1T IR e AT R, A IR B G B 2 i, B P AT R R
2 A .

http://www.trendmicro.com.cn/cn/about-us/newsroom/releases/articles/20140507075806.html
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B TH FOM R BRI FERR HEE , tH FMAH SO AR 7 R VRIS AR e 4 it
HAT 2RO I 375 M IEE App, B RTERGRAULE =77 BRI T304,
S e B Re s s b BBBIEIFITRRIA SRR “8e. A, 17 ZRBEE, kA
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http://www.trendmicro.com.cn/cn/about-us/newsroom/releases/articles/20140626032800.html
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