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Site Safety Center
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TOP10 ¥&iF

T 28 7R o 0 B B
CVE-2008-4250 180111

MS09-019 58939
CVE-2009-1140 58937
CVE-2007-6250 2344
CVE-2009-2932 2341
CVE-2013-1289 2341
CVE-2013-1295 2341
CVE-2013-1302 2341
CVE-2013-1316 2341
CVE-2013-1317 2341

2014 %5 1 Z= B b B 3t X U TR Bt AU A

CVE-2008-4250 http://cve.mitre.org/cgi-bin/cvename.cgi?name= CVE-2008-4250
MS09-019 http://technet.microsoft.com/zh-CN/security/bulletin/ms09-019
CVE-2009-1140 http://cve.mitre.org/cgi-bin/cvename.cgi?name= CVE-2009-1140
CVE-2007-6250 http://cve.mitre.org/cgi-bin/cvename.cgi?name= CVE-2007-6250
CVE-2009-2932 | http://cve.mitre.org/cgi-bin/cvename.cgi?name=%20CVE-2009-2932
CVE-2013-1289 | http://cve.mitre.org/cgi-bin/cvename.cgi?name=%20CVE-2013-1289
CVE-2013-1295 http://cve.mitre.org/cgi-bin/cvename.cgi?name= CVE-2013-1295
CVE-2013-1302 http://cve.mitre.org/cgi-bin/cvename.cgi?name= CVE-2013-1302
CVE-2013-1316 http://cve.mitre.org/cgi-bin/cvename.cgi?name= CVE-2013-1316
CVE-2013-1317 http://cve.mitre.org/cgi-bin/cvename.cgi?name= CVE-2013-1317
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Quarterly Ransomware Volume, 2012 and 2013
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Top Industries Spoofed by Blackhole Exploit Kit Spam, 2013
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30%

AVIﬁS\OT/ION TELECOMMUNICATIONS 5%
0

AR Bt ok B &SRR EDT T R (SPN) LA @ H R 57 TMES I F - 0(MOC) AN & Hh i
A HRE A b E X

_24-



DOWNAD 9 8 75 4= BR VG | A SR B8R B e =y (0 25, {HAN 2013 4238 2 T,
AEERIE FE Y SN B A BT R B .

Top 3 Malware, 2013

WORM_DOWNAD 741K
1Q TROJ_ZACCESS 274K

ADW_PRICEGONG 234K

WORM_DOWNAD 509K
plo) ADW BHO 448K

ADW BPROTECT 311K

WORM_DOWNAD 345K
E{o} ADW BPROTECT 246K

ADW_BHO 238K

WORM_DOWNAD 229K
ION ADW DEFTAB 220K

ADW _DEALPLY 212K

2013 FaE AR RN N 48 2012 A IR A E G n 70 121k, H Y
&> SPN il gk 2,500 K.

Trend Micro Smart Protection Network Blocking Rates, 2012 and 2013
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66B 69B

VIALICIOUS

NO. OF SPAM-
SENDING IPs
BLOCKED
T————

2012 2013
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Industry Targets, 2013

@ CONSUMER o

ELECTRONICS

TELECOMMUNICATIONS AEROSPACE

@ © O

INDUSTRIAL AVIATION EDUCATION ENERGY
GOVERNMENT

7 @

STEEL MANUFACTURING

M]LITARY

BEXTEIC A L A 2013 A Ak ] P Ake o 22 0 IO RV BBl S ey, SEM X, RF
Tl H ARG S X 32 21 1 AR B 9™ B My

i A e A 2013 SERE AR 2 i S 1E Ui A -

http://about-threats.trendmicro.com/us/security-roundup/2013/annual/cashing-in-on-digital-information/
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2014 4E58 1 R ERLEEMERHE

& WFEGLE S ZBOT FRELTF

LR EEA ZBOT @ AL AR I, (HIE N — AR X AR s AT 17 “Bk
FAT8), WM T — Pl B 5 . X PRIk 1 gL B 755 ——PE_PATNOTE.A (MD5:
871246d00caffdbed56b1374975c368e). ‘& {EH YL R G L (I ATA AT #4473 B v
ALY o i AE X B AR B[R] i ORE O FE S AT ZBOT A& : TSPY_ZBOT.PNR (MD5:
5c492¢6300fd9def233bfaa56fb6b0f2). TSPY_ZBOT.PNR 2B FI L M7 E: %USER
TEMP %\ notepat.exe.

http://blog.trendmicro.com/trendlabs-security-intelligence/file-infectors-and-zbot-team-up-again/

7

$ “WhatsApp [J51H % 7 by AAFLE” B33 344 Bo ek 24 R

Facebook LA 160 12,32 7t B 5% 4 S %0 44 7 3 RIS (5 28 F WhatsApp ! JEIEEH R R
P 1Z B AT B R R BRI L 2, BT A RN AN ) 5 1 A
TELE DR 7 3% A

http://blog.trendmicro.com/trendlabs-security-intelligence/whatsapp-desktop-client-doesnt-exist-used-in-spam-attack-anyway/

o PIZIJUARI R L EE: R, E ALY

HIRM _EAFAEE REMEIRAR T3, AR dh AR 55 gt i & 32 AT
MagnS B O Xedy TR, JBR Tt r] U SEHAR N Sl R 0 TR, i B+ 2A
e BARMTIART—FE, ORI R H - s IS AT . ([ERANER IR, Rl
ST BT — ELERE T B

http://blog.trendmicro.com/trendlabs-security-intelligence/cybercriminal-underground-economy-series-russia-china-and-brazil/

< Flappy Bird fil% =75 APP i)k

ZHTBA T g — 22k T Flappy Bird BB, 428 NI S RET, AT
TS5 =5 BN R Y 7R R A 0 R BB SRR S s (R 7 Bl B AR e B B2 o

TR =7 N A X R AL AERAT R R R R A . XL
MBI ERLE T ek d, HEAREE I Bk —— I AR S Flappy Bird
RIS RN FH VR B R AR SRR JF Hd 2% 4% C&C M 55 g R LU 4

http://blog.trendmicro.com/trendlabs-security-intelligence/flappy-bird-and-third-party-app-stores/
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< FIH Windows Power Shell /&% WORD H1 EXCEL 34 HI# R F AR

% WORD #1 EXCEL SCHHE R M C & AFAE — B 1], AT T — A9
Bk CRIGENT (A “Power Worm”), BRI T —Se# A3 R, Faiaa I 4 R
W97M_CRIGENT.A #1 X97M_CRIGENT.A.

http://blog.trendmicro.com/trendlabs-security-intelligence/WORD-and-EXCEL-files-infected-using-windows-powershell/
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http://cn.trendmicro.com/cn/about/news/pr/article/20140214080420.html
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e EHARSAEMA S LR Ry JUAR T E “UIRAR

9T A BIEE Z (R A PR TR AT RV R XU, LR A A B S A 2 R
HIE “JETAC” FAERRSHLe. BUNRERZZEST) T, @SRRIk
AT ChEB S BT B &R D).

http://cn.trendmicro.com/cn/about/news/pr/article/20140319070615.html
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RIS AT LB RAEMR L ? T AT S ? et A N Z i # (R RIS, SR 2L
BATANEAT . RS A 24 B %2 w2 90| RS RSO R I Bt
KON MH370 FOrBREE T SCRS, LA U S B RSB R . BRI ANE R
Bl Rl R B AE P, M “ RERSHUEIL” Jviidl, Wl 7 e R B DO 2 A JF
WA NGER, BEZORRA BN E ) FaoR R Al a5 F 5 Bid 40%K H
WA ! SRR VIR R BB a8 e, JRRBEA BT “ S AR A
THBPFEAL A L, T R A

http://cn.trendmicro.com/cn/about/news/pr/article/20140324064449.html
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