\

| 2014/05/11~2014/05/17

7 & B 2K

TrendMicro 47 & [X P& &2 #5140

ANTI-SPYWARE ANTI-SPAM WEB REPUTATION ANTIVIRUS ANTI-PHISHING WEB FILTERING




TR

RS 5

B

AT AR

TROJ_DOWNAD.INF

* ok k

DOWNAD I BB AR T

WORM_DOWNAD

%k k

o & Wk R K M IE R W
MS08-067 FJHLIN » I H.2x 78 32 /8% B i 7 2
TS R R Pk I P 7~ o 1) P i
HUZELEH A 500 AN W b NEUR

X97M_OLEMALA

* k

FWEE, BB AT W PR ANCE R 25
W ) & 48 : %User Profile%\Application
Data\Microsoft\Exce NXXLSTART\k4.xls

TROJ_IFRAME.CP

A * ok k

GIF. jpg 1 SWF U i N — A5 =&
iframe 5 ic I, B # BHEL 2 8 HOH W N
TROJ_IFRAME.CP #i &,
LKA AT I, 2 HOE ) B X
URL, Jf MG ERT

WORM_ECODE.E-CN

Ak k

E W65 W, A il SR A 44 exe SCIF

WORM_DOWNAD.AD

100,08 ¢

W R B E R MK OIE KIE
MS08-067 (1 FLfib , F H. 2> 7 52 8 G H o 7= A
FIA E R AR T PIIE K B TE 5] — B ) Py
HLELEIH R 500 AN %= Ml T #5055

PE_CORELINK.C-1

PEJNEE | dokkk

PEJ &, =4 HAL TR, JFH
TR S RO S B A

X97M_LAROUX.CO

*

M
<
i

Office ZJmaE, HI HARE B AF B V) A &=
ot K

ACM_AGENT.AVGL

ALy ok k

ARG RE, 1200 B o oA R R R By
i) e R R

10

TROJ_LPKHJK.A-CN

* ok k

AR, 0 B T A R R R
R R

ANTI-SPYWARE

[ o

ANTI-SPAM WEB REPUTATION

ANTIVIRUS

ANTI-PHISHING WEB FILTERING




ﬂéﬂi P RSV EE D

BRI TREB LR - WI7TM_CRIGENTA

WRERR: OSSR EN A2 YL 1 Word 1 Excel SCRY#HTA£4E, ‘& £F] Fl Windows PowerShell $447 H % &
ARG,

BRYR 1R
>l R N s A A R R R U e
> 2L Word FIT Excel SCRYEAT AL R

WFZ A 5 0 B4 0] DA 203 A B i EERY . 10.694.60 B LA AR
http://support.trendmicro.co m.cn/Anti-Virus/China-Pattern/Pattern/

P EE LIS RIS
http://about-threats.trendmicro.co m/us/malware/W97M_CRIGENT.A

XK X

ANTI-SPYWARE ANTI-SPAM WEB REPUTATION ANTIVIRUS ANTI-PHISHING WEB FILTERING



http://support.trendmicro.com.cn/Anti-Virus/China-Pattern/Pattern/
http://about-threats.trendmicro.com/us/malware/W97M_CRIGENT.A

